accountinfo

@ The account information contains optional information about the cardholder account with the ® Data Elements
merchant. © authenticationInforma
tion
® Schema
® Sample
@ Cardholder Account Information data elements used to define a time period can be included

as either: the specific date or an approximate indicator for when the action occurred. 3DS
Requestors can use either format.

Data Elements

Key Format CND Description

1 accountlde string o The account ID of the cardholder within merchant environment /
ntifier website (e.g. customer number)

2 authenticati object (0] This element contains optional information about how the cardholder
oninformati authenticated during login to their account in the merchant
on environment (e.g. website).

3 accountAge string O Length of time that the customer has had the payment instrument /
Indicator payment account with the merchant.

Values accepted:

® guest Checkout

® thisTransaction
® | essThan30Days
* fronB0To60Days
®* noreThan60Days

4 accountCha string O Date that the customer's payment instrument (account) with the
ngeDate merchant was last changed, including billing or shipping address,
new payment account, or new user(s) added (YYYY-MM-DD).

5 accountCha string o Length of time since the customer’s account information with the
ngelndicator merchant was last changed, including billing or shipping address,
new payment account, or new user(s) added.

Values accepted:

® thisTransaction
® | essThan30Days
* fronBOTo60Days
® noreThan60Days

6 accountCre string o Date that the customer opened the account with the merchant in
ationDate format YYYY-MM-DD

7 passwordC string o Date that customer's account with the merchant had a password
hangeDate change or account reset in format YYYY-MM-DD

8 passwordC string O Indicates the length of time since the customer account had a
hangeDatel password change or account reset.
ndicator

Values accepted:

®* noChange
® thisTransaction
® | essThan30Days
® fronB0To60Days
® noreThan60Days
9 nbrOfPurch integer o Number of purchases in the last 6 months
ases
10 addCardAtt integer (0] Number of Add Card attempts in the last 24 hours
emptsDay
11 nbrTransact integer O Number of transactions (successful and abandoned) in the previous
ionsDay 24 hours
12 nbrTransact integer O Number of transactions (successful and abandoned) in the previous

ionsYear year
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string O Date that the payment account was enrolled in the customer account

in format YYYY-MM-DD
string o Indicates the length of time that the payment account was enrolled in
the customer account.

Values accepted:

guest Checkout
thi sTransaction
| essThan30Days
fronB0To60Days
nmor eThan60Days

string O Date when the shipping address used for this transaction was first

used in format YYYY-MM-DD
string o Indicates when the shipping address used for this transaction was
first used.

Values accepted:

thi sTransaction
| essThan30Days
fronB0To60Days
nor eThan60Days

oolean O Indicates whether the merchant has experienced suspicious activity

(including previous fraud) on the customer account

authenticationInformation
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Schema

Format CND Description

string C This data element can carry specific authentication attestation
data such as FIDO if applicable

string M This data element specifies the mechanism used by the
Cardholder to authenticate to the merchant.

Values accepted:

guest

ner chant Credenti al s
federatedl D

i ssuer Credenti al s

t hi rdPartyAut henti cation
FI DO

si gnedFl DO

SRCassur anceDat a

string M Date and time (see RFC 3339) in UTC of the cardholder

authentication.

YYYY-MM-DDTHH:MM:SS+00:00

ﬂ BASEURL-= https://www.computop-paygate.com/schemas

"$schemn”: "http://json-schenma.org/draft-07/schema#",
"$id": "BASEURL/account|nfo.json",
"title": "accountlnfo",
"description": "Custonmer Account |nfornation",
"type": "object",
"properties": {
"accountldentifier": {
"type": "string",
"maxLength": 64
b
"aut henticationl nformation": {
"type": "object",

"properties": {


https://www.computop-paygate.com/

"aut henticationData": {
"type": "string",
"maxLengt h": 20000

b

"aut henti cati onMet hod": {
"type": "string",
"enunf: ["guest",

"merchant Credential s", "federatedl D', "issuerCredentials",
"thirdPartyAuthentication", "FIDO', "signedFlDO', "SRCassuranceData"]
I

"aut henticationTi nestanmp”: {
"type": "string",
"format": "date-tine"
}
b
"required": ["authenticationMethod",
"aut henticati onTi mestanp”],
"additional Properties": false
3
"account Agel ndicator": {
"type": "string",

"enunt: ["guestCheckout", "thisTransaction",
"| essThan30Days", "fronB0To60Days", "noreThan60Days"],

"description": "Length of tine that the custoner
has had the account with the nerchant."

3
"account ChangeDate": {
"type": "string",
"format": "full-date",
"description": "YYYY- MM DD
b
"account Changel ndi cator": {
"type": "string",
"enunt: ["thisTransaction", "lessThan30Days",
"fronB0To60Days", "noreThan60Days"],
"description": "Length of time since the custoner
account information was |ast changed.”
b
"account CreationDate": {
"type": "string",
"format": "full-date",
"description": "YYYY- MM DD
3
"passwor dChangeDat e": {
"type": "string",
"format": "full-date",
"description": "YYYY- MM DD
b
"passwor dChangeDat el ndi cator": {
"type": "string",

"enunt: ["noChange", "thisTransaction",
"] essThan30Days", "fronB0To60Days", "noreThan60Days"],
"description": "Indicates the Ilength of tinme since
the custoner account had a password change or account reset."
b
"nbr O Purchases": {
"type": "integer",
"maxi munt': 9999,
"description": "Nunber of purchases in the last 6
nont hs. "
b
"addCar dAt t enpt sDay": {
"type": "integer",
"maxi muni': 999,
"description": "Nunber of Add Card attenpts in the
last 24 hours."
3
"nbr Transacti onsDay": {

"type": "integer",
"maxi mum': 999,
"description": "Nunber of transactions (successful



and abandoned) in the previous 24 hours."
H
"nbr Transacti onsYear": {
"type": "integer",
"maxi muni': 999,
"description": "Nunber of transactions (successful
and abandoned) in the previous year."
b
" paynent Account Age": {
"type": "string",

"format": "full-date",
"description": "Date that the paynment account was
enrolled in the custonmer account in fornmat YYYY-MW DD."

b,
"paynent Account Agel ndi cator": {
"type": "string",

"enuni: ["guestCheckout", "thisTransaction",
"l essThan30Days", "fronB80To60Days", "noreThan60Days"],

"description": "Indicates the length of time that
the payment account was enrolled in the custoner account."

b
"shi pAddr essUsageDate": {

"type": "string",

"format": "full-date",

"description": "Date when the shipping address
used for this transaction was first used in format YYYY- MW DD. "

3
"shi pAddr essUsagel ndi cator": {
"type": "string",
"enuni': ["thisTransaction", "lessThan30Days",
"fronB0To60Days", "noreThan60Days"],
"description": "Indicates when the shipping
address used for this transaction was first used."
3
"suspi ci ousAccActivity": {
"type": "bool ean",
"description": "Indicates whether the nerchant has

experienced suspicious activity (including previous fraud) on the custoner
account . "
}
H

"additional Properties": false

Sample



"accountldentifier": "joe.bloggs@cne.cont,

"aut henticationlnformation": {
"aut henti cati onMet hod": "nmerchant Credenti al s",
"aut henti cati onTi nestanp”: "2021-10-05T04: 36: 18+00: 00"

3

"account Agel ndi cator": "noreThan60Days",

"account ChangeDate": "2019-01-23",

"account Changel ndi cator": "fronB0To60Days",

"account Creati onDate": "2016-01-01",

"passwor dChangeDat e": "2018-06-08",

"passwor dChangeDat el ndi cator": "l essThan30Days",

"nbr Of Pur chases": 4,

"addCar dAt t enpt sDay": O,

"nbr Tr ansacti onsDay": O,

"nbr Transacti onsYear": 5,

"paynent Account Age": "2018-03-20",

"paynent Account Agel ndi cator": "thisTransaction",

"shi pAddr essUsageDat e": "2017-10-14",

"shi pAddr essUsagel ndi cator": "noreThan60Days",

"suspi ci ousAccActivity": true
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