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Card processing - Credit Card Form
When requesting card payments via   hosted forms the complexity of 3-D Secure is completely Computop
removed from the merchant implementation.

From a merchant point of view the sequence itself does not differ between 3DS authenticated and non-
authenticated payments though 3DS requires consideration of additional data elements in the request 
and response.
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Payment Request

To retrieve a  card form please submit the following data elements via HTTP POST request method to Computop https://www.computop-paygate.com/p
.ayssl.aspx

Notice: For security reasons,   rejects all payment requests with formatting errors. Therefore, please use the correct data type for Computop Paygate
each parameter.

The following table describes the :encrypted payment request parameters

Key REST Format CND Description

Mercha
ntID

BasicAuth.
Username

ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

msgver --- ans..5 M Computop Paygate Message version. Valid values:

Value Description

2.0 With 3-D Secure 2.x a lot of additional data were required (e.g. browser-information, billing/shipping-address, 
account-info, ...) to improve authentication processing. To handle these information the  have been put JSON-objects
in place to handle such data. To indicate that these data are used the MsgVer has been implemented.

Notice about Cookie-/Session Handling

Please note that some browsers might block necessary cookies when returning to Your shop. 
 you will find additional information and different solution approaches.Here

Notice about Cookie-/Session Handling

Please note that some browsers might block necessary cookies when returning to Your shop. 
 you will find additional information and different solution approaches.Here

Cookie-/session - handling

EMV 3-D Secure

API Playground

https://www.computop-paygate.com/
https://developer.computop.com/display/EN/Create+an+API+call+and+use+encryption
https://developer.computop.com/display/EN/MerchantID
https://developer.computop.com/display/EN/MerchantID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/msgver
https://developer.computop.com/display/EN/JSON+Objects
https://developer.computop.com/display/EN/Third-party-cookies+-+Browser+cookies+and+session+handling
https://developer.computop.com/display/EN/Third-party-cookies+-+Browser+cookies+and+session+handling


ReqId "requestId": "..." ans..32 O To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and may be 
assigned only once. If the transaction or action is submitted again with the same ReqID,  will not carry out the Computop Paygate
payment or new action, but will just return the status of the original transaction or action.

Please note that the  must have a finalized transaction status for the first initial action (authenticationComputop Paygate
/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure Timeout status 
does not count as a completed status in which the ReqID functionality on  does not take effect. Submissions with identical Paygate
ReqID for an open status will be processed regularly.

 Please note that a ReqID is only valid for 12 month, then it gets deleted at the .Notice: Paygate

TransID "transactionId": 
"..."

ans..64 M TransactionID provided by you which should be unique for each payment

RefNr "referenceNumb
er": "..."

O Merchant’s unique reference number, which serves as payout reference in the acquirer EPA file. Please note, without the own shop 
reference delivery you cannot read out the EPA transaction and regarding the additional  settlement file (CTSF) we   Computop
cannot add the additional payment data.

 Details on supported format can be found below in payment specific section.

Only ASCII characters allowed, special characters ("Umlaute", diacritics) are not allowed and must be replaced by their ASCII-
representation (e.g. ü  ue, é  e, ...).

MAC --- an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Amount "amount": { 
"value": ...}

n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the , if you want to capture amounts <100 Computop Helpdesk
(smallest currency unit).

Curren
cy

"amount": { 
"currency": "..."}

a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

Capture "capture": 
{"auto": "Yes"}

"capture": 
{"manual": "Yes"}

"capture": ...

an..6 OM Determines the type and time of capture.

Capture Mode Description

AUTO Capturing immediately after authorisation (default value).

MANUAL Capturing made by the merchant. Capture is normally initiated at time of delivery.

<Number> Delay in hours until the capture (whole number; 1 to 696).

PayTyp
es

"payment": 
{"cardForm": { 
"payTypes": "..." 
}}

ans..256 O With this parameter you can override the accepted schemes, i.e. you can decide within this parameter separated by pipe which of 
the available credit card schemes are displayed.

The template must support this function like for example the "Cards_v1".

Example: PayTypes=VISA|MasterCard

billingD
escriptor

"billing": 
{"addressInfo": { 
"descriptor": "..." 
}}

ans..22 O A descriptor to be printed on a card holder’s statement. Please also refer to the additional comments made elsewhere for more 
information about rules and regulations.

OrderD
esc

"order": 
{"description": 
"..."}

ans..768 O Order description

AccVeri
fy

"payment": 
{"card": { 
"accountVerificati
on": "..." }}

a3 O Indicator to request an account verification (aka zero value authorization). If an account verification is requested the submitted 
amount will be optional and ignored for the actual payment transaction (e.g. authorization).

Values accepted

Yes

threeD
SPolicy

"payment": 
{"card": { 
"threeDsPolicy": 
JSON }}

JSON O Object specifying authentication policies and exemption handling strategies

priorAut
henticat
ionInfo

"payment": 
{"card": { 
"priorAuthenticati
onInfo": JSON }}

JSON O Prior Transaction Authentication Information contains optional information about a 3DS cardholder authentication that occurred prior 
to the current transaction

account
Info

"accountInfo": 
JSON

JSON O The account information contains optional information about the customer account with the merchant

billToC
ustomer

"billing": JSON JSON C The customer that is getting billed for the goods and / or services. Required for EMV 3DS unless market or regional mandate 
restricts sending this information.

shipTo
Custom
er

"shipping": JSON JSON C The customer that the goods and / or services are sent to. Required if different from billToCustomer.

billingA
ddress

"billing": 
{"addressInfo": 
JSON}

JSON C Billing address. Required for EMV 3DS (if available) unless market or regional mandate restricts sending this information.

shippin
gAddre
ss

"shipping": 
{"addressInfo": 
JSON}

JSON C Shipping address. If different from billingAddress, required for EMV 3DS (if available) unless market or regional mandate restricts 
sending this information.

credent
ialOnFile

"credentialOnFile
": JSON

JSON C Object specifying type and series of transactions using payment account credentials (e.g. account number or payment token) that is 
stored by a merchant to process future purchases for a customer. Required if applicable.
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mercha
ntRiskI
ndicator

"riskIndicator": 
JSON

JSON O The Merchant Risk Indicator contains optional information about the specific purchase by the customer.

If no  is present it is strongly recommended to populate the  property with an shippingAddress shippingAddressIndicator
appropriate value such as ,  or .shipToBillingAddress digitalGoods noShipment

subMer
chantPF

"subMerchantPa
ymentFacilitator":
JSON

JSON O Object specifying SubMerchant (Payment Facilitator) details.

 Only supported by SafeCharge

URLSu
ccess

"urls": 
{"success": "..."}

ans..256 M Complete URL which calls up   if payment has been successful. The URL may be called up only via port 443. This URL may Paygate
not contain parameters: In order to exchange values between   and shop, please use the parameter .Paygate UserData

 Common notes:

We recommend to use parameter "response=encrypt" to get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the DATA to 
URLSuccess. Therefore ensure to check the "code"-value which indicates success/failure of the action. Only a result of 
"code=00000000" should be considered successful.

URLFai
lure

"urls": {"failure": 
"..."}

ans..256 M Complete URL which calls up   if payment has been unsuccessful. The URL may be called up only via port 443. This URL Paygate
may not contain parameters: In order to exchange values between   and shop, please use the parameter .Paygate UserData

 Common notes:

We recommend to use parameter "response=encrypt" to get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the DATA to 
URLSuccess/URLNotify. Therefore ensure to check the "code"-value which indicates success/failure of the action. Only a 
result of "code=00000000" should be considered successful.

URLBa
ck

"urls": {"cancel": 
"..."}

ans..256 O Complete URL which   calls in case that  by the customer.Paygate Cancel is clicked

The parameter "URLBack" can be sent

either as plain parameter (unencrypted) (compatibility mode)
or be part of encrypted payment request parameters (preferred mode)

In order to exchange values between  and shop you may use something like this:Paygate

URLBack=https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled 

When user cancels payment this URL is called exactly like this and you may use URL Decode to extract parameter and values.

Respon
se

--- a7 O Status response sent by   to  and , should be encrypted. For this purpose, transmit =encryPaygate URLSuccess URLFailure Response
pt parameter.

URLNo
tify

"urls": {"notify": 
"..."}

ans..256 M Complete URL which  calls up in order to notify the shop about the payment result. The URL may be called up only via port  Paygate
443. It may not contain parameters: Use the parameter instead.UserData 

 Common notes:

We recommend to use parameter "response=encrypt" to get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the DATA to 
URLSuccess/URLNotify. Therefore ensure to check the "code"-value which indicates success/failure of the action. Only a 
result of "code=00000000" should be considered successful.

UserDa
ta

"metadata
[userData]": "..."

ans..1024 O If specified at request,   forwards the parameter with the payment result to the shop.Paygate

Plain "metadata
[plain]": "..."

ans..50 O A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the MID. 

"Plain"-parameter is part of encrypted "Data" in Computop Paygate and therefore protected against manipulation. 

Custom "metadata": "..." ans..1024 O "Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in Computop Paygate request. 
By this they are protected against manipulation by a consumer. 

The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By this you can put a 
single value into Custom-parameter and get multiple key-value-pairs back in response for your own purpose. 

Please find a samples here: Custom

expirati
onTime

"expirationTime":
"..."

ans..19 O timestamp for the end time of the transaction processing, specified in UTC.

Format: YYYY-MM-ddTHH:mm:ss

Key REST Format CND Description Beschreibung

msgver --- ans..5 M Computop Paygate Message version. Valid values:

Value Description

2.0 With 3-D Secure 2.x a lot of additional data 
were required (e.g. browser-information, 
billing/shipping-address, account-info, ...) to 
improve authentication processing. To 
handle these information the  JSON-objects
have been put in place to handle such data. 
To indicate that these data are used the 
MsgVer has been implemented.

Computop Paygate Message-Version. Zulässige Werte:

Wert Beschreibung

2.0 Mit 3-D Secure 2.x wurde eine Vielzahl 
zusätzlicher Daten (Browser-Information, 
Rechnungs-/Versand-Adresse, ...) 
erforderlich, um den Authentifizierungs-
Prozess zu optimieren. Um diese 
Informationen zu handhaben, wurden die JSO

 eingeführt. Der Parameter MsgVer N-Objekte
zeigt an, dass diese Daten verwendet werden.
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Key REST Format CND Description Beschreibung

ReqId "requestI
d": "..."

ans..32 O To avoid double payments or actions (e.g. by ETM), enter an 
alphanumeric value which identifies your transaction and may be 
assigned only once. If the transaction or action is submitted 
again with the same ReqID,  will not carry out Computop Paygate
the payment or new action, but will just return the status of the 
original transaction or action.

Please note that the  must have a finalized Computop Paygate
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure 
authentications that are terminated by a timeout. The 3-D Secure 
Timeout status does not count as a completed status in which 
the ReqID functionality on  does not take effect. Paygate
Submissions with identical ReqID for an open status will be 
processed regularly.

 Please note that a ReqID is only valid for 12 month, then Notice:
it gets deleted at the .Paygate

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, übergeben Sie 
einen alphanumerischen Wert, der Ihre Transaktion oder Aktion 
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion 
oder Aktion mit derselben ReqID erneut eingereicht wird, führt das Com

 keine Zahlung oder weitere Aktion aus, sondern gibt nur putop Paygate
den Status der ursprünglichen Transaktion oder Aktion zurück.

Bitte beachten Sie, dass das  für die erste initiale Computop Paygate
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen 
Transaktionsstatus haben muss. Dies gilt nicht für 3-D Secure 
Authentifizierungen, die durch einem Timeout beendet werden. Der 
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei 
dem ReqID-Funktionalität am  nicht greift. Einreichungen mit Paygate
identischer ReqID auf einen offenen Status werden regulär verarbeitet.

 Bitte beachten Sie, dass eine ReqID nur 12 Monate gültig ist, Hinweis:
danach wird sie vom  gelöscht.Paygate

Key REST Format CND Description Beschreibung

TransID "transactionId":
"..."

ans..64 M TransactionID provided by you which should be unique 
for each payment

Ihre eigene TransaktionsID, die für jede Zahlung 
eindeutig sein muss

Key REST Format CND Description Beschreibung

RefNr "referenc
eNumber
": "..."

O Merchant’s unique reference number, which serves as 
payout reference in the acquirer EPA file. Please note, 
without the own shop reference delivery you cannot read out 
the EPA transaction and regarding the additional  Computop 
settlement file (CTSF) we cannot add the additional payment 
data.

 Details on supported format can be found below in 
payment specific section.

Only ASCII characters allowed, special characters 
("Umlaute", diacritics) are not allowed and must be replaced 
by their ASCII-representation (e.g. ü  ue, é  e, ...).

Eindeutige Referenznummer des Händlers, welche als 
Auszahlungsreferenz in der entsprechenden Acquirer EPA-Datei 
angegeben wird. Bitte beachten Sie, ohne die Übergabe einer eigenen 
Auszahlungsreferenz können Sie die EPA-Transaktionen nicht zuordnen, 
zusätzlich kann das  Settlement File (CTSF) auch nicht  Computop 
zusätzlich angereichert werden.

 Informationen zum unterstützten Format finden Sie weiter unten in der 
zahlartspezifischen Beschreibung.

Es sind ausschließlich ASCII-Zeichen erlaubt. Sonderzeichen wie 
("Umlaute", ...) sind nicht erlaubt und müssen ggf. durch ASCII-Zeichen 
ersetzt werden (z.B. ü  ue, é  e, ...).

Key REST Format CND Description Beschreibung

MAC --- an64 M Hash Message Authentication Code (HMAC) with SHA-256 
algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

HMAC-Authentisierung (Anfrage)
HMAC-Authentisierung (Notify)

Key REST Format CND Description Beschreibung

Amou
nt

"amount
": { 
"value": 
...}

n..10 M Amount in the smallest currency unit (e.g. EUR Cent). 
Please contact the , if you want to Computop Helpdesk
capture amounts <100 (smallest currency unit).

Betrag in der kleinsten Währungseinheit (z.B. EUR Cent). Bitte 
wenden Sie sich an den , wenn Sie Computop Helpdesk
Beträge < 100 (kleinste Währungseinheit) buchen möchten.

Key REST Format CND Description Beschreibung

Curren
cy

"amount": { 
"currency": 
"..."}

a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, 
GBP. Please find an overview here: A1 Currency table

Währung, drei Zeichen DIN / ISO 4217, z.B. EUR, 
USD, GBP. Hier eine Übersicht: A1 Währungstabelle

Key REST Format CND Description Beschreibung
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Capture "capture": 
{"auto": 
"Yes"}

"capture": 
{"manual": 
"Yes"}

"capture": ...

an..6 OM Determines the type and time of capture.

Capture 
Mode

Description

AUTO Capturing immediately after 
authorisation (default value).

MANUAL Capturing made by the 
merchant. Capture is 
normally initiated at time of 
delivery.

<Number> Delay in hours until the 
capture (whole number; 1 to 
696).

Bestimmt Art und Zeitpunkt der Buchung (engl. Capture).

Buchungsart Beschreibung

AUTO Buchung sofort nach Autorisierung 
(Standardwert).

MANUAL Buchung erfolgt durch den Händler - in der 
Regel die Buchung zum Zeitpunkt der 
Warenauslieferung bzw. Leistungserbringung.

<Zahl> Verzögerung in Stunden bis zur Buchung 
(ganze Zahl; 1 bis 696).

Key REST Format CND Description Beschreibung

PayTy
pes

"payment": 
{"cardForm": 
{ 
"payTypes": 
"..." }}

ans..256 O With this parameter you can override the accepted 
schemes, i.e. you can decide within this parameter 
separated by pipe which of the available credit card 
schemes are displayed.

The template must support this function like for 
example the "Cards_v1".

Example: PayTypes=VISA|MasterCard

Mit diesem Parameter können Sie die akzeptierten Schemes 
übersteuern, d.h. Sie können innerhalb dieses Parameters 
durch Pipe getrennt entscheiden, welche der verfügbaren 
Kreditkartenschemes angezeigt werden.

Das Template muss diese Funktion unterstützen wie zum 
Beispiel das "Cards_v1".

Beispiel: PayTypes=VISA|MasterCard

billing
Descri
ptor

"billing": 
{"addressInfo
": { 
"descriptor": 
"..." }}

ans..22 O A descriptor to be printed on a card holder’s 
statement. Please also refer to the additional 
comments made elsewhere for more information 
about rules and regulations.

Eine Bezeichnung, die auf dem Kontoauszug des 
Karteninhbaers gedruckt wird. Beachten Sie bitte auch die 
zusätzliche Hinweise an anderer Stelle für weitere 
Informationen über Regeln und Vorschriften.

Order
Desc

"order": 
{"description"
: "..."}

ans..768 O Order description Beschreibung der gekauften Waren, Einzelpreise etc.

AccVe
rify

"payment": 
{"card": { 
"accountVerif
ication": "..." 
}}

a3 O Indicator to request an account verification (aka 
zero value authorization). If an account verification 
is requested the submitted amount will be optional 
and ignored for the actual payment transaction (e.
g. authorization).

Values accepted

Yes

Indikator für Anforderung einer Kontoverifizierung (alias 
Nullwert-Authorisierung). Bei einer angeforderten 
Kontoverifizierung ist der übermittelte Betrag optional und 
wird für die tatsächliche Zahlungstransaktion ignoriert (z.B. 
Autorisierung).

Zulässiger Wert:

Yes

threeD
SPolicy

"payment": 
{"card": { 
"threeDsPoli
cy": JSON }}

JSON O Object specifying authentication policies and 
exemption handling strategies

Objekt, das Authentisierungs-Richtlinien und Vorgaben für die 
Ausnahmenbehandlung festlegt

priorA
uthenti
cationI
nfo

"payment": 
{"card": { 
"priorAuthent
icationInfo": 
JSON }}

JSON O Prior Transaction Authentication Information 
contains optional information about a 3DS 
cardholder authentication that occurred prior to the 
current transaction

Das Objekt Prior Transaction Authentication Information 
enthält optionale Informationen über eine Authentisierung 
eines 3DS-Karteninhabers, die vor der aktuellen Transaktion 
erfolgt ist

accou
ntInfo

"accountInfo"
: JSON

JSON O The account information contains optional 
information about the customer account with the 
merchant

Das Objekt Kontoinformationen enthält optionale 
Informationen über das Kundenkonto beim Händler

billToC
ustom
er

"billing": 
JSON

JSON C The customer that is getting billed for the goods 
and / or services. Required for EMV 3DS unless 
market or regional mandate restricts sending this 
information.

Der Kunde, dem die Waren und / oder Dienstleistungen in 
Rechnung gestellt werden. Für EMV 3DS erforderlich, sofern 
nicht Markt- oder Regionalmandate die Übermittlung dieser 
Informationen beschränken.

shipTo
Custo
mer

"shipping": 
JSON

JSON C The customer that the goods and / or services are 
sent to. Required if different from billToCustomer.

Der Kunde, an den die Waren und / oder Dienstleistungen 
gesendet werden. Erforderlich, falls von billToCustomer 
abweichend.

billing
Addre
ss

"billing": 
{"addressInfo
": JSON}

JSON C Billing address. Required for EMV 3DS (if 
available) unless market or regional mandate 
restricts sending this information.

Rechnungsadresse. For EMV 3DS erforderlich (falls 
verfügbar), sofern nicht Markt- oder Regionalmandate die 
Übermittlung dieser Informationen beschränken.

shippi
ngAdd
ress

"shipping": 
{"addressInfo
": JSON}

JSON C Shipping address. If different from billingAddress, 
required for EMV 3DS (if available) unless market 
or regional mandate restricts sending this 
information.

Lieferadresse. Falls von billingAddress abweichend; für EMV 
3DS erforderlich (falls verfügbar), sofern nicht Markt- oder 
Regionalmandate die Übermittlung dieser Informationen 
beschränken.
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creden
tialOn
File

"credentialO
nFile": JSON

JSON C Object specifying type and series of transactions 
using payment account credentials (e.g. account 
number or payment token) that is stored by a 
merchant to process future purchases for a 
customer. Required if applicable.

Objekt, das Art und Reihe von Transaktionen mittels 
Zahlungskonto-Zugangsdaten festlegt (z.B. Kontonummer 
oder Zahlungs-Token), die bei einem Händler für die 
Verarbeitung zukünftiger Einkäufe für einen Kunden 
gespeichert sind. Erforderlich, falls zutreffend.

merch
antRis
kIndic
ator

"riskIndicator
": JSON

JSON O The Merchant Risk Indicator contains optional 
information about the specific purchase by the 
customer.

If no  is present it is strongly shippingAddress
recommended to populate the shippingAddress

 property with an appropriate value Indicator
such as , shipToBillingAddress digitalGoods
or .noShipment

Der Händler-Risikoindikator enthält optionale Informationen 
über den bestimmten Einkauf des Kunden.

Falls  nicht vorhanden ist, ist es dringend shippingAddress
empfohlen, das Merkmal  mit shippingAddressIndicator
einem entsprechenden Wert wie , shipToBillingAddress

 oder  auszufüllen.digitalGoods noShipment

subMe
rchant
PF

"subMerchan
tPaymentFac
ilitator": 
JSON

JSON O Object specifying SubMerchant (Payment 
Facilitator) details.

 Only supported by SafeCharge

Objekt, das die Details des SubMerchant (Payment 
Facilitator) angibt.

 Wird ausschließlich von SafeCharge unterstützt.

Key REST Format CND Description Beschreibung

URLSu
ccess

"urls": 
{"success
": "..."}

ans..256 M Complete URL which calls up   if payment has been Paygate
successful. The URL may be called up only via port 443. This 
URL may not contain parameters: In order to exchange values 
between   and shop, please use the parameter .Paygate UserData

 Common notes:

We recommend to use parameter "response=encrypt" to 
get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA 
to URLSuccess. Therefore ensure to check the "code"-
value which indicates success/failure of the action. Only a 
result of "code=00000000" should be considered 
successful.

Vollständige URL, die das   aufruft, wenn die Zahlung Paygate
erfolgreich war. Die URL darf nur über Port 443 aufgerufen werden. 
Diese URL darf keine Parameter enthalten: Um Parameter 
durchzureichen nutzen Sie stattdessen den Parameter .UserData

 Allgemeine Hinweise:

Wir empfehlen, den Parameter "response=encrypt" zu 
verwenden, um eine verschlüsselte Antwort von  zu Paygate
erhalten
Betrüger könnten das verschlüsselte DATA-Element kopieren, 
welches an URLFailure gesendet wurde, und betrügerisch 
dasselbe DATA an URLSuccess senden. Überprüfen Sie daher 
unbedingt den "code"-Wert des DATA-Elements. Nur eine 
Antwort mit "code=00000000" sollte als erfolgreich angesehen 
werden.

Key REST Format CND Description Beschreibung

URLFai
lure

"urls": 
{"failure": 
"..."}

ans..256 M Complete URL which calls up   if payment has been Paygate
unsuccessful. The URL may be called up only via port 443. This 
URL may not contain parameters: In order to exchange values 
between   and shop, please use the parameter .Paygate UserData

 Common notes:

We recommend to use parameter "response=encrypt" to 
get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA 
to URLSuccess/URLNotify. Therefore ensure to check the 
"code"-value which indicates success/failure of the action. 
Only a result of "code=00000000" should be considered 
successful.

Vollständige URL, die das aufruft, wenn die Zahlung Paygate
gescheitert ist. Die URL darf nur über Port 443 aufgerufen werden. 
Diese URL darf keine Parameter enthalten: Um Parameter 
durchzureichen nutzen Sie stattdessen den Parameter .UserData

 Allgemeine Hinweise:

Wir empfehlen, den Parameter "response=encrypt" zu 
verwenden, um eine verschlüsselte Antwort von  zu Paygate
erhalten
Betrüger könnten das verschlüsselte DATA-Element kopieren, 
welches an URLFailure gesendet wurde, und betrügerisch 
dasselbe DATA an URLSuccess  senden. Überprüfen /URLNotify
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur 
eine Antwort mit "code=00000000" sollte als erfolgreich 
angesehen werden.

Key REST Format CND Description Beschreibung

URLBa
ck

"urls": 
{"cancel":
"..."}

ans..256 O Complete URL which   calls in case that Paygate Cancel is 
 by the customer.clicked

The parameter "URLBack" can be sent

either as plain parameter (unencrypted) (compatibility 
mode)
or be part of encrypted payment request parameters 
(preferred mode)

In order to exchange values between  and shop Paygate
you may use something like this:

URLBack=https://your.shop.com/back.php?
param1%3Dvalue1%26param2%3Dvalue3%26status%
3Dcancelled 

When user cancels payment this URL is called exactly like 
this and you may use URL Decode to extract parameter 
and values.

Vollständige URL, die das   aufruft, wenn der  Paygate Kunde auf Abbruch
klickt.

Der Parameter "URLBack" kann

sowohl unverschlüsselt ans   übermittelt werden Paygate
(Kompabilitätsmodus)
als auch in den verschlüsselten Übergabeparametern (bevorzugte 
Variante)

Wenn Sie Parameter/Werte in der URLBack übergeben möchten, so können 
Sie folgende Methode verwenden:

URLBack=https://your.shop.com/back.php?param1%3Dvalue1%
26param2%3Dvalue3%26status%3Dcancelled 

Wenn der Kunde auf Abbruch klickt, so wird die URL genauso aufgerufen, 
so dass Sie URL Decode verwenden können, um Parameter und Werte zu 
extrahieren.

https://developer.computop.com/display/EN/credentialOnFile
https://developer.computop.com/display/EN/credentialOnFile
https://developer.computop.com/display/EN/credentialOnFile
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/merchantRiskIndicator
https://developer.computop.com/display/EN/merchantRiskIndicator
https://developer.computop.com/display/EN/merchantRiskIndicator
https://developer.computop.com/display/EN/merchantRiskIndicator
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/subMerchantPF
https://developer.computop.com/display/EN/subMerchantPF
https://developer.computop.com/display/EN/subMerchantPF
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLSuccess
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/URLFailure
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/URLBack
https://developer.computop.com/display/EN/URLBack
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled
https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled
https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled
https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled
https://your.shop.com/back.php?param1%3Dvalue1%26param2%3Dvalue3%26status%3Dcancelled


Key REST Format CND Description Beschreibung

Respo
nse

--- a7 O Status response sent by   to  and Paygate URLSuccess
, should be encrypted. For this purpose, URLFailure

transmit =encrypt parameter.Response

Die Status-Rückmeldung, die das   an  Paygate URLSuccess
und   sendet, sollte verschlüsselt werden. Dazu URLFailure
übergeben Sie den Parameter =encrypt.Response

Key REST Format CND Description Beschreibung

URLNo
tify

"urls": 
{"notify": 
"..."}

ans..256 M Complete URL which  calls up in order to notify the shop  Paygate
about the payment result. The URL may be called up only via 
port 443. It may not contain parameters: Use the paramUserData 
eter instead.

 Common notes:

We recommend to use parameter "response=encrypt" to 
get an encrypted response by Paygate
However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA 
to URLSuccess/URLNotify. Therefore ensure to check the 
"code"-value which indicates success/failure of the action. 
Only a result of "code=00000000" should be considered 
successful.

Vollständige URL, die das   aufruft, um den Shop zu Paygate
benachrichtigen. Die URL darf nur über Port 443 aufgerufen werden. 
Sie darf keine Parameter enthalten: Nutzen Sie stattdessen den 
Parameter .UserData

 Allgemeine Hinweise:

Wir empfehlen, den Parameter "response=encrypt" zu 
verwenden, um eine verschlüsselte Antwort von  zu Paygate
erhalten
Betrüger könnten das verschlüsselte DATA-Element kopieren, 
welches an URLFailure gesendet wurde, und betrügerisch 
dasselbe DATA an URLSuccess  senden. Überprüfen /URLNotify
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur 
eine Antwort mit "code=00000000" sollte als erfolgreich 
angesehen werden.

Key REST Format CND Description Beschreibung

UserD
ata

"metadata
[userData]": 
"..."

ans..1024 O If specified at request,   forwards the Paygate
parameter with the payment result to the shop.

Wenn beim Aufruf angegeben, übergibt das   die Paygate
Parameter mit dem Zahlungsergebnis an den Shop.

Key REST Format CND Description Beschreibung

Plain "metadat
a[plain]": 
"..."

ans..50 O A single value to be set by the merchant to 
return some information unencrypted in response
/notify, e.g. the MID. 

"Plain"-parameter is part of encrypted "Data" in 
Computop Paygate and therefore protected 
against manipulation. 

Ein einzelner Wert, der von Ihnen gesetzt werden kann, um 
Informationen wieder unverschlüsselt in der Antwort bzw. im Notify 
zurückzugeben, z.B. die MID.

Da der "Plain"-Parameter Teil des verschlüsselten "Data" 
im Computop Paygate ist, ist dieser vor Manipulationen geschützt. 

Key REST Format CND Description Beschreibung

Custom "metada
ta": "..."

ans..1024 O "Custom"-parameter is added to the request data 
before encryption and is part of encrypted "Data" in 
Computop Paygate request. By this they are protected 
against manipulation by a consumer. 

The Custom-value is added to the Computop 
Paygate response in plain text and the "|" is replaced 
by a "&". By this you can put a single value into 
Custom-parameter and get multiple key-value-pairs 
back in response for your own purpose. 

Please find a samples here: Custom

Der "Custom"-Parameter wird vor der Verschlüsselung an den 
Aufruf angehängt und ist Teil des verschlüsselten "Data" im 
Computop Paygate Aufruf. Dadurch ist der Wert gegen 
Manipulation geschützt. 

Der Custom-Wert wird dann in Klartext an die Computop 
Paygate-Antwort angehängt und dabei wird "|" durch "&" 
ersetzt. Dadurch können Sie einen Custom-Wert übergeben 
und bekommen mehrere Key-Value-Paare zu Ihrer eigenen 
Verwendung in der Antwort zurück.

Hier finden Sie ein Beispiel: Custom

Key REST Format CND Description Beschreibung

expiration
Time

"expirationTim
e": "..."

ans..19 O timestamp for the end time of the transaction 
processing, specified in UTC.

Format: YYYY-MM-ddTHH:mm:ss

Zeitstempel für den Endzeitpunkt der 
Transaktionsverarbeitung, Angabe in UTC.

Format: YYYY-MM-ddTHH:mm:ss

Computop Paygate will return an HTML document in the response body representing the requested card form. The form may be included in the 
merchant checkout page or used as a standalone page to redirect the card holder to.
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Card holder authentication and payment authorization will take place once the the cardholder entered all required card details and submitted the form 
data to .Computop Paygate

Note: In case you are using your own templates (Corporate Payment Page), please make sure you include Cardholder name on your custom 
template. Cardholder name is mapped to  API parameter "CreditCardHolder". Cardholder name field must not contain any special characters Paygate
and must have minimal length of 2 characters and maximum length of 45 characters.

When the payment is completed  will send a notification to the merchant server (i.e. ) and redirect the browser to the Computop Paygate URLNotify UR
 respectively to the .LSuccess URLFailure

The blowfish encrypted data elements as listed in the following table are transferred via  request method to the URLNotify and HTTP POST
URLSuccess/URLFailure.



HTTP POST to URLSuccess / URLFailure / URLNotify

In case of using REST API

In case of using REST API you will always receive a link where the merchant has to redirect the consumer to complete the payment.

REST Format CND Description

"paymentId": "..." an32 M May be "00000000000000000000000000000000" if not yet set by Computop Paygate

"_Links.self.type": "..." an..20 M "application/json"

"_Links.redirect.href": "..." an..1024 M Merchant needs to redirect consumer to this URL to complete payment

"_Links.redirect.type": "..." an..20 M "text/html"

Merchant can use inquire.aspx

The following table gives the result parameters which   transmits to  or  and . If you have Computop Paygate URLSuccess URLFailure URLNotify
specified the  parameter, the following parameters are sent  to your system:Response=encrypt Blowfish encrypted

 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

 the key (e.g. MerchantId, RefNr) should not be checked case-sentive

Key Format CND Description

mid ans..30 M MerchantID, assigned by Computop

msgver ans..5 M Computop Paygate Message version. Valid values:

Value Description

2.0 With 3-D Secure 2.x a lot of additional data were required (e.g. browser-information, billing/shipping-address, account-
info, ...) to improve authentication processing. To handle these information the  have been put in place JSON-objects
to handle such data. To indicate that these data are used the MsgVer has been implemented.

PayID an32 M ID assigned by  for the payment, e.g. for referencing in batch files as well as for capture or credit request.Paygate

XID an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate

TransID ans..64 M TransactionID provided by you which should be unique for each payment

scheme
Refere
nceID

ans..64 C Card scheme specific transaction ID required for subsequent credential-on-file payments, delayed authorizations and 
resubmissions.

Mandatory:  – initial false – unscheduled MIT / recurringCredentialOnFile

schemeReferenceID is returned for 3DS2-payments. In case of fallback to 3DS1 you will also need to check for .TransactionId

The schemeReferenceID is a unique identifier generated by the card brands and as a rule  merchants can continue to Computop
use the SchemeReferenceIDs for subscription plans that were created while using another PSP environment /  MerchantID Paygate
/ Acquirer ContractID / Acquirer.

refnr O Reference number taken from request

Status a..20 M Status of the transaction.

Values accepted:

Authorized
OK (Sale)
FAILED

In case of  the  will be either  or .Authentication-only Status OK FAILED

Notice: Please note that the call of URLSuccess or URLFailure takes place with a GET in case of fallback to 3-D Secure 1.0. Therefore 
your systems should be able to .receive parameters both via GET and via POST

  The credit card form can be highly customized by using your own template. 

Details are available here: Corporate PayPage and templates
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Descrip
tion

ans..1024 M Further details in the event that payment is rejected. Please  use the   the  parameter for the do not Description but Code
transaction status analysis!

Code n8 M Error code according to   Response Codes ( )Paygate A4 Error codes

card JSON M Card data

ipinfo JSON O Object containing IP information

threeds
data

JSON M Authentication data

resultsr
esponse

JSON C In case the authentication process included a cardholder challenge additional information about the challenge result will be 
provided.

externa
lPayme
ntData

JSON O Optional additional data from acquirer/issuer/3rd party for authorization.

TimeSt
amp

Date/Time O Timestamp of this action if activated by , e.g. 30.05.2023 08:47:57 or 30.05.2023 10:03:01.633Computop Helpdesk

CardHo
lder

ans..50 O Card holder name , e.g. John Doeif activated by Computop Helpdesk

bin n..6 O BIN of credit card if activated by , e.g. 40001Computop Helpdesk

masked
pan

an..19 O Masked number of credit card if activated by , e.g. 400001XXXXXX8323Computop Helpdesk

cardinfo JSON O JSON containing data of credit card type and issuer {"BIN":"400001","Brand":"VISA","if activated by , e.g. Computop Helpdesk
Product":"","Source":"CREDIT","Type":"","Country":{"A3":"USA","N3":"840"},"Issuer":""}

CCBra
nd

an..20 O Brand /  of credit card, e.g. VISAcard scheme

PCNr n16 O Pseudo Card Number: Random number generated by   which represents a genuine credit card number. The Computop Paygate
pseudo card number (PCN) starts with 0 and the last 3 digits correspond to those of the real card number. The PCN can be used 
like a genuine card number for authorisation, capture and credits.

PCNr is a  from  and is sent as  in Request or part of -JSONresponse value Computop Paygate CCNr card

CCExpi
ry

n6 OC Optional in combination with PCNr: Expiry date of the credit card in the format YYYYMM (202207).

Plain ans..50 O A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the MID. 

"Plain"-parameter is part of encrypted "Data" in Computop Paygate and therefore protected against manipulation. 

Custom ans..1024 O "Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in Computop Paygate request. 
By this they are protected against manipulation by a consumer. 

The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By this you can put a 
single value into Custom-parameter and get multiple key-value-pairs back in response for your own purpose. 

Please find a samples here: Custom

UserDa
ta

ans..1024 O If specified at request,   forwards the parameter with the payment result to the shop.Paygate

MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Key Format CND Description Beschreibung

msgver ans..5 M Computop Paygate Message version. Valid values:

Value Description

2.0 With 3-D Secure 2.x a lot of additional data were 
required (e.g. browser-information, billing/shipping-
address, account-info, ...) to improve 
authentication processing. To handle these 
information the  have been put in JSON-objects
place to handle such data. To indicate that these 
data are used the MsgVer has been implemented.

Computop Paygate Message-Version. Zulässige Werte:

Wert Beschreibung

2.0 Mit 3-D Secure 2.x wurde eine Vielzahl zusätzlicher 
Daten (Browser-Information, Rechnungs-/Versand-
Adresse, ...) erforderlich, um den Authentifizierungs-
Prozess zu optimieren. Um diese Informationen zu 
handhaben, wurden die  eingeführt. JSON-Objekte
Der Parameter MsgVer zeigt an, dass diese Daten 
verwendet werden.

Key Format CND Description Beschreibung
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PayID an32 M ID assigned by  for the payment, e.g. for referencing Paygate
in batch files as well as for capture or credit request.

Vom  vergebene ID für die Zahlung; z.B. zur Paygate
Referenzierung in Batch-Dateien sowie im Capture- oder Credit-
Request.

Key Format CND Description Beschreibung

XID an32 M ID for all single transactions (authorisation, capture, 
credit note) for one payment assigned by Paygate

Vom   vergebene ID für alle einzelnen Transaktionen Paygate
(Autorisierung, Buchung, Gutschrift), die für eine Zahlung durchgeführt 
werden

Key Format CND Description Beschreibung

TransID ans..64 M TransactionID provided by you which should be unique for each 
payment

Ihre eigene TransaktionsID, die für jede Zahlung eindeutig 
sein muss

Key Format CND Description Beschreibung

scheme
Refere
nceID

ans..64 C Card scheme specific transaction ID required for subsequent 
credential-on-file payments, delayed authorizations and 
resubmissions.

Mandatory:  – initial false – unscheduled MIT / CredentialOnFile
recurring

schemeReferenceID is returned for 3DS2-payments. In case of 
fallback to 3DS1 you will also need to check for .TransactionId

The schemeReferenceID is a unique identifier generated by the 
card brands and as a rule  merchants can continue to Computop
use the SchemeReferenceIDs for subscription plans that were 
created while using another PSP environment /  Paygate
MerchantID / Acquirer ContractID / Acquirer.

Spezifische Transaktions-ID des Kartenschemas, die für nachfolgende 
Zahlungen mit gespeicherten Zugangsdaten, verzögerte Autorisierungen und 
Wiedereinreichungen erforderlich ist.

Pflicht:  – initial false – unschedule MIT / recurringCredentialOnFile

schemeReferenceID wird bei 3DS2-Zahlungsvorgängen zurückgegeben. Bei 
einem Fallback auf 3DS1 prüfen Sie bitte zusätzlich auf .TransactionId

Die SchemeReferenceID ist eine eindeutige Kennung, die von den 
Kartenmarken generiert wird. In der Regel können -Händler die Computop
SchemeReferenceIDs für Abonnements übergreifend verwenden, welche unter 
Verwendung eines anderen PSP / separater -MerchantID / separater Paygate
Acquirer ContractID / Acquirer erstellt wurden.

Key Format CND Description Beschreibung

refnr O Reference number taken from request Referenznummer vom Request

Status a..20 M Status of the transaction.

Values accepted:

Authorized
OK (Sale)
FAILED

In case of  the  will be either  or Authentication-only Status OK FA
.ILED

Status der Transaction.

Zulässige Werte:

Authorized
OK (Sale)
FAILED

Im Fall von  ist der  entweder  oder nur-Authentisierung Status OK FA
.ILED

Key Format CND Description Beschreibung

Descri
ption

ans..1024 M Further details in the event that payment is rejected. Please d
 use the   the  parameter for the o not Description but Code

transaction status analysis!

Nähere Beschreibung bei Ablehnung der Zahlung. Bitte nutzen Sie 
 den Parameter    für die nicht Description, sondern Code

Auswertung des Transaktionsstatus!

Key Format CND Description Beschreibung

Code n8 M Error code according to   Response Codes ( )Paygate A4 Error codes Fehlercode gemäß   Antwort-Codes ( )Paygate A4 Fehlercodes

Key Format CND Description Beschreibung

card JSON M Card data Kartendaten

ipinfo JSON O Object containing IP information Objekt mit IP-Informationen

threed
sdata

JSON M Authentication data Authentisierungsdaten

results
respon
se

JSON C In case the authentication process included a cardholder 
challenge additional information about the challenge result 
will be provided.

Falls der Authentisierungsprozess eine Challenge des 
Karteninhabers enthalten hat, werden zusätzliche Informationen über 
das Ergebnis der Challenge bereitgestellt

extern
alPay
mentD
ata

JSON O Optional additional data from acquirer/issuer/3rd party for 
authorization.

Optionale Daten des Acquirers/Issuers/externen Dienstleisters für 
eine Autorisierung
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TimeS
tamp

Date/Time O Timestamp of this action if activated by ,Computop Helpdesk
e.g. 30.05.2023 08:47:57 or 30.05.2023 10:03:01.633

Zeitstempel dieser Aktion, wenn vom  aktiviert, z.Computop Helpdesk
B. 30.05.2023 08:47:57 oder 30.05.2023 10:03:01.633

CardH
older

ans..50 O Card holder name , e.g. if activated by Computop Helpdesk
John Doe

Name des Karteninhabers, wenn vom  aktiviert, Computop Helpdesk
z.B. Max Mustermann

bin n..6 O BIN of credit card if activated by , e.g. Computop Helpdesk
40001

BIN der Kreditkarte, wenn vom  aktiviert, z.B. Computop Helpdesk
40001

maske
dpan

an..19 O Masked number of credit card if activated by Computop 
, e.g. 400001XXXXXX8323Helpdesk

Maskierte Kreditkartennummer, wenn vom  Computop Helpdesk
aktiviert, z.B. 400001XXXXXX8323

cardinfo JSON O JSON containing data of credit card type and issuer if 
{"BIN":"400001","activated by , e.g. Computop Helpdesk

Brand":"VISA","Product":"","Source":"CREDIT","Type":"","
Country":{"A3":"USA","N3":"840"},"Issuer":""}

JSON-Struktur, welche Informationen zur Kreditkarte bzw. dem 
Issuer enthält, wenn vom  aktiviert, z.B. {"BIN":"Computop Helpdesk
400001","Brand":"VISA","Product":"","Source":"CREDIT","Type":"","
Country":{"A3":"USA","N3":"840"},"Issuer":""}

CCBra
nd

an..20 O Brand /  of credit card, e.g. VISAcard scheme Brand /  der Kreditkarte, z.B. VISAKarten-Scheme

Key Format CND Description Beschreibung

PCNr n16 O Pseudo Card Number: Random number generated by Comput
 which represents a genuine credit card number. op Paygate

The pseudo card number (PCN) starts with 0 and the last 3 
digits correspond to those of the real card number. The PCN 
can be used like a genuine card number for authorisation, 
capture and credits.

PCNr is a  from  and is response value Computop Paygate
sent as  in Request or part of -JSONCCNr card

Pseudo Card Number: Vom   generierte Computop Paygate
Zufallszahl, die eine reale Kreditkartennummer repräsentiert. Die 
Pseudokartennummer (PKN) beginnt mit 0, und die letzten 3 
Stellen entsprechen denen der realen Kartennummer. Die PKN 
kann wie eine Kreditkartennummer für Autorisierung, Buchung und 
Gutschriften verwendet werden.

PCNr ist ein  von  und kann Antwortwert Computop Paygate
ebenfalls als  im Request oder als Teil von -JSON CCNr card
verwendet werden.

Key Format CND Description Beschreibung

CCEx
piry

n6 OC Optional in combination with PCNr: Expiry date of the credit card in 
the format YYYYMM (202207).

In Verbindung mit PCNr: Ablaufdatum der Kreditkarte im 
Format YYYYMM (202207).

Key Format CND Description Beschreibung

Plain ans..50 O A single value to be set by the merchant to return 
some information unencrypted in response/notify, e.g. 
the MID. 

"Plain"-parameter is part of encrypted "Data" in 
Computop Paygate and therefore protected against 
manipulation. 

Ein einzelner Wert, der von Ihnen gesetzt werden kann, um Informationen 
wieder unverschlüsselt in der Antwort bzw. im Notify zurückzugeben, z.B. 
die MID.

Da der "Plain"-Parameter Teil des verschlüsselten "Data" im Computop 
Paygate ist, ist dieser vor Manipulationen geschützt. 

Key Format CND Description Beschreibung

Custom ans..1024 O "Custom"-parameter is added to the request data before 
encryption and is part of encrypted "Data" in Computop 
Paygate request. By this they are protected against 
manipulation by a consumer. 

The Custom-value is added to the Computop 
Paygate response in plain text and the "|" is replaced by a 
"&". By this you can put a single value into Custom-
parameter and get multiple key-value-pairs back in 
response for your own purpose. 

Please find a samples here: Custom

Der "Custom"-Parameter wird vor der Verschlüsselung an den 
Aufruf angehängt und ist Teil des verschlüsselten "Data" im 
Computop Paygate Aufruf. Dadurch ist der Wert gegen Manipulation 
geschützt. 

Der Custom-Wert wird dann in Klartext an die Computop Paygate-
Antwort angehängt und dabei wird "|" durch "&" ersetzt. Dadurch 
können Sie einen Custom-Wert übergeben und bekommen mehrere 
Key-Value-Paare zu Ihrer eigenen Verwendung in der Antwort 
zurück.

Hier finden Sie ein Beispiel: Custom

Key Format CND Description Beschreibung

UserD
ata

ans..1024 O If specified at request,   forwards the parameter Paygate
with the payment result to the shop.

Wenn beim Aufruf angegeben, übergibt das   die Parameter Paygate
mit dem Zahlungsergebnis an den Shop.

Key Format CND Description Beschreibung

MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 
algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Hash Message Authentication Code (HMAC) mit SHA-256-
Algorithmus. Details finden Sie hier:

HMAC-Authentisierung (Anfrage)
HMAC-Authentisierung (Notify)
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Credit card payments with separate authorisation

For credit card payments the ORDER can be separated from the subsequent authorisation and the following steps. Therefore initially the SSL credit 
card payment is initiated via  form or via Server-to-Server-connection like in the chapters above with an additional parameter. Later it is Paygate
authorised using the interface  via server-to-server connection. For initialising visit the following URL:authorize.aspx

payssl.aspxhttps://www.computop-paygate.com/

 

For Server-to-Server-connection it is the following URL:

direct.aspxhttps://www.computop-paygate.com/

 

The following table describes the :encrypted payment request parameters

Key REST Format CND Description

TxType "payment": {"card": { 
"transactionType": 
"..." }}

ans..20 M Submit “Order” to initialize a payment which later will be authorised via interface authorize.aspx. Please 
note that in combination with the used 3-D Secure method a separate setting is necessary. Please contact 

.directly Computop Helpdesk

Additional parameters for credit card payments with separate authorisation

In order to authorise a previously with TxType=Order initiated SSL credit card payment, please use the following URL:

authorize.aspxhttps://www.computop-paygate.com/

 

Notice: Please note, that for an initial order KPN/CVC/CVV-check is not possible. For the subsequent reservation request this ID also cannot be 
passed on.

Notice: For security reasons,   rejects all payment requests with formatting errors. Therefore, please use the correct data type for Computop Paygate
each parameter.

The following table describes the :encrypted payment request parameters

Key REST Format CND Description

Mercha
ntID

BasicAuth.
Username

ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

PayID "paymentId": "..." an32 M ID assigned by  for the payment, e.g. for referencing in batch files as well as for capture or credit Paygate
request.

TransID "transactionId": "..." ans..64 M TransactionID provided by you which should be unique for each payment

Amount "amount": { 
"value": ...}

n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the , if you want to Computop Helpdesk
capture amounts <100 (smallest currency unit).

Currency "amount": { 
"currency": "..."}

a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

OrderD
esc

"order": 
{"description": "..."}

ans..768 O Description of purchased goods, unit prices etc.

MAC --- an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Capture "capture": {"auto": 
"Yes"}

"capture": 
{"manual": "Yes"}

"capture": ...

an..6 OM Determines the type and time of capture.

Capture Mode Description

AUTO Capturing immediately after authorisation (default value).

MANUAL Capturing made by the merchant. Capture is normally initiated at time of delivery.

<Number> Delay in hours until the capture (whole number; 1 to 696).
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Key REST Format CND Description Beschreibung

PayID "paymen
tId": "..."

an32 M ID assigned by  for the payment, e.g. for Paygate
referencing in batch files as well as for capture or credit 
request.

Vom  vergebene ID für die Zahlung; z.B. zur Paygate
Referenzierung in Batch-Dateien sowie im Capture- oder 
Credit-Request.

Key REST Format CND Description Beschreibung

TransID "transactionId":
"..."

ans..64 M TransactionID provided by you which should be unique 
for each payment

Ihre eigene TransaktionsID, die für jede Zahlung 
eindeutig sein muss

Key REST Format CND Description Beschreibung

Amou
nt

"amount
": { 
"value": 
...}

n..10 M Amount in the smallest currency unit (e.g. EUR Cent). 
Please contact the , if you want to Computop Helpdesk
capture amounts <100 (smallest currency unit).

Betrag in der kleinsten Währungseinheit (z.B. EUR Cent). Bitte 
wenden Sie sich an den , wenn Sie Computop Helpdesk
Beträge < 100 (kleinste Währungseinheit) buchen möchten.

Key REST Format CND Description Beschreibung

Curren
cy

"amount": { 
"currency": 
"..."}

a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, 
GBP. Please find an overview here: A1 Currency table

Währung, drei Zeichen DIN / ISO 4217, z.B. EUR, 
USD, GBP. Hier eine Übersicht: A1 Währungstabelle

Key REST Format CND Description Beschreibung

OrderDesc "order": {"description": 
"..."}

ans..768 O Description of purchased goods, unit prices 
etc.

Beschreibung der gekauften Waren, Einzelpreise 
etc.

Key REST Format CND Description Beschreibung

MAC --- an64 M Hash Message Authentication Code (HMAC) with SHA-256 
algorithm. Details can be found here:

HMAC Authentication (Request)
HMAC Authentication (Notify)

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

HMAC-Authentisierung (Anfrage)
HMAC-Authentisierung (Notify)

Key REST Format CND Description Beschreibung

Capture "capture": 
{"auto": 
"Yes"}

"capture": 
{"manual": 
"Yes"}

"capture": ...

an..6 OM Determines the type and time of capture.

Capture 
Mode

Description

AUTO Capturing immediately after 
authorisation (default value).

MANUAL Capturing made by the 
merchant. Capture is 
normally initiated at time of 
delivery.

<Number> Delay in hours until the 
capture (whole number; 1 to 
696).

Bestimmt Art und Zeitpunkt der Buchung (engl. Capture).

Buchungsart Beschreibung

AUTO Buchung sofort nach Autorisierung 
(Standardwert).

MANUAL Buchung erfolgt durch den Händler - in der 
Regel die Buchung zum Zeitpunkt der 
Warenauslieferung bzw. Leistungserbringung.

<Zahl> Verzögerung in Stunden bis zur Buchung 
(ganze Zahl; 1 bis 696).

Parameters for credit card payments via authorize.aspx

The following table describes the result parameters with which the   responds to your systemComputop Paygate

 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

 the key (e.g. MerchantId, RefNr) should not be checked case-sentive

Key REST Format CND Description

mid "mercha
ntId": 
"..."

ans..30 M MerchantID, assigned by Computop
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PayID "paymen
tId": "..."

an32 M ID assigned by  for the payment, e.g. for referencing in batch files as well as for capture or credit request.Paygate

XID "xId": 
"..."

an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate

TransID "transact
ionId": 
"..."

ans..64 M TransactionID provided by you which should be unique for each payment

Status "status": 
"OK"

"status": 
"FAILED"

a..50 M OK ( ) or FAILED ( )URLSuccess URLFailure

Descri
ption

"descript
ion": "..."

ans..1024 M Further details in the event that payment is rejected. Please  use the   the  parameter for the do not Description but Code
transaction status analysis!

Code "code": 
...

n8 M Error code according to   Response Codes ( )Paygate A4 Error codes

RefNr "reference
Number": 
"..."

O Merchant’s unique reference number, which serves as payout reference in the acquirer EPA file. Please note, without 
the own shop reference delivery you cannot read out the EPA transaction and regarding the additional  Computop
settlement file (CTSF) we cannot add the additional payment data.

 Details on supported format can be found below in payment specific section.

Only ASCII characters allowed, special characters ("Umlaute", diacritics) are not allowed and must be replaced by their 
ASCII-representation (e.g. ü  ue, é  e, ...).

Key REST Format CND Description Beschreibung

PayID "paymen
tId": "..."

an32 M ID assigned by  for the payment, e.g. for Paygate
referencing in batch files as well as for capture or credit 
request.

Vom  vergebene ID für die Zahlung; z.B. zur Paygate
Referenzierung in Batch-Dateien sowie im Capture- oder 
Credit-Request.

Key REST Format CND Description Beschreibung

XID "xId": 
"..."

an32 M ID for all single transactions (authorisation, 
capture, credit note) for one payment assigned 
by Paygate

Vom   vergebene ID für alle einzelnen Transaktionen Paygate
(Autorisierung, Buchung, Gutschrift), die für eine Zahlung 
durchgeführt werden

Key REST Format CND Description Beschreibung

TransID "transactionId":
"..."

ans..64 M TransactionID provided by you which should be unique 
for each payment

Ihre eigene TransaktionsID, die für jede Zahlung 
eindeutig sein muss

Key REST Format CND Description Beschreibung

Status "status": "OK"

"status": "FAILED"

a..50 M OK ( ) or FAILED ( )URLSuccess URLFailure OK ( ) oder FAILED ( )URLSuccess URLFailure

Key REST Format CND Description Beschreibung

Descri
ption

"descript
ion": "..."

ans..1024 M Further details in the event that payment is rejected. 
Please  use the   the  do not Description but Code
parameter for the transaction status analysis!

Nähere Beschreibung bei Ablehnung der Zahlung. Bitte 
nutzen Sie  den Parameter    nicht Description, sondern Code
für die Auswertung des Transaktionsstatus!

Key REST Format CND Description Beschreibung

Code "code": 
...

n8 M Error code according to   Response Codes (Paygate A4 Error 
)codes

Fehlercode gemäß   Antwort-Codes (Paygate A4 
)Fehlercodes

Key Format CND Description Beschreibung
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RefNr "reference
Number": 
"..."

O Merchant’s unique reference number, which serves as payout 
reference in the acquirer EPA file. Please note, without the own 
shop reference delivery you cannot read out the EPA transaction 
and regarding the additional Computop settlement file (CTSF) we 
cannot add the additional payment data.

 Details on supported format can be found below in payment 
specific section.

Only ASCII characters allowed, special characters ("Umlaute", 
diacritics) are not allowed and must be replaced by their ASCII-
representation (e.g. ü  ue, é  e, ...).

Eindeutige Referenznummer des Händlers, welche als Auszahlungsreferenz in 
der entsprechenden Acquirer EPA-Datei angegeben wird. Bitte beachten Sie, 
ohne die Übergabe einer eigenen Auszahlungsreferenz können Sie die EPA-
Transaktionen nicht zuordnen, zusätzlich kann das  Settlement File Computop
(CTSF) auch nicht zusätzlich angereichert werden.

 Informationen zum unterstützten Format finden Sie weiter unten in der 
zahlartspezifischen Beschreibung.

Es sind ausschließlich ASCII-Zeichen erlaubt. Sonderzeichen wie ("Umlaute", ...) 
sind nicht erlaubt und müssen ggf. durch ASCII-Zeichen ersetzt werden (z.B. ü  
ue, é  e, ...).

Extended Sequence Diagram
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