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About paydirekt

General information about paydirekt

Paydirekt is a new online payment service for all German banks and savings banks and is as trustworthy as your own bank. At the heart of paydirekt
is the trusted giro account through which the entire processing takes place.

The buyer registers for paydirekt via their own bank’s online system. Each payment is authorised by the buyer’s own bank and immediately posted to
the giro account. Buyer authentication is via an adaptive authentication process. Each payment also requires an age verification.

The benefits for the merchant are simple connection of paydirekt to the shop system, highly secure transactions due to the processing of participating
banks and savings banks and their credit rating, payment guarantee as soon as the posting is activated after positive payment confirmation and easy
handling of returns and complaints.

Logo

giropay

Info paydirekt allows online purchases to be paid simply and directly from your giro account. Merchants benefit from this alternative to existing
online payment processes which correspond to the stringent requirements of the German credit sector.

Type | Payments by Online Bank Transfer

Further information can be found on the website of paydirekt (https://www.paydirekt.de).

Process flow chart


https://developer.computop.com/display/EN/Payments+by+Online+Bank+Transfer
https://www.paydirekt.de
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Definitions

Data formats

Format

a

as

n

an

ans

ns

bool

enum

dttm

Description
alphabetical
alphabetical with special characters
numeric
alphanumeric
alphanumeric with special characters
numeric with special characters
boolean expression (true or false)
fixed length with 3 digits/characters
variable length with maximum 3 digits/characters
enumeration of allowed values

ISODateTime (YYYY-MM-DDThh:mm:ss)

Abbreviations



Abbreviation Description Comment

CND condition

M mandatory If a parameter is mandatory, then it must be present

(e} optional If a parameter is optional, then it can be present, but it is not required

C conditional If a parameter is conditional, then there is a conditional rule which specifies whether it is mandatory or optional

Notice: Please note that the names of parameters can be returned in upper or lower case.

Calling the paydirekt interface

A payment by paydirekt may be done in two steps, where first of all a payment for an order is initialised before you capture it separately on dispatching
the goods. Alternatively the payment can be processes within one step as a sale transaction. The subsequent transactions then take place via a
server-to-server connection. Hence, you can capture these payments or issue a credit in the event of a goods return.

In order to process a payment with paydirekt via a Paygate form, please use the following URL:

https://www.computop-paygate.com/paydirekt.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description
Merch | BasicAuth. ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.
antlD Username
TransID| "transactionld": ans..20 M TransactionID which should be unique for each payment. The underscore may not be used.
refnr "referenceNumber | ns..30 (e] Merchant's unique reference number
Amou | "amount": { n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to
nt "value™: ...} capture amounts <100 (smallest currency unit).
Curren | "amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy "currency": "..."}
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

® HMAC Authentication (Request)
® HMAC Authentication (Notify)

Order | "order": ans..768 (@] Description of purchased goods, unit prices etc.

Desc {"description™:

UserD | "metadata ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.

ata [userData]": "..."

URLS | "urls": {"success": ' ans..256 M Complete URL which calls up Paygate if payment has been successful. The URL may be called up only via
uccess | ".."} port 443. This URL may not contain parameters: In order to exchange values between Paygate and shop,

please use the parameter UserData.
6 Common notes:

® We recommend to use parameter “response=encrypt" to get an encrypted response by Paygate

® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send
the DATA to URLSuccess. Therefore ensure to check the "code"-value which indicates success/failure of
the action. Only a result of "code=00000000" should be considered successful.
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Complete URL which calls up Paygate if payment has been unsuccessful. The URL may be called up only via
port 443. This URL may not contain parameters: In order to exchange values between Paygate and shop,
please use the parameter UserData.

© common notes:

® We recommend to use parameter "response=encrypt" to get an encrypted response by Paygate

® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send
the DATA to URLSuccess/URLNotify. Therefore ensure to check the "code"-value which indicates success
[failure of the action. Only a result of "code=00000000" should be considered successful.

Status response sent by Paygate to URLSuccess and URLFailure, should be encrypted. For this purpose,
transmit Response=encrypt parameter.

Complete URL which Paygate calls up in order to notify the shop about the payment result. The URL may be
called up only via port 443. It may not contain parameters: Use the UserData parameter instead.

0Common notes:

® We recommend to use parameter “response=encrypt" to get an encrypted response by Paygate

® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send
the DATA to URLSuccess/URLNotify. Therefore ensure to check the “"code"-value which indicates success
[failure of the action. Only a result of "code=00000000" should be considered successful.

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your
transaction and may be assigned only once. If the transaction or action is submitted again with the same
ReqID, Computop Paygate will not carry out the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action
(authentication/authorisation). This does not apply to 3-D Secure authentications that are terminated by a
timeout. The 3-D Secure Timeout status does not count as a completed status in which the ReqID functionality
on Paygate does not take effect. Submissions with identical ReqID for an open status will be processed
regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.

Determines the type and time of capture.

Capture Mode = Description

AUTO Capturing immediately after authorisation (default value).
MANUAL Capturing made by the merchant. Capture is normally initiated at time of delivery.
<Number> Delay in hours until the capture (whole number; 1 to 696).

API key of the shop with paydirekt

Shipping costs in the smallest currency unit (e.g. EUR Cent)
Please contact Computop Helpdesk, if you want to capture amounts < 100 (smallest currency unit).
Value of ordered goods without shipping costs in the smallest currency unit (e.g. EUR Cent)

Please contact Computop Helpdesk, if you want to capture amounts < 100 (smallest currency unit).

Article list with description of items and prices: <Quantity>;<Name>;<EAN>;<Price>

<;> separates the fields of an article data set
<+> separates the article data sets

quantity: ordered quantity of the article

Name: designation of the article

EAN: international article number (EAN or GTIN), (if not known, submit as empty string ")
Price: unit price of the article incl. taxes; amount in the smallest currency unit (e.g. EUR Cent)

Email address of the customer

minimum age in years
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"payment":
{"paydirekt":

{"basketCategory"

a0

"shipping™:
{"consumer":
{"firstName": "...

1

"shipping™:
{"consumer":

{"lastName": "...

1

"shipping™:
{"business™:
{"companyLegalN
ame™: ".."}}

"shipping™:
{"addresslInfo":
{"addressLine2":

"B

"shipping":
{"addresslInfo":
{"addressLinel":
{"street": "..." }}}

"shipping":
{"addresslInfo":
{"addressLinel":
{"streetNumber":

"B

"shipping™:
{"addresslInfo":
{"postalCode":

"L

"shipping™:
{"addresslInfo":
{"city": "..." }}

"shipping™:
{"addresslInfo":
{"country": { "A2":
m

"shipping™:
{"contactInfo":
{"email": ".." }}

"payment":
{"paydirekt":
{"note™: "..." }}

"billing":
{"consumer":
{"consumerld":

"B

"payment":
{"paydirekt":
{"overCapture":

"L

"payment":
{"paydirekt":
{"deliveryMethod":
"L

ans..50

ans..50

ans..100

ans..30

ans..100

ans..8

ans..100

an2

ans..100

ans..37

ans..64

bool

ans..12

Categorizes the shopping basket:

,DIGITAL" for shopping baskets with solely digital goods

L,PHYSICAL" for shopping baskets with solely physical goods

L,MIXED" for shopping baskets with digital and physical goods
"ANONYMOUS_DONATION": The sopping basket solely is an anonymous donation
"AUTHORITIES_PAYMENT": The sopping basket solely contains payments for authorities

First name in the delivery address. Mandatory if ShoppingBasketCategory IS NOT ,AUTHORITIES_PAYMENT
“and <>IS NOT ,ANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT,AUTHORITIES_PAYMENT"
and IS NOT ,ANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Country code in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Email address of the receiver
mandatory, if ShoppingBasketCategory = ,DIGITAL"

Text that will we displayed as reason for payment to the customer

Customer number

Flag for overcapture checkouts. Default is false.
For an overcapture checkout the sum of captures may exceed the goods value of the order up to 10%.
Overcapture may be activated for checkouts of type ORDER only.

OverCapture can only be used with merchants which are unlocked for this feature both at paydirekt and at Com
putop.

Delivery place STANDARD, PACKSTATION or STORE_PICKUP. The default value is STANDARD.
STANDARD: The goods will be delivered to a normal postal address.

PACKSTATION: The goods will be delivered to a packstation.

STORE_PICKUP: The goods will be picked-up within a branch store.

For express checkouts this field always has the value STANDARD and will not be updated depending on
selected delivery option.


https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API

Deliver | "payment": dttm o Expected date of shipment in the format YYYY-MM-DD
yDate | {"paydirekt":
{"deliveryDate":
"L
Parcel | "payment": ans..16 o Parcel service
Service  {"paydirekt":
{"parcelService":
"L
Tracki | "payment": ans..64 o Consignment number
ngNu {"paydirekt":
mber | {"trackingNumber"
)
Plain "metadata[plain]”: | ans..50 (0] A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the
MID.
"Plain"-parameter is part of encrypted "Data" in Computop Paygate and therefore protected against
manipulation.
Custom| "metadata™: "..." ans..1024 O "Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in
Computop Paygate request. By this they are protected against manipulation by a consumer.
The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By
this you can put a single value into Custom-parameter and get multiple key-value-pairs back in response for
your own purpose.
Please find a samples here: Custom
Key REST Format CND Description Beschreibung
TransID| "transactio | ans..20 M TransactionID which should be unique for each TransaktionsID, die fir jede Zahlung eindeutig sein muss.
nid™: ".." payment. The underscore may not be used. Es darf kein Unterstrich verwendet werden.
Key REST Format CND Description Beschreibung
refnr "referenceNumber™: "..." | ns..30 (0] Merchant’s unique reference number = Eindeutige Referenznummer des Handlers
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wéahrungseinheit (z.B. EUR Cent). Bitte

nt " Please contact the Computop Helpdesk, if you want to

"value™: capture amounts <100 (smallest currency unit).
..}
Key REST Format CND Description
Curren | "amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD,
cy "currency": GBP. Please find an overview here: A1 Currency table
Key REST Format CND Description
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
Key REST Format CND Description
OrderDesc ' "order": {"description": ans..768 o Description of purchased goods, unit prices
"L etc.
Key REST Format CND Description
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description

wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung
Beschreibung der gekauften Waren, Einzelpreise
etc.
Beschreibung

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung
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Format

Complete URL which calls up Paygate if payment has been
successful. The URL may be called up only via port 443. This
URL may not contain parameters: In order to exchange values
between Paygate and shop, please use the parameter UserData.

0 Common notes:

® We recommend to use parameter “response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess. Therefore ensure to check the “code"-
value which indicates success/failure of the action. Only a
result of "code=00000000" should be considered
successful.

Description

Complete URL which calls up Paygate if payment has been
unsuccessful. The URL may be called up only via port 443. This
URL may not contain parameters: In order to exchange values
between Paygate and shop, please use the parameter UserData.

o Common notes:

® We recommend to use parameter "response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess/URLNotify. Therefore ensure to check the
"code"-value which indicates success/failure of the action.
Only a result of "code=00000000" should be considered
successful.

Description

Status response sent by Paygate to URLSuccess and
URLFailure, should be encrypted. For this purpose,
transmit Response=encrypt parameter.

Description

Complete URL which Paygate calls up in order to notify the shop
about the payment result. The URL may be called up only via
port 443. It may not contain parameters: Use the UserData param
eter instead.

0 Common notes:

* We recommend to use parameter “response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess/URLNotify. Therefore ensure to check the
"code"-value which indicates success/failure of the action.
Only a result of "code=00000000" should be considered
successful.

Description

To avoid double payments or actions (e.g. by ETM), enter an
alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

CND Description

Vollstandige URL, die das Paygate aufruft, wenn die Zahlung
erfolgreich war. Die URL darf nur iiber Port 443 aufgerufen werden.
Diese URL darf keine Parameter enthalten: Um Parameter
durchzureichen nutzen Sie stattdessen den Parameter UserData.

OAIIgemeine Hinweise:

® Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschliisselte Antwort von Paygate zu
erhalten

Betriiger konnten das verschliisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess senden. Uberpriifen Sie daher
unbedingt den "code"-Wert des DATA-Elements. Nur eine
Antwort mit "code=00000000" sollte als erfolgreich angesehen
werden.

Beschreibung

Vollstandige URL, die das Paygateaufruft, wenn die Zahlung
gescheitert ist. Die URL darf nur Gber Port 443 aufgerufen werden.
Diese URL darf keine Parameter enthalten: Um Parameter
durchzureichen nutzen Sie stattdessen den Parameter UserData.

0Allgemeine Hinweise:

® Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschliisselte Antwort von Paygate zu
erhalten

Betriiger konnten das verschlisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess/URLNotify senden. Uberpriifen
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur
eine Antwort mit "code=00000000" sollte als erfolgreich
angesehen werden.

Beschreibung

Die Status-Ruckmeldung, die das Paygate an URLSuccess
und URLFailure sendet, sollte verschlisselt werden. Dazu
Uibergeben Sie den Parameter Response=encrypt.

Beschreibung

Vollstéandige URL, die das Paygate aufruft, um den Shop zu
benachrichtigen. Die URL darf nur Giber Port 443 aufgerufen werden.
Sie darf keine Parameter enthalten: Nutzen Sie stattdessen den
Parameter UserData.

OAIIgemeine Hinweise:

* Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschlisselte Antwort von Paygate zu
erhalten

Betriiger konnten das verschliisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess/URLNotify senden. Uberpriifen
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur
eine Antwort mit “"code=00000000" sollte als erfolgreich
angesehen werden.

Beschreibung

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, tUbergeben Sie
einen alphanumerischen Wert, der lhre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fithrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zurtick.

Bitte beachten Sie, dass das Computop Paygate fir die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate guiltig ist,
danach wird sie vom Paygate geldscht.

Beschreibung
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"capture": an..6 OM Determines the type and time of capture. Bestimmt Art und Zeitpunkt der Buchung (engl. Capture).
{"auto":
"Yes"} . f
Capture Description Buchungsart Beschreibung
"capture"; Mode
{"manual": AUTO Buchung sofort nach Autorisierung
"Yes"} AUTO Capturing immediately after (Standardwert).
authorisation (default value).
"capture": ... MANUAL Buchung erfolgt durch den Handler - in der
MANUAL Capturing made by the Regel die Buchung zum Zeitpunkt der
merchant. Capture is Warenauslieferung bzw. Leistungserbringung.
normally initiated at time of
delivery. <Zahl> Verzégerung in Stunden bis zur Buchung
(ganze Zahl; 1 bis 696).
<Number> ' Delay in hours until the
capture (whole number; 1 to
696).
REST Format CND Description Beschreibung
"payment": ans..64 M API key of the shop with paydirekt API-Key des Shops bei paydirekt
{"paydirekt":
{"shopApiKey": "..." }}
"amount": n..10 (e] Shipping costs in the smallest currency unit (e.g. Versandkosten in der kleinsten Wéhrungseinheit (z.
{"shippingTotal": ...} EUR Cent) B. EUR Cent)
Please contact Computop Helpdesk, if you want Bitte wenden Sie sich an den Computop Helpdesk,
to capture amounts < 100 (smallest currency unit). = wenn Sie Betrége < 100 (kleinste
Wahrungseinheit) buchen méchten.
"amount": {"itemTotal": | n..10 o Value of ordered goods without shipping costs in Warenwert der Bestellung ohne Versandkosten in
.} the smallest currency unit (e.g. EUR Cent) der kleinsten Wéahrungseinheit (z.B. EUR Cent)
Please contact Computop Helpdesk, if you want Bitte wenden Sie sich an den Computop Helpdesk,
to capture amounts < 100 (smallest currency unit). = wenn Sie Betrage < 100 (kleinste
Wahrungseinheit) buchen méchten.
"order": {"items": "..."} ans..1024 O Article list with description of items and prices: Artikelliste mit Beschreibung der Waren und
<Quantity>;<Name>;<EAN>;<Price> Preise: <Menge>;<Name>;<EAN>; <Preis>
<;> separates the fields of an article data set <;> trennt Felder innerhalb eines Artikeldatensatzes
<+> separates the article data sets <+> trennt mehrere Artikeldatenséatze
quantity: ordered quantity of the article Menge: Anzahl der Positionen des Artikels
Name: designation of the article Name: Bezeichnung des Artikels
EAN: international article number (EAN or GTIN), EAN: Internationale Artikelnummer (EAN bzw.
(if not known, submit as empty string ") GTIN), (falls nicht bekannt, dann als Leerstring ,“)
Price: unit price of the article incl. taxes; amount Preis: Einzelpreis des Artikels inkl. Steuern; Betrag
in the smallest currency unit (e.g. EUR Cent) in der kleinsten Wéahrungseinheit (z.B. EUR Cent)
"billing": {"contactinfo™: ' ans..100 o Email address of the customer E-Mail-Adresse des Kunden
{"email™: ".." }}
"payment": n..3 (o] minimum age in years Mindestalter in Jahren
{"paydirekt": {"minAge":
"))
"payment": a.8 (o] Categorizes the shopping basket: Kategorisiert den Warenkorb:
{"paydirekt":
{"basketCategory": "..." ,DIGITAL" for shopping baskets with solely digital = ,DIGITAL" fir Warenkorbe mit ausschlief3lich
B goods digitalen Gutern
PHYSICAL" for shopping baskets with solely LPHYSICAL" fur Warenkorbe mit ausschlieBlich
physical goods physischen Gitern
LMIXED" for shopping baskets with digital and LMIXED" fir Warenkdrbe mit sowohl digitalen als
physical goods auch physischen Gitern
"ANONYMOUS_DONATION": The sopping "ANONYMOUS_DONATION": Beim Warenkorb
basket solely is an anonymous donation handelt es sich ausschlieBlich um eine anonyme
Spende
"AUTHORITIES_PAYMENT": The sopping basket
solely contains payments for authorities "AUTHORITIES_PAYMENT": Beim Warenkorb
handelt es sich ausschlielich um
Behdérdenzahlungen
"shipping": ans..50 C First name in the delivery address. Mandatory if Vorname in der Lieferanschrift. Pflicht, wenn
{"consumer": ShoppingBasketCategory IS NOT ShoppingBasketCategory IST NICHT
{"firstName™: "..." }} LAUTHORITIES_PAYMENT" and <>IS NOT LAUTHORITIES_PAYMENT* und IST NICHT

LANONYMOUS_DONATION*

LANONYMOUS_DONATION*
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sdLast  "shipping": ans..50
Name {"consumer":
{"lastName™: "..." }}
sdCom | "shipping": {"business™: ' ans..100
pany {"companyLegalName":
"))
sdAddr | "shipping™: ans..30
essAddi | {"addressInfo":
tion {"addressLine2": "..." }}
sdStreet | "shipping": ans..100
{"addressInfo":
{"addressLinel":
{"street": "..." }}}
sdStree | "shipping": ans..8
tNr {"addressInfo":
{"addressLinel":
{"streetNumber": "..." }}}
sdZip "shipping": n..5
{"addressInfo":
{"postalCode™: "..." }}
sdCity "shipping": ans..100
{"addressInfo": {"city":
L
sdCoun | "shipping": an2
tryCode | {"addressInfo":
{"country": { "A2": ".." }}}
sdEmail | "shipping": ans..100
{"contactInfo": {"email":
LB
Note "payment": ans..37
{"paydirekt": {"note":
)
Custom | "billing": {"consumer": ans..64
erlD {"consumerld": "..." }}
OverCa @ "payment": bool
pture {"paydirekt":
{"overCapture": "..." }}

Delivery | "payment": ans..12
Method | {"paydirekt":

{"deliveryMethod": "..."

B

(0]

Surname in the delivery address. Mandatory, if
ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Country code in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Email address of the receiver

mandatory, if ShoppingBasketCategory =
LDIGITAL"

Text that will we displayed as reason for payment
to the customer

Customer number

Flag for overcapture checkouts. Default is false.

For an overcapture checkout the sum of captures
may exceed the goods value of the order up to
10%.

Overcapture may be activated for checkouts of
type ORDER only.

OverCapture can only be used with merchants
which are unlocked for this feature both at
paydirekt and at Computop.

Delivery place STANDARD, PACKSTATION or
STORE_PICKUP. The default value is
STANDARD.

STANDARD: The goods will be delivered to a
normal postal address.

PACKSTATION: The goods will be delivered to a
packstation.

STORE_PICKUP: The goods will be picked-up
within a branch store.

For express checkouts this field always has the
value STANDARD and will not be updated
depending on selected delivery option.

Nachname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT
LAUTHORITIES_PAYMENT" und IST NICHT
LANONYMOUS_DONATION*

Firmenname in der Lieferanschrift

Adresszusatz in der Lieferanschrift

StraRenname in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Hausnummer in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Postleitzahl in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Ort in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

L&éndercode in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

E-Mail-Adresse des Empféngers

Pflicht, wenn ShoppingBasketCategory = ,DIGITAL

Text, der dem Kunden im Verwendungszweck
angezeigt wird

Kundennummer

Flag fir Overcapture-Checkouts. Standard ist false.

Bei einem Overcapture-Checkout darf die Summe
der Captures den Warenwert der Bestellung um
bis zu 10% Ubersteigen.

Overcapture darf nur bei einem Checkout des Typs
ORDER aktiviert sein.

OverCapture kann nur von Handlern verwendet
werden, die bei paydirekt und Computop fiir dieses
Feature freigeschaltet wurden.

Lieferort: STANDARD, PACKSTATION oder
STORE_PICKUP. Der Standardwert ist
STANDARD.

STANDARD: Die Glter werden an eine
gewdhnliche Postadresse geliefert.

PACKSTATION: Die Giter werden an eine
Packstation geliefert.

STORE_PICKUP: Die Gter werden in der Filiale
abgeholt.

Dieses Feld enthalt bei Express-Checkouts immer
den Wert STANDARD und wird nicht anhand der
gewahlten Lieferoption aktualisiert.
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Delivery
Date

ParcelS
ervice

Trackin
gNumb
er

Key

Plain

Key

Custom| "metada

{"deliveryDate™: "..." }}

{"parcelService": "..." }}

{"trackingNumber": "..."

dttm (e] Expected date of shipment in the format YYYY- Erwartetes Versanddatum im Format JJJJ-MM-TT

MM-DD
ans..16 o Parcel service Paket-Dienstleister
ans..64 o Consignment number Sendungsnummer
CND Description Beschreibung

A single value to be set by the merchant to Ein einzelner Wert, der von Ihnen gesetzt werden kann, um
return some information unencrypted in response = Informationen wieder unverschlisselt in der Antwort bzw. im Notify
Inotify, e.g. the MID. zuriickzugeben, z.B. die MID.
"Plain"-parameter is part of encrypted "Data" in Da der "Plain"-Parameter Teil des verschlusselten "Data"
Computop Paygate and therefore protected im Computop Paygate ist, ist dieser vor Manipulationen geschiitzt.

against manipulation.

CND Description Beschreibung
"Custom"-parameter is added to the request data Der "Custom"-Parameter wird vor der Verschlisselung an den
before encryption and is part of encrypted "Data" in Aufruf angehéngt und ist Teil des verschlisselten "Data" im
Computop Paygate request. By this they are protected | Computop Paygate Aufruf. Dadurch ist der Wert gegen
against manipulation by a consumer. Manipulation geschiitzt.
The Custom-value is added to the Computop Der Custom-Wert wird dann in Klartext an die Computop
Paygate response in plain text and the "|" is replaced Paygate-Antwort angehéngt und dabei wird "|" durch "&"
by a "&". By this you can put a single value into ersetzt. Dadurch kdnnen Sie einen Custom-Wert Uibergeben
Custom-parameter and get multiple key-value-pairs und bekommen mehrere Key-Value-Paare zu Ihrer eigenen
back in response for your own purpose. Verwendung in der Antwort zurlick.
Please find a samples here: Custom Hier finden Sie ein Beispiel: Custom

Parameters for payments with paydirekt

In case of using REST API

In case of using REST API you will always receive a link where the merchant has to redirect the consumer to complete the payment.

REST

"paymentld
"_Links.self.type": "..."
"_Links.redirect.href": "...

"_Links.redirect.type": "..."

Merchant can use inquire.aspx

CND Description
M May be "00000000000000000000000000000000" if not yet set by Computop Paygate
M "application/json"

M Merchant needs to redirect consumer to this URL to complete payment
M

"text/html"

In case of using Key-Value-Pair API

The following table gives the result parameters which Computop Paygate transmits to URLSuccess or URLFailure and URLNotify. If you have
specified the Response=encrypt parameter, the following parameters are sent Blowfish encrypted to your system:

0 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

@ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid
PaylD
XID
TransID

Status

£ 2 2 £ £

Description
MerchantID, assigned by Computop
ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or credit request.
ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
TransactionID which should be unique for each payment

OK or AUTHORIZE_REQUEST (URLSuccess) as well as FAILED (URLFailure)
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Description

Code

MAC

refnr
UserData

TID

Reference
TransactionID

ShoppingBas
ketCategory

sdFirstName

sdLastName

sdCompany

sdAddressAd
dition

sdStreet

sdStreetNr

sdZip

sdCity

sdCountryCo
de

sdEMail

AgeAccepted

Plain

Custom

ans..1024 M

n8

an64

ns..30
ans..1024
ans..32
ans..36 M
ans36

a.8

ans..50 C
ans..50 C
ans..100
ans..30
ans..100 C
ans..8 C
n..5 C
ans..100 C
an2 C
ans..100 C
a..12

ans..50 O
ans..1024 O

Further details in the event that payment is rejected. Please do not use the Description but the Code parameter for the
transaction status analysis!

Error code according to Paygate Response Codes (A4 Error codes)

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)

Merchant’s unique reference number

If specified at request, Paygate forwards the parameter with the payment result to the shop.

Unique ID of this activity and all associated transactions at paydirekt. This ID exists as soon as a customer hat logged in at
the checkout page.

Unique ID of this acticity at paydirekt

Unique transaction-ID (UUID). The value is assigned by the paydirekt system.

Categorizes the shopping basket:

LDIGITAL" for shopping baskets with solely digital goods

4,PHYSICAL* for shopping baskets with solely physical goods

L,MIXED" for shopping baskets with digital and physical goods
"ANONYMOUS_DONATION": The sopping basket solely is an anonymous donation
"AUTHORITIES_PAYMENT": The sopping basket solely contains payments for authorities

First name in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT ,AUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT ,AUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Country code in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Email address of the receiver

mandatory, if ShoppingBasketCategory = ,DIGITAL"

ACCEPTED or NOT ACCEPTED

A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the MID.
"Plain"-parameter is part of encrypted "Data” in Computop Paygate and therefore protected against manipulation.

"Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in Computop
Paygate request. By this they are protected against manipulation by a consumer.

The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By this you can
put a single value into Custom-parameter and get multiple key-value-pairs back in response for your own purpose.

Please find a samples here: Custom
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Key Format
PaylD ' an32

Key Format
XID an32

Key Format

TransID | ans..20

Key Format
Status = a..50

Key Format
Descri | ans..1024
ption

Key Format
Code n8

Key Format
MAC ané4

Key Format
refnr ns..30

Key Format
UserD | ans..1024
ata

Key Format
TID ans..32

Reference ans..36

Transacti = ans36

onlD

CND

CND

CND

CND

CND

CND

CND

CND

CND

(0]

CND

o}

M

o}

Description Beschreibung

Vom Paygate vergebene ID fur die Zahlung; z.B. zur
Referenzierung in Batch-Dateien sowie im Capture- oder Credit-
Request.

ID assigned by Paygate for the payment, e.g. for referencing
in batch files as well as for capture or credit request.

Description Beschreibung

Vom Paygate vergebene ID fur alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fur eine Zahlung durchgefiihrt
werden

ID for all single transactions (authorisation, capture,
credit note) for one payment assigned by Paygate

Description Beschreibung
TransactionID which should be unique for each payment = TransaktionsID, die fiir jede Zahlung eindeutig sein muss
Description

Beschreibung

OK or AUTHORIZE_REQUEST (URLSuccess) as well as
FAILED (URLFailure)

OK oder AUTHORIZE_REQUEST (URLSuccess) sowie
FAILED (URLFailure)

Description Beschreibung

Néahere Beschreibung bei Ablehnung der Zahlung. Bitte nutzen Sie
nicht den Parameter Description, sondern Code fir die
Auswertung des Transaktionsstatus!

Further details in the event that payment is rejected. Please d
0 not use the Description but the Code parameter for the
transaction status analysis!

Description Beschreibung
Error code according to Paygate Response Codes (A4 Error codes) = Fehlercode gemaR Paygate Antwort-Codes (A4 Fehlercodes)
Description Beschreibung

Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:

Hash Message Authentication Code (HMAC) mit SHA-256-
Algorithmus. Details finden Sie hier:

® HMAC Authentication (Request)
® HMAC Authentication (Notify)

®* HMAC-Authentisierung (Anfrage)
®* HMAC-Authentisierung (Notify)

Description Beschreibung

Merchant's unique reference number ' Eindeutige Referenznummer des Handlers
Description

Beschreibung

Wenn beim Aufruf angegeben, Ubergibt das Paygate die Parameter
mit dem Zahlungsergebnis an den Shop.

If specified at request, Paygate forwards the parameter
with the payment result to the shop.

Description Beschreibung

Eindeutige Identifikation des Vorgangs und aller dazugehorigen
Transaktionen bei paydirekt. Diese ID ist vorhanden, sobald sich
ein Kunde auf der Checkout-Seite eingeloggt hat.

Unique ID of this activity and all associated transactions at
paydirekt. This ID exists as soon as a customer hat logged
in at the checkout page.

Unique ID of this acticity at paydirekt Eindeutige ID des Vorgangs bei paydirekt

Eindeutige Transaktions-ID (UUID). Der Wert wird durch das
paydirekt-System vergeben.

Unique transaction-ID (UUID). The value is assighed by
the paydirekt system.
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Shopping ' a..8
BasketC
ategory
sdFirstNa | ans..50
me
sdLastNa | ans..50
me
sdCompa @ ans..100
ny
sdAddres | ans..30
sAddition
sdStreet | ans..100
sdStreet  ans..8
Nr
sdZip n.5
sdCity ans..100
sdCountr | an2
yCode
sdEMail | ans..100
AgeAcce a..12
pted
Key Format
Plain ans..50
Key Format

CND

o

CND

A single value to be set by the merchant to return
some information unencrypted in response/notify, e.g.
the MID.

"Plain"-parameter is part of encrypted "Data" in
Computop Paygate and therefore protected against
manipulation.

Categorizes the shopping basket:
LDIGITAL" for shopping baskets with solely digital goods

LPHYSICAL" for shopping baskets with solely physical
goods

LMIXED" for shopping baskets with digital and physical
goods

"ANONYMOUS_DONATION": The sopping basket solely
is an anonymous donation

"AUTHORITIES_PAYMENT": The sopping basket solely
contains payments for authorities

First name in the delivery address. Mandatory, if
ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if
ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL"
and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL"
and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL"
and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL"
and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Country code in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL"
and IS NOT "AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Email address of the receiver

mandatory, if ShoppingBasketCategory = ,DIGITAL"

ACCEPTED or NOT ACCEPTED

Description

Description

Kategorisiert den Warenkorb:
L,DIGITAL" fur Warenkdrbe mit ausschlief3lich digitalen Gitern
LPHYSICAL" fir Warenkorbe mit ausschlieBlich physischen Gitern

LMIXED" fir Warenkérbe mit sowohl digitalen als auch physischen
Gltern

"ANONYMOUS_DONATION": Beim Warenkorb handelt es sich
ausschlieBlich um eine anonyme Spende

"AUTHORITIES_PAYMENT": Beim Warenkorb handelt es sich

ausschlieflich um Behdrdenzahlungen

Vorname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT ,AUTHORITIES_PAYMENT"
und IST NICHT ,ANONYMOUS_DONATION*

Nachname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT ,AUTHORITIES_PAYMENT"
und IST NICHT ,ANONYMOUS_DONATION*

Firmenname in der Lieferanschrift

Adresszusatz in der Lieferanschrift

StraBenname in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT "DIGITAL" und
IST NICHT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Hausnummer in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT "DIGITAL" und
IST NICHT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Postleitzahl in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT "DIGITAL" und
IST NICHT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Ort in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT "DIGITAL" und
IST NICHT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Léndercode in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT "DIGITAL" und
IST NICHT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

E-Mail-Adresse des Empféangers

Pflicht, wenn ShoppingBasketCategory = ,DIGITAL"

ACCEPTED oder NOT ACCEPTED

Beschreibung

Ein einzelner Wert, der von Ihnen gesetzt werden kann, um Informationen
wieder unverschlisselt in der Antwort bzw. im Notify zuriickzugeben, z.B.
die MID.

Da der "Plain"-Parameter Teil des verschlusselten "Data" im Computop
Paygate ist, ist dieser vor Manipulationen geschiitzt.

Beschreibung


https://developer.computop.com/display/EN/Plain

Custom ans..1024 O "Custom"-parameter is added to the request data before Der "Custom"-Parameter wird vor der Verschlisselung an den

encryption and is part of encrypted "Data" in Computop Aufruf angehéangt und ist Teil des verschlusselten "Data" im

Paygate request. By this they are protected against Computop Paygate Aufruf. Dadurch ist der Wert gegen Manipulation
manipulation by a consumer. geschitzt.

The Custom-value is added to the Computop Der Custom-Wert wird dann in Klartext an die Computop Paygate-
Paygate response in plain text and the "|" is replaced by a Antwort angehangt und dabei wird "|" durch "&" ersetzt. Dadurch
"&". By this you can put a single value into Custom- koénnen Sie einen Custom-Wert tibergeben und bekommen mehrere
parameter and get multiple key-value-pairs back in Key-Value-Paare zu Ihrer eigenen Verwendung in der Antwort
response for your own purpose. zuriick.

Please find a samples here: Custom Hier finden Sie ein Beispiel: Custom

Result parameters for URLNotify, URLSuccess and URLFailure in case of paydirekt

paydirekt oneKlick

In contrast to standard checkout the customer must register himself one-time for oneKlick. The registration is done with a separate payment
(AUTHORIZE) with Paygate which cannot be used for further actions. In case of successful registration Paygate returns a token (BillingAgreementID),
that can be used for all subsequent oneKlick transactions. Moreover the customer has to confirm an E-Mail before oneKlick can be used.

Optionally an URL can be submitted, to which a notify will be send, when the customer has confirmed or revoked the eMail. This URL can be stored
statically in the merchant configuration or transferred via the request parameter "URLConfirm".

For an oneKlick checkout the BillingAgreementID has to be submitted to Paygate . Instead of forwarding to paydirekt now the checkout will be finished
without further customer confirmation.

oneKilick registration

The oneKlick registration can be done as a separate process or combined with a normal checkout. Separate registration is processed via a separate
form. After the registration all subsequent transactions are made via a Server-to-Server connection. With oneKlick merchants can divide payments into
authorisation and capture or can capture immediately (SALE).

Separate oneKlick registration as well as registration during checkout always is processed via the Paygate form with the following URL:

https://www.computop-paygate.com/paydirekt.aspx

Notice: DevicelD and DeviceFingerPrint must be unique for each customer's terminal device. Paydirekt offers an SDK for iOS and Android, in order to
create an unique Deviceld. For web applications libraries like Fingerprint.js ( https://github.com/Valve/fingerprintjs2 ) can be used to create an unique
fingerprint.

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description
Merch | BasicAuth. ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.
antiD Username
TransID| "transactionld | ans..20 M TransactionID which should be unique for each payment. The underscore may not be used.
refnr "referenceNu | ns..30 (e) Merchant's unique reference number
mber": "..."
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy “currency":
"L
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

®* HMAC Authentication (Request)
® HMAC Authentication (Notify)

Order | "order": ans..768 o Description of purchased goods, unit prices etc.
Desc {"description™:

1
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UserD | "metadata

ata [userData]":
URLS | "urls™

uccess | {"success":
URLF | "urls™

ailure | {"failure™: "..."}
Respo | ---

nse

URLN | "urls™

otify {"notify": "..."}

URLC | "urls™
onfirm | {"confirm":
Reqld | "requestld™:
ShopA | "payment":
piKey | {"paydirekt":
{"shopApiKey
nR
Event @ "payment":
Token | {"paydirekt":
{"eventToken
nR
usage @ “payment":
Agree | {"paydirekt":
ment {"usageAgree
ment": ".." }}
Device @ "device":
Id {"deviceld":
..}
Device @ "device":

Finger | {"fingerPrint":
Print .}

"device™:
{"name": ...}

Device

ans..1024 O
ans..256 M
ans..256 M
a7 o
ans..256 M
ans..256 (e)
ans..32 o
ans..64 M
a8 M
ans..256 C
ans..64 C
ans..64 (@]
ans..20 M

If specified at request, Paygate forwards the parameter with the payment result to the shop.

Complete URL which calls up Paygate if payment has been successful. The URL may be called up only via port
443. This URL may not contain parameters: In order to exchange values between Paygate and shop, please use
the parameter UserData.

GCommon notes:

® We recommend to use parameter "response=encrypt” to get an encrypted response by Paygate

® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the
DATA to URLSuccess. Therefore ensure to check the "code"-value which indicates success/failure of the
action. Only a result of "code=00000000" should be considered successful.

Complete URL which calls up Paygate if payment has been unsuccessful. The URL may be called up only via port
443. This URL may not contain parameters: In order to exchange values between Paygate and shop, please use
the parameter UserData.

@O common notes:

® We recommend to use parameter “response=encrypt" to get an encrypted response by Paygate

® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the
DATA to URLSuccess/URLNotify. Therefore ensure to check the “code"-value which indicates success/failure
of the action. Only a result of "code=00000000" should be considered successful.

Status response sent by Paygate to URLSuccess and URLFailure, should be encrypted. For this purpose, transmit
Response=encrypt parameter.

Complete URL which Paygate calls up in order to notify the shop about the payment result. The URL may be called
up only via port 443. It may not contain parameters: Use the UserData parameter instead.

0 Common notes:
® We recommend to use parameter "response=encrypt" to get an encrypted response by Paygate
® However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the

DATA to URLSuccess/URLNotify. Therefore ensure to check the “code"-value which indicates success/failure
of the action. Only a result of "code=00000000" should be considered successful.

Complete URL which Paygate calls up when the customer has confirmed the eMail for oneKlick registration or has
revoked the registration. The URL may be called up only via port 443. It may not contain parameters.

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction
and may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop
Paygate will not carry out the payment or new action, but will just return the status of the original transaction or
action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action
(authentication/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout.
The 3-D Secure Timeout status does not count as a completed status in which the ReqID functionality on Paygate
does not take effect. Submissions with identical ReqID for an open status will be processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.

API key of the shop with paydirekt

"oneKlick": Forwarding to paydirekt login page for OneKlick.

"recurring™: Forwarding to paydirekt login oage for Recurring-OneKlick. Additionally information about payment plan
can be submitted within parameter usageAgreement. Then they will be shown on the paydirect login page.

"ADS" — OneKlick registration during Checkout (during Checkouts a registration for recurring is not possible). For
OneKlick registration during Checkout additionally the device parameters necessary for oneKlick registration must
be submitted.

Optional, if EventToken="recurring": Details for recurring payments in JSON format. See below.

Unique Device-ID for identifying the customer’s device. Mandatory, if DeviceFingerPrint is not submitted.

Fingerprint of the customer’s device at the time of authorisation creation

Name of the customer’s device — will be displayed to customer within the portals.
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Plain "metadata ans..50 O A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the MID.
[plain]: ".."
"Plain"-parameter is part of encrypted "Data" in Computop Paygate and therefore protected against manipulation.
Custom "metadata™ ans..1024 O "Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in Computop
Paygate request. By this they are protected against manipulation by a consumer.
The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By this
you can put a single value into Custom-parameter and get multiple key-value-pairs back in response for your own
purpose.
Please find a samples here: Custom
Key REST Format CND Description Beschreibung
TransID| "transactio | ans..20 M TransactionID which should be unique for each TransaktionsID, die fiir jede Zahlung eindeutig sein muss.
nid": ".." payment. The underscore may not be used. Es darf kein Unterstrich verwendet werden.
Key REST Format CND Description Beschreibung
refnr "referenceNumber™: "..." | ns..30 (0] Merchant’s unique reference number = Eindeutige Referenznummer des Handlers
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy "currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
Key REST Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ®* HMAC-Authentisierung (Anfrage)
® HMAC Authentication (Notify) ®* HMAC-Authentisierung (Notify)
Key REST Format CND Description Beschreibung
OrderDesc = "order": {"description": ans..768 o Description of purchased goods, unit prices Beschreibung der gekauften Waren, Einzelpreise
"L etc. etc.
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Ubergibt das Paygate die
ata [userData]": parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
URLSu | "urls": ans..256 M Complete URL which calls up Paygate if payment has been Vollstandige URL, die das Paygate aufruft, wenn die Zahlung
ccess {"success successful. The URL may be called up only via port 443. This erfolgreich war. Die URL darf nur tiber Port 443 aufgerufen werden.
L URL may not contain parameters: In order to exchange values Diese URL darf keine Parameter enthalten: Um Parameter
between Paygate and shop, please use the parameter UserData. | durchzureichen nutzen Sie stattdessen den Parameter UserData.
OCOmmon notes: OAIIgemeine Hinweise:
* We recommend to use parameter “response=encrypt" to ® Wir empfehlen, den Parameter "response=encrypt" zu
get an encrypted response by Paygate verwenden, um eine verschliisselte Antwort von Paygate zu
* However, fraudster may just copy the encrypted DATA- erhalten
element which are sent to URLFailure and send the DATA ® Betriiger kdnnten das verschlisselte DATA-Element kopieren,
to URLSuccess. Therefore ensure to check the “code"- welches an URLFailure gesendet wurde, und betriigerisch
value which indicates success/failure of the action. Only a dasselbe DATA an URLSuccess senden. Uberpriifen Sie daher
result of "code=00000000" should be considered unbedingt den "code"-Wert des DATA-Elements. Nur eine
successful. Antwort mit "code=00000000" sollte als erfolgreich angesehen
werden.
Key REST Format CND Description Beschreibung
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URLFai
lure

"urls": ans..256 M Complete URL which calls up Paygate if payment has been
{"failure": unsuccessful. The URL may be called up only via port 443. This
"L URL may not contain parameters: In order to exchange values

between Paygate and shop, please use the parameter UserData.

0 Common notes:

® We recommend to use parameter “response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess/URLNotify. Therefore ensure to check the
"code"-value which indicates success/failure of the action.
Only a result of "code=00000000" should be considered
successful.

Key REST Format CND Description

Respo | --- a7 O

nse

Status response sent by Paygate to URLSuccess and
URLFailure, should be encrypted. For this purpose,
transmit Response=encrypt parameter.

Key REST Format CND Description

URLNo
tify

“urls":

{"notify":

ans..256 M Complete URL which Paygate calls up in order to notify the shop
about the payment result. The URL may be called up only via
port 443. It may not contain parameters: Use the UserData param

eter instead.

0 Common notes:

* We recommend to use parameter “response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess/URLNotify. Therefore ensure to check the
"code"-value which indicates success/failure of the action.
Only a result of "code=00000000" should be considered
successful.

Key REST Format CND Description

URLC
onfirm

"urls":
{"confirm

ans..256 O Complete URL which Paygate calls up when the

customer has confirmed the eMail for oneKlick
registration or has revoked the registration. The URL
may be called up only via port 443. It may not contain
parameters.

Key REST Format CND Description

Reqld ans..32 (o] To avoid double payments or actions (e.g. by ETM), enter an
alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same Req|D, Computop Paygate will not carry out
the payment or new action, but will just return the status of the

original transaction or action.

"requestl
g

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlD functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

Key REST Format CND Description

ShopA
piKey

"payment": ans..64 M
{"paydirekt":
{"shopApiKe

yurut )

API key of the shop with paydirekt

Vollstandige URL, die das Paygateaufruft, wenn die Zahlung
gescheitert ist. Die URL darf nur tiber Port 443 aufgerufen werden.
Diese URL darf keine Parameter enthalten: Um Parameter
durchzureichen nutzen Sie stattdessen den Parameter UserData.

OAIIgemeine Hinweise:

® Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschlisselte Antwort von Paygate zu
erhalten

Betriiger kdnnten das verschliisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess/URLNotify senden. Uberpriifen
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur
eine Antwort mit "code=00000000" sollte als erfolgreich
angesehen werden.

Beschreibung

Die Status-Ruckmeldung, die das Paygate an URLSuccess
und URLFailure sendet, sollte verschliisselt werden. Dazu
Uibergeben Sie den Parameter Response=encrypt.

Beschreibung

Vollstéandige URL, die das Paygate aufruft, um den Shop zu
benachrichtigen. Die URL darf nur Giber Port 443 aufgerufen werden.
Sie darf keine Parameter enthalten: Nutzen Sie stattdessen den
Parameter UserData.

0A|Igemeine Hinweise:

* Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschliisselte Antwort von Paygate zu
erhalten

Betriiger konnten das verschlisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess/URLNotify senden. Uberpriifen
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur
eine Antwort mit "code=00000000" sollte als erfolgreich
angesehen werden.

Beschreibung

Vollstandige URL, die das Paygate aufruft, wenn der Kunde
die E-Mail zur oneKlick-Registrierung bestéatigt hat oder die
Registrierung widerrufen hat. Die URL darf nur tiber Port 443
aufgerufen werden. Sie darf keine Parameter enthalten.

Beschreibung

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, ibergeben Sie
einen alphanumerischen Wert, der lhre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zuriick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqlID-Funktionalitdt am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqlID nur 12 Monate gliltig ist,
danach wird sie vom Paygate geldscht.

Beschreibung

API-Key des Shops bei paydirekt
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EventT | "payment": a8 M "oneKlick": Forwarding to paydirekt login page for OneKlick.
oken {"paydirekt":
{"eventToke “recurring": Forwarding to paydirekt login oage for
n Lt Recurring-OneKlick. Additionally information about
payment plan can be submitted within parameter
usageAgreement. Then they will be shown on the paydirect
login page.
"ADS" — OneKlick registration during Checkout (during
Checkouts a registration for recurring is not possible). For
OnekKlick registration during Checkout additionally the
device parameters necessary for oneKlick registration must
be submitted.
usageA | “"payment": ans..256 C Optional, if EventToken="recurring": Details for recurring
greeme | {"paydirekt": payments in JSON format. See below.
nt {"usageAgre
ement"; "..."
1
Deviceld "device": ans..64 C Unique Device-ID for identifying the customer’s device.
{"deviceld": Mandatory, if DeviceFingerPrint is not submitted.
Device | “device": ans..64 (¢] Fingerprint of the customer’s device at the time of
FingerP | {"fingerPrint" authorisation creation
rint .
Device | “device": ans..20 M Name of the customer’s device — will be displayed to
{"name": ...} customer within the portals.
Key REST Format CND Description
Plain "metadat = ans..50 (o] A single value to be set by the merchant to
alplain]": return some information unencrypted in response
/notify, e.g. the MID.
"Plain"-parameter is part of encrypted "Data" in
Computop Paygate and therefore protected
against manipulation.
Key REST Format CND Description
Custom "metada | ans..1024 O "Custom"-parameter is added to the request data

tan
against manipulation by a consumer.

The Custom-value is added to the Computop

Paygate response in plain text and the "|" is replaced

by a "&". By this you can put a single value into

Custom-parameter and get multiple key-value-pairs

back in response for your own purpose.

Please find a samples here: Custom

Parameters for oneKlick registration with paydirekt

usageAgreement
Key Format CND Description
Amount n..10 M

<100 (smallest currency unit).

Currency | a3

before encryption and is part of encrypted "Data" in
Computop Paygate request. By this they are protected

"oneKlick": Weiterleitung zur paydirekt-Anmeldeseite fiir OneKlick.

“recurring”: Weiterleitung zur paydirekt-Anmeldeseite fiir Recurring-
OneKlick. Zusatzlich kdnnen Angaben zum Zahlplan im Parameter
usageAgreement mitgegeben werden. Diese werden dann auf der
paydirekt-Anmeldeseite angezeigt.

"ADS" — Anmeldung zu OneKlick wahrend des Checkouts (wahrend des
Checkouts kann keine Anmeldung fiir recurring erfolgen). Fur die
Anmeldung zu OneKlick wéahrend des Checkouts miissen zusatzlich auch
die fur die OneKlick-Anmeldung notwendigen Device-Parameter
mitgesendet werden.

Optional, wenn EventToken="recurring": Details fur wiederkehrende
Zahlungen im JSON-Format. Siehe unten.

Eindeutige Device-ID zur Identifikation des Endgerats des Kaufers.
Pflicht, wenn DeviceFingerPrint nicht iibergeben wird.

Fingerprint des Endgerats des Kaufers zum Zeitpunkt der
Autorisierungsanlage

Name des Endgeréts des Kéaufers — wird dem Kaufer in seinen Portalen
angezeigt.

Beschreibung

Ein einzelner Wert, der von Ihnen gesetzt werden kann, um
Informationen wieder unverschlisselt in der Antwort bzw. im Notify
zuriickzugeben, z.B. die MID.

Da der "Plain"-Parameter Teil des verschlusselten "Data"
im Computop Paygate ist, ist dieser vor Manipulationen geschiitzt.

Beschreibung

Der "Custom"-Parameter wird vor der Verschlisselung an den
Aufruf angehéngt und ist Teil des verschlisselten "Data" im
Computop Paygate Aufruf. Dadurch ist der Wert gegen
Manipulation geschiitzt.

Der Custom-Wert wird dann in Klartext an die Computop
Paygate-Antwort angehéngt und dabei wird "|" durch "&"
ersetzt. Dadurch kdnnen Sie einen Custom-Wert Uibergeben
und bekommen mehrere Key-Value-Paare zu lhrer eigenen
Verwendung in der Antwort zurlick.

Hier finden Sie ein Beispiel: Custom

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture amounts

Currency, three digits DIN / 1SO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR, USD, GBP.
Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung

StartDate = ans10 M Date of first payment within formt "YYYY-MM-DD"
Intervall | a..7 Payment interval ("DAY","WEEK","MONTH","QUARTER","YEAR")
nit
Interval n.. M Frequency of payment
Key Format CND Description
Curren | a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP.
cy Please find an overview here: Al Currency table
Key Format CND Description
StartDate | ansl10 M Date of first payment within formt "YYYY-MM-DD"

Datum der ersten Zahlung im Format "JJJJ-MM-TT"


https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Plain
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Custom
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Custom
https://developer.computop.com/display/EN/Custom
https://developer.computop.com/display/EN/Amount
mailto:helpdesk@computop.com
https://developer.computop.com/display/EN/Currency
https://developer.computop.com/display/EN/A1+Currency+table+EN
https://developer.computop.com/display/EN/Currency
https://developer.computop.com/display/EN/Currency
https://developer.computop.com/display/EN/A1+Currency+table+EN
https://developer.computop.com/pages/viewpage.action?pageId=25295774

IntervalUnit| a..7 M Payment interval ("DAY","WEEK","MONTH","QUARTER"," Zahlungsintervall ("DAY","WEEK" "MONTH" "QUARTER" "
YEAR") YEAR")

Interval n.. M Frequency of payment Frequenz der Zahlung

Example usageAgreement as JSON string

{
"amount ": {
"anount ": 50,
"currency":"EUR'
o
"startDate":"2019-09-01",
"recurrencel nterval ": {
"interval Unit":"WEEK",
"interval":8
}
}

The parameter created within JSON format must be Base64 encoded.

In case of using REST API

In case of using REST API you will always receive a link where the merchant has to redirect the consumer to complete the payment.

REST Format CND Description
"paymentld": "..." an32 M May be "00000000000000000000000000000000" if not yet set by Computop Paygate
"_Links.self.type": "..." an..20 M "application/json"
"_Links.redirect.href": "..." ' an..1024 M Merchant needs to redirect consumer to this URL to complete payment
"_Links.redirect.type™: "..." = an..20 M "text/html"

Merchant can use inquire.aspx

In case of using Key-Value-Pair API

The following table gives the result parameters which Computop Paygate transmits to URLSuccess or URLFailure and URLNotify. If you have
specified the Response=encrypt parameter, the following parameters are sent Blowfish encrypted to your system:

@ pis. be prepared to receive additional parameters at any time and do not check the order of parameters

ﬂ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key Format CND Description
mid ans..30 M MerchantID, assigned by Computop
PaylD an32 M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or credit request.
XID an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
TransID ans..20 M TransactionID which should be unique for each payment
Status a..50 M OK or AUTHORIZE_REQUEST (URLSuccess) as well as FAILED (URLFailure)
Description ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the Code parameter for the

transaction status analysis!
Code n8 M Error code according to Paygate Response Codes (A4 Error codes)
MAC ané4 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
refnr ns..30 [¢] Merchant’s unique reference number

UserData @ ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
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BillingAgr = an..44

(o] CustomerAuthorizationReference of a valid buyer authorisation.

eement|D
Purpose: Rights enhancement of the issued token for the opportunity to execute actions on behalf of the customer within the
scope of authorisation. Is needed for oneKlick checkouts.
Plain ans..50 O A single value to be set by the merchant to return some information unencrypted in response/notify, e.g. the MID.
"Plain"-parameter is part of encrypted "Data" in Computop Paygate and therefore protected against manipulation.
Custom ans..1024 O "Custom"-parameter is added to the request data before encryption and is part of encrypted "Data" in Computop
Paygate request. By this they are protected against manipulation by a consumer.
The Custom-value is added to the Computop Paygate response in plain text and the "|" is replaced by a "&". By this you can put
a single value into Custom-parameter and get multiple key-value-pairs back in response for your own purpose.
Please find a samples here: Custom
Key Format CND Description Beschreibung
PaylD | an32 M ID assigned by Paygate for the payment, e.g. for referencing = Vom Paygate vergebene ID fir die Zahlung; z.B. zur
in batch files as well as for capture or credit request. Referenzierung in Batch-Dateien sowie im Capture- oder Credit-
Request.
Key Format CND Description Beschreibung
XID an32 M ID for all single transactions (authorisation, capture, Vom Paygate vergebene ID fir alle einzelnen Transaktionen
credit note) for one payment assigned by Paygate (Autorisierung, Buchung, Gutschrift), die fir eine Zahlung durchgefihrt
werden
Key Format CND Description Beschreibung
TransID @ ans..20 M TransactionID which should be unique for each payment = TransaktionsID, die fiir jede Zahlung eindeutig sein muss
Key Format CND Description Beschreibung
Status | a..50 M OK or AUTHORIZE_REQUEST (URLSuccess) as well as OK oder AUTHORIZE_REQUEST (URLSuccess) sowie
FAILED (URLFailure) FAILED (URLFailure)
Key Format CND Description Beschreibung
Descri = ans..1024 M Further details in the event that payment is rejected. Please d = Néhere Beschreibung bei Ablehnung der Zahlung. Bitte nutzen Sie
ption o not use the Description but the Code parameter for the nicht den Parameter Description, sondern Code fiir die
transaction status analysis! Auswertung des Transaktionsstatus!
Key Format CND Description Beschreibung
Code n8 M Error code according to Paygate Response Codes (A4 Error codes) | Fehlercode geméaR Paygate Antwort-Codes (A4 Fehlercodes)
Key Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 Hash Message Authentication Code (HMAC) mit SHA-256-
algorithm. Details can be found here: Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ®* HMAC-Authentisierung (Anfrage)
® HMAC Authentication (Notify) ®* HMAC-Authentisierung (Notify)
Key Format CND Description Beschreibung
refnr ns..30 o Merchant’s unique reference number = Eindeutige Referenznummer des Handlers
Key Format CND Description Beschreibung
UserD | ans..1024 O If specified at request, Paygate forwards the parameter Wenn beim Aufruf angegeben, ibergibt das Paygate die Parameter

ata

with the payment result to the shop. mit dem Zahlungsergebnis an den Shop.


https://developer.computop.com/display/EN/Plain
https://developer.computop.com/display/EN/Custom
https://developer.computop.com/display/EN/Custom
https://developer.computop.com/display/EN/PayID
https://developer.computop.com/display/EN/XID
https://developer.computop.com/display/EN/Status
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/Description
https://developer.computop.com/display/EN/Description
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/A4+Error+codes
https://developer.computop.com/display/DE/A4+Fehlercodes
https://developer.computop.com/display/EN/MAC
https://developer.computop.com/pages/viewpage.action?pageId=37193623
https://developer.computop.com/pages/viewpage.action?pageId=37193624
https://developer.computop.com/pages/viewpage.action?pageId=38207651
https://developer.computop.com/pages/viewpage.action?pageId=38207650
https://developer.computop.com/display/EN/refnr
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/UserData

Key Format CND
Billing ' an..44 O
Agree
mentiD

Key Format CND
Plain ans..50 O

Key Format CND

Custom| ans..1024 O

Description

CustomerAuthorizationReference of a valid buyer

Beschreibung

CustomerAuthorizationReference einer glltigen Kéuferautorisierung.

authorisation.

Purpose:
opportunity to execute actions on behalf of the customer
within the scope of authorisation. Is needed for oneKlick

Zweck: Rechterweiterung des ausgestellten Tokens um die
Mdglichkeit, Aktionen im Namen dieses Kaufers innerhalb des in der
Autorisierung enthaltenen Scopes durchzufuihren. Wird fur oneKlick-
Checkouts bendétigt.

Rights enhancement of the issued token for the

checkouts.

Description

A single value to be set by the merchant to return
some information unencrypted in response/notify, e.g.

the MID.

"Plain"-parameter is part of encrypted "Data" in
Computop Paygate and therefore protected against

Beschreibung

Ein einzelner Wert, der von lhnen gesetzt werden kann, um Informationen
wieder unverschliisselt in der Antwort bzw. im Notify zuriickzugeben, z.B.
die MID.

Da der "Plain"-Parameter Teil des verschlisselten "Data" im Computop
Paygate ist, ist dieser vor Manipulationen geschitzt.

manipulation.

Description

"Custom"-parameter is added to the request data before
encryption and is part of encrypted "Data" in Computop
Paygate request. By this they are protected against
manipulation by a consumer.

The Custom-value is added to the Computop

Paygate response in plain text and the "|" is replaced by a
"&". By this you can put a single value into Custom-
parameter and get multiple key-value-pairs back in
response for your own purpose.

Please find a samples here: Custom

Beschreibung

Der "Custom”-Parameter wird vor der Verschlisselung an den
Aufruf angehéngt und ist Teil des verschllisselten "Data" im
Computop Paygate Aufruf. Dadurch ist der Wert gegen Manipulation
geschitzt.

Der Custom-Wert wird dann in Klartext an die Computop Paygate-
Antwort angehangt und dabei wird "|" durch "&" ersetzt. Dadurch
kénnen Sie einen Custom-Wert tibergeben und bekommen mehrere
Key-Value-Paare zu Ihrer eigenen Verwendung in der Antwort
zurtick.

Hier finden Sie ein Beispiel: Custom

Result parameters for URLNotify, URLSuccess and URLFailure in case of paydirekt

The following table describes the result parameters which Paygate transmits to your URLConfirm. If you have specified the Response=encrypt
parameter, the following parameters are sent Blowfish encrypted to your system:

Key
mid
PayID
XID
TransID
Status

Description

Code

MAC

BillingAgreeme
ntID

AuthorizationSt
atus
Key
PaylD | an32
Key

Format

Format

Format

ans..30

an32

an32

ans..20

a..50

ans..1024

n8

an64

an..44

an..50

CND

M

CND

CND Description
M MerchantID, assigned by Computop
M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or credit request.
M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
M TransactionID which should be unique for each payment
M OK (URLSuccess) or FAILED (URLFailure)
M Further details in the event that payment is rejected. Please do not use the Description but the Code parameter for the
transaction status analysis!
M Error code according to Paygate Response Codes (A4 Error codes)
M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
(0] CustomerAuthorizationReference of a valid buyer authorisation.
APPROVED, REVOKED or EXPIRED
Description Beschreibung

ID assigned by Paygate for the payment, e.g. for referencing
in batch files as well as for capture or credit request.

Description

Vom Paygate vergebene ID fur die Zahlung; z.B. zur
Referenzierung in Batch-Dateien sowie im Capture- oder Credit-
Request.

Beschreibung
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XID

Key

TransID

Key

Status

Key

Descri
ption

Key

Code

Key

MAC

Key

an32 M

Format CND

ans..20 M

Format CND

a..50 M

Format CND

ans..1024 M

Format CND

ng M

Format CND

an64 M

Format

BillingAgreementID an..44

AuthorizationStat | an..50

us

ID for all single transactions (authorisation, capture, Vom Paygate vergebene ID fir alle einzelnen Transaktionen

credit note) for one payment assigned by Paygate (Autorisierung, Buchung, Gutschrift), die fir eine Zahlung durchgefihrt
werden
Description Beschreibung

TransactionID which should be unique for each payment = TransaktionsID, die fiir jede Zahlung eindeutig sein muss

Description Beschreibung

OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)

Description Beschreibung

Further details in the event that payment is rejected. Please d | Néhere Beschreibung bei Ablehnung der Zahlung. Bitte nutzen Sie

o not use the Description but the Code parameter for the nicht den Parameter Description, sondern Code flr die
transaction status analysis! Auswertung des Transaktionsstatus!
Description Beschreibung

Error code according to Paygate Response Codes (A4 Error codes) | Fehlercode gemaR Paygate Antwort-Codes (A4 Fehlercodes)

Description Beschreibung
Hash Message Authentication Code (HMAC) with SHA-256 Hash Message Authentication Code (HMAC) mit SHA-256-
algorithm. Details can be found here: Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
® HMAC Authentication (Notify) ®* HMAC-Authentisierung (Notify)
CND Description Beschreibung
O CustomerAuthorizationReference of a valid buyer CustomerAuthorizationReference einer gliltigen
authorisation. Kauferautorisierung.
APPROVED, REVOKED or EXPIRED APPROVED, REVOKED oder EXPIRED

Result parameters for URLConfirm in case of paydirekt

Calling the paydirekt oneKlick interface

Payments with oneKlick are possible via a server-to-server connection with help of the BillingAgreementID. Payments with oneKlick can be made as
authorisation which has to be captured separately or as a sale transaction with immediate capture.

To carry out a oneKlick payment for paydirekt via a Server-to-Server connection, please use the following URL:

https://www.computop-paygate.com/oneKlick.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key

Merch
antlD

TransID

refnr

REST

BasicAuth.
Username

"transactionld":

"referenceNumber

Format CND Description

ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

ans..20 M TransactionID which should be unique for each payment. The underscore may not be used.

ns..30 (@] Merchant’s unique reference number
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Amou
nt

Curren
cy

MAC

Order
Desc

UserD
ata

Reqld

Capture

ShopA
piKey

shAmo
unt

Shoppi
ngBas

ketAm

ount

Article
List

Email

MinAge

Shoppi
ngBas
ketCat
egory

"amount": {
"value": ...}

"amount": {

"currency™: "..."}

"order":
{"description":

"metadata
[userData]™: "..."

"requestld™: "...

"capture": {"auto":
"Yes"}

"capture":
{"manual": "Yes"}

"capture": ...

"payment":
{"paydirekt":
{"shopApiKey":

"amount":
{"shippingTotal":
.}

"amount":
{"itemTotal": ...}

"order": {"items":

"billing":
{"contactinfo":
{"email": "..." }}

"payment":
{"paydirekt":
{"minAge": ".." }}

"payment":
{"paydirekt":
{"basketCategory’
L

n..10

an64

ans..768

ans..1024

ans..32

ans..64

n..10

n..10

ans..1024

ans..100

oM

(e}

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to
capture amounts <100 (smallest currency unit).

Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

® HMAC Authentication (Request)
®* HMAC Authentication (Notify)

Description of purchased goods, unit prices etc.

If specified at request, Paygate forwards the parameter with the payment result to the shop.

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your
transaction and may be assigned only once. If the transaction or action is submitted again with the same
ReqlID, Computop Paygate will not carry out the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action
(authentication/authorisation). This does not apply to 3-D Secure authentications that are terminated by a
timeout. The 3-D Secure Timeout status does not count as a completed status in which the ReqID functionality
on Paygate does not take effect. Submissions with identical ReqID for an open status will be processed
regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.

Determines the type and time of capture.

Capture Mode @ Description

AUTO Capturing immediately after authorisation (default value).
MANUAL Capturing made by the merchant. Capture is normally initiated at time of delivery.
<Number> Delay in hours until the capture (whole number; 1 to 696).

API key of the shop with paydirekt

Shipping costs in the smallest currency unit (e.g. EUR Cent)
Please contact Computop Helpdesk, if you want to capture amounts < 100 (smallest currency unit).
Value of ordered goods without shipping costs in the smallest currency unit (e.g. EUR Cent)

Please contact Computop Helpdesk, if you want to capture amounts < 100 (smallest currency unit).

Atrticle list with description of items and prices: <Quantity>;<Name>;<EAN>;<Price>

<;> separates the fields of an article data set
<+> separates the article data sets

quantity: ordered quantity of the article

Name: designation of the article

EAN: international article number (EAN or GTIN), (if not known, submit as empty string ")
Price: unit price of the article incl. taxes; amount in the smallest currency unit (e.g. EUR Cent)

Email address of the customer

minimum age in years

Categorizes the shopping basket:

,DIGITAL" for shopping baskets with solely digital goods

L,PHYSICAL" for shopping baskets with solely physical goods

,MIXED" for shopping baskets with digital and physical goods
"ANONYMOUS_DONATION": The sopping basket solely is an anonymous donation

"AUTHORITIES_PAYMENT": The sopping basket solely contains payments for authorities
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"shipping":
{"consumer": {
"firstName™: "..." }}

"shipping™:
{"consumer": {
"lastName": "..." }}

"shipping":
{"business": {
"companyLegalNa
me": ".."}}

"shipping":
{"addresslInfo": {
"addressLine2":

"B

"shipping":
{"addresslInfo":
{"addressLinel"
{"street": "..." }}}

"shipping":
{"addresslInfo":
{"addressLinel"
{"streetNumber":

)

"shipping":
{"addresslInfo": {
"postalCode™: "..."

B

"shipping":
{"addresslInfo": {
city": " 1}

"shipping":
{"addresslInfo": {
"country": { "A2":
)

"shipping":
{"contactInfo": {
"email™: ".." }}

"browserinfo":
{"ipAddress™: "..."}

"payment":
{"paydirekt":
{"note™: ".." }}

"billing™:
{"consumer":
{"consumerld":

"B

"payment":
{"paydirekt":
{"deliveryMethod":
)

"payment":
{"paydirekt":
{"deliveryDate":
"L

"payment":
{"paydirekt":
{"parcelService":

"B

"payment":
{"paydirekt":
{"trackingNumber"

S

"payment":
{"paydirekt":
{"billingAgreement
a3

ans..50

ans..50

ans..100

ans..30

ans..100

ans..8

ans..100

an2

ans..100

ans..15

ans..37

ans..64

ans..12

dttm

ans..16

ans..64

an..44

First name in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT ,AUTHORITIES_PAYMENT
“and IS NOT ,ANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT ,AUTHORITIES_PAYMENT*"
and IS NOT ,ANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Country code in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT "AUTHORITIES_PAYMENT" and IS
NOT "ANONYMOUS_DONATION"

Email address of the receiver
mandatory, if ShoppingBasketCategory = ,DIGITAL"

Customer’s IP address

Text that will we displayed as reason for payment to the customer

Customer number

Delivery place STANDARD, PACKSTATION or STORE_PICKUP. The default value is STANDARD.
STANDARD: The goods will be delivered to a normal postal address.

PACKSTATION: The goods will be delivered to a packstation.

STORE_PICKUP: The goods will be picked-up within a branch store.

For express checkouts this field always has the value STANDARD and will not be updated depending on
selected delivery option.

Expected date of shipment in the format YYYY-MM-DD

Parcel service

Consignment number

CustomerAuthorizationReference of a valid buyer authorisation.

Purpose: Rights enhancement of the issued token for the opportunity to execute actions on behalf of the
customer within the scope of authorisation. Is needed for oneKlick checkouts.
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Beschreibung

TransaktionsID, die fir jede Zahlung eindeutig sein muss.
Es darf kein Unterstrich verwendet werden.

Beschreibung

Eindeutige Referenznummer des Handlers

Beschreibung

Betrag in der kleinsten Wéahrungseinheit (z.B. EUR Cent). Bitte
wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Beschreibung der gekauften Waren, Einzelpreise
etc.

Beschreibung

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, Ubergeben Sie
einen alphanumerischen Wert, der lhre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fithrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zurtick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqlID nur 12 Monate giiltig ist,
danach wird sie vom Paygate geléscht.

Key REST Format CND Description
TransID| "transactio | ans..20 M TransactionID which should be unique for each
nid™: ".." payment. The underscore may not be used.
Key REST Format CND Description
refnr "referenceNumber": "..." | ns..30 (0] Merchant’s unique reference number
Key REST Format CND Description
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent).
nt " Please contact the Computop Helpdesk, if you want to
"value™: capture amounts <100 (smallest currency unit).
)
Key REST Format CND Description
Curren | "amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD,
cy "currency": GBP. Please find an overview here: A1 Currency table
Key REST Format CND Description
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
Key REST Format CND Description
OrderDesc ' "order": {"description": ans..768 o Description of purchased goods, unit prices
"L etc.
Key REST Format CND Description
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description
Reqld | "requestl | ans..32 [¢] To avoid double payments or actions (e.g. by ETM), enter an
dnnt alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the
original transaction or action.
Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.
Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.
Key REST Format CND Description Beschreibung
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Capture, "capture":
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sdFirst
Name

{"auto":
"Yes"}

"capture":
{"manual":
"Yes"}

"capture": ...

REST

"payment":
{"paydirekt":
{"shopApiKey": "...
1

"amount":

{"shippingTotal": ...

"amount":
{"itemTotal": ...}

"order": {"items":

"

"billing":
{"contactInfo":
{"email": "..." }}

"payment":
{"paydirekt":
{"minAge": ".." }}

"payment":
{"paydirekt":

{"basketCategory":

"shipping™:
{"consumer": {
"firstName": "..." }}

OM Determines the type and time of capture. Bestimmt Art und Zeitpunkt der Buchung (engl. Capture).
Capture Description Buchungsart Beschreibung
Mode
AUTO Buchung sofort nach Autorisierung
AUTO Capturing immediately after (Standardwert).
authorisation (default value).
MANUAL Buchung erfolgt durch den Handler - in der
MANUAL Capturing made by the Regel die Buchung zum Zeitpunkt der
merchant. Capture is Warenauslieferung bzw. Leistungserbringung.
normally initiated at time of
delivery. <Zahl> Verzégerung in Stunden bis zur Buchung
(ganze Zahl; 1 bis 696).
<Number> ' Delay in hours until the
capture (whole number; 1 to
696).
Format CND Description Beschreibung
ans..64 M API key of the shop with paydirekt API-Key des Shops bei paydirekt
n..10 [¢] Shipping costs in the smallest currency unit (e.g. = Versandkosten in der kleinsten Wahrungseinheit (z.B.
EUR Cent) EUR Cent)
Please contact Computop Helpdesk, if you want | Bitte wenden Sie sich an den Computop Helpdesk, wenn
to capture amounts < 100 (smallest currency Sie Betrage < 100 (kleinste Wéahrungseinheit) buchen
unit). mochten.
n..10 [¢] Value of ordered goods without shipping costs Warenwert der Bestellung ohne Versandkosten in der
in the smallest currency unit (e.g. EUR Cent) kleinsten Wahrungseinheit (z.B. EUR Cent)
Please contact Computop Helpdesk, if you want | Bitte wenden Sie sich an den Computop Helpdesk, wenn
to capture amounts < 100 (smallest currency Sie Betrage < 100 (kleinste Wéahrungseinheit) buchen
unit). mochten.
ans..1024 O Article list with description of items and prices: Artikelliste mit Beschreibung der Waren und Preise:
<Quantity>;<Name>;<EAN>;<Price> <Menge>;<Name>;<EAN>; <Preis>
<;> separates the fields of an article data set <;> trennt Felder innerhalb eines Artikeldatensatzes
<+> separates the article data sets <+> trennt mehrere Artikeldatensatze
quantity: ordered quantity of the article Menge: Anzahl der Positionen des Artikels
Name: designation of the article Name: Bezeichnung des Artikels
EAN: international article number (EAN or EAN: Internationale Artikelnummer (EAN bzw. GTIN),
GTIN), (if not known, submit as empty string ") (falls nicht bekannt, dann als Leerstring ,,“)
Price: unit price of the article incl. taxes; amount | Preis: Einzelpreis des Artikels inkl. Steuern; Betrag in der
in the smallest currency unit (e.g. EUR Cent) kleinsten Wahrungseinheit (z.B. EUR Cent)
ans..100 O Email address of the customer E-Mail-Adresse des Kunden
n.3 (@] minimum age in years Mindestalter in Jahren
a.8 [e] Categorizes the shopping basket: Kategorisiert den Warenkorb:
LDIGITAL" for shopping baskets with solely LDIGITAL" fur Warenkdrbe mit ausschlieBlich digitalen
digital goods Gutern
,PHYSICAL" for shopping baskets with solely LPHYSICAL* fir Warenkdrbe mit ausschlieRlich
physical goods physischen Gutern
,MIXED*" for shopping baskets with digital and L,MIXED* fir Warenkérbe mit sowohl digitalen als auch
physical goods physischen Gutern
"ANONYMOUS_DONATION": The sopping "ANONYMOUS_DONATION": Beim Warenkorb handelt
basket solely is an anonymous donation es sich ausschlieBlich um eine anonyme Spende
"AUTHORITIES_PAYMENT": The sopping "AUTHORITIES_PAYMENT": Beim Warenkorb handelt es
basket solely contains payments for authorities | sich ausschlie3lich um Behérdenzahlungen
ans..50 C First name in the delivery address. Mandatory, if ' Vorname in der Lieferanschrift. Pflicht, wenn

ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT* and IS NOT
LANONYMOUS_DONATION*

ShoppingBasketCategory IST NICHT
LJAUTHORITIES_PAYMENT* und IST NICHT
LANONYMOUS_DONATION*
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"shipping":
{"consumer": {
"lastName": "..." }}

"shipping™:
{"business": {

“companyLegalNa

me™: ".."}}

"shipping™:
{"addressInfo": {
"addressLine2":

LR

"shipping™:
{"addresslInfo":
{"addressLinel":
{"street": "..." }}}

"shipping":
{"addresslInfo":
{"addressLinel":
{"streetNumber":

"B

"shipping":
{"addresslInfo": {

"postalCode™: "..." }}

"shipping":
{"addresslInfo": {
"city™: .. 1}

"shipping™:
{"addresslInfo": {
"country": { "A2":
N

"shipping":
{"contactInfo": {
"email™: ".." }}

"browserInfo":
{"ipAddress™: "..."}

"payment":
{"paydirekt":
{note”; ".." }}

"billing":
{"consumer":
{"consumerld": "...

B

"payment":
{"paydirekt":
{"deliveryMethod":
"L

"payment":
{"paydirekt":
{"deliveryDate":
"L

ans.

ans..

ans..

ans..

ans..

ans..

an2

ans..

ans.

ans..

ans..

ans..

dttm

.50

100

30

100

100

100

15

37

64

12

Surname in the delivery address. Mandatory, if
ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Country code in the delivery address
Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Email address of the receiver

mandatory, if ShoppingBasketCategory =
,DIGITAL"

Customer’s IP address

Text that will we displayed as reason for
payment to the customer

Customer number

Delivery place STANDARD, PACKSTATION or
STORE_PICKUP. The default value is
STANDARD.

STANDARD: The goods will be delivered to a
normal postal address.

PACKSTATION: The goods will be delivered to
a packstation.

STORE_PICKUP: The goods will be picked-up
within a branch store.

For express checkouts this field always has the
value STANDARD and will not be updated
depending on selected delivery option.

Expected date of shipment in the format YYYY-
MM-DD

Nachname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT
LAUTHORITIES_PAYMENT" und IST NICHT
LANONYMOUS_DONATION*

Firmenname in der Lieferanschrift

Adresszusatz in der Lieferanschrift

StraBenname in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT "AUTHORITIES_PAYMENT"
und IST NICHT "ANONYMOUS_DONATION"
Hausnummer in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT "AUTHORITIES_PAYMENT"
und IST NICHT "ANONYMOUS_DONATION"
Postleitzahl in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT "AUTHORITIES_PAYMENT"
und IST NICHT "ANONYMOUS_DONATION"

Ort in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT "AUTHORITIES_PAYMENT"
und IST NICHT "ANONYMOUS_DONATION"
Landercode in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT "AUTHORITIES_PAYMENT"
und IST NICHT "ANONYMOUS_DONATION"

E-Mail-Adresse des Empfangers

Pflicht, wenn ShoppingBasketCategory = ,DIGITAL"

IP-Adresse des Kunden

Text, der dem Kunden im Verwendungszweck angezeigt
wird

Kundennummer

Lieferort: STANDARD, PACKSTATION oder
STORE_PICKUP. Der Standardwert ist STANDARD.

STANDARD: Die Giiter werden an eine gewohnliche
Postadresse geliefert.

PACKSTATION: Die Giter werden an eine Packstation
geliefert.

STORE_PICKUP: Die Guter werden in der Filiale
abgeholt.

Dieses Feld enthalt bei Express-Checkouts immer den

Wert STANDARD und wird nicht anhand der gewéhlten
Lieferoption aktualisiert.

Erwartetes Versanddatum im Format JJJJ-MM-TT
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Parcel | "payment": ans..16 (o]
Service {"paydirekt":

{"parcelService":

"L
Tracki | "payment": ans..64 (o]
ngNu | {"paydirekt":
mber | {"trackingNumber":

"L
Billing | "payment": an..44 M
Agree | {"paydirekt":
mentID | {"billingAgreement|

[s R

Parameters for payments with paydirekt oneKlick

Parcel service

Consignment number

CustomerAuthorizationReference of a valid
buyer authorisation.

Purpose: Rights enhancement of the issued
token for the opportunity to execute actions on
behalf of the customer within the scope of
authorisation. Is needed for oneKlick checkouts.

Paket-Dienstleister

Sendungsnummer

CustomerAuthorizationReference einer giiltigen
Kauferautorisierung.

Zweck: Rechterweiterung des ausgestellten Tokens um
die Moglichkeit, Aktionen im Namen dieses Kaufers
innerhalb des in der Autorisierung enthaltenen Scopes
durchzufuihren. Wird fur oneKlick-Checkouts benétigt.

The following table describes the result parameters with which the Computop Paygate responds to your system

6 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

0 the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key REST
mid "merchantld": "..."
PaylD "paymentld": "..."
XID "xid": L
TransID "transactionld": "..."
Status "status": "OK"
"status": "AUTHORIZE_REQUEST"
"status": "FAILED"
Description "description™: "..."
Code "code™: ...
refnr "referenceNumber": "..."
UserData "metadatafuserData]": "..."
TID
Reference

TransactionID

ShoppingBas
ketCategory

"payment": {"paydirekt":
{"basketCategory": "..." }}

sdFirstName "

sdLastName "shipping": {"consumer": { "lastName":
"0
sdCompany "shipping": {"business": {

"companyLegalName™": "..." }}

"shipping": {"consumer": { "firstName":

ID assigned by Paygate for the payment, e.g. for referencing in batch files as well

ID for all single transactions (authorisation, capture, credit note) for one payment

TransactionID which should be unique for each payment

OK or AUTHORIZE_REQUEST (URLSuccess) as well as FAILED (URLFailure)

Further details in the event that payment is rejected. Please do not use the Descri
ption but the Code parameter for the transaction status analysis!

Error code according to Paygate Response Codes (A4 Error codes)

If specified at request, Paygate forwards the parameter with the payment result to

Unique ID of this activity and all associated transactions at paydirekt. This ID
exists as soon as a customer hat logged in at the checkout page.

Unique transaction-ID (UUID). The value is assigned by the paydirekt system.

LDIGITAL" for shopping baskets with solely digital goods
L,PHYSICAL" for shopping baskets with solely physical goods
LMIXED" for shopping baskets with digital and physical goods

"ANONYMOUS_DONATION": The sopping basket solely is an anonymous

"AUTHORITIES_PAYMENT": The sopping basket solely contains payments for

First name in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT* and IS NOT ,ANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT* and IS NOT ,ANONYMOUS_DONATION*

Format CND Description
ans..30 MerchantID, assigned by Computop
an32 M
as for capture or credit request.
an32 M
assigned by Paygate
ans..20
a..50
ans..1024 M
n8
ns..30 Merchant’s unique reference number
ans..1024 O
the shop.
ans..32 (0]
ans..36 Unique ID of this acticity at paydirekt
ans36
a..8 Categorizes the shopping basket:
donation
authorities
ans..50 C
ans..50 C
ans..100 (0] Company name in the delivery address


https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/mid
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/PayID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/XID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Status
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/Description
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/A4+Error+codes
https://developer.computop.com/display/EN/refnr
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/UserData
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API

sdAddressAd | "shipping": {"addressinfo": { ans..30 o Address addition in the delivery address
dition "addressLine2": "..." }}
sdStreet "shipping": {"addressInfo": ans..100 C Street name in the delivery address
{"addressLinel": {"street": "..." }}}
Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT "ANONYMOUS_DONATION"
sdStreetNr "shipping": {"addressinfo": ans..8 C Street number in the delivery address
{"addressLinel": {"streetNumber": "..."
i Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT "ANONYMOUS_DONATION"
sdZip "shipping": {"addresslInfo": { n..5 C Postcode in the delivery address
"postalCode™: "..." }}
Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT "ANONYMOUS_DONATION"
sdCity "shipping": {"addressInfo": { "city": "..." ans..100 C Town/city in the delivery address
B
Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT "ANONYMOUS_DONATION"
sdCountryCode "shipping": {"addressiInfo": { "country": { ' an2 C Country code in the delivery address
AVARR 11
Mandatory, if ShoppingBasketCategory IS NOT "DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT "ANONYMOUS_DONATION"
sdEMail "shipping": {"contactinfo": { "email™: "..." | ans..100 C Email address of the receiver
mandatory, if ShoppingBasketCategory = ,DIGITAL"
AgeAccepted a..12 o ACCEPTED or NOT ACCEPTED
Key REST Format CND Description Beschreibung
PaylD | "paymen @ an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
tid™: referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xId": an32 M ID for all single transactions (authorisation, Vom Paygate vergebene ID fur alle einzelnen Transaktionen
nL capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fur eine Zahlung
by Paygate durchgefihrt werden
Key REST Format CND Description Beschreibung
TransID = "transactionld™: ans..20 M TransactionID which should be unique for each TransaktionsID, die fur jede Zahlung eindeutig sein
payment muss
Key REST Format CND Description Beschreibung
Status | "status": "OK" a..50 M OK or AUTHORIZE_REQUEST (URLSuccess) as OK oder AUTHORIZE_REQUEST (URLSuccess)
well as FAILED (URLFailure) sowie FAILED (URLFailure)
"status":
"AUTHORIZE_REQUE
ST"
"status": "FAILED"
Key REST Format CND Description Beschreibung
Descri | "descript = ans..1024 | M Further details in the event that payment is rejected. Néhere Beschreibung bei Ablehnung der Zahlung. Bitte
ption jon": ".." Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Key REST Format CND Description Beschreibung
Code | "code™ n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode gemaf Paygate Antwort-Codes (A4
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
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refnr "referenceNumber": "..." | ns..30

Key REST Format CND
UserD | "metadata ans..1024 O
ata [userData]"™:

Key REST Format
TID ans..32
Refere ans..36
nce
Transa ans36
ctionlD
Shoppi | "payment™: a.8
ngBask @ {'paydirekt":
etCate | {"basketCategory":
gory LR
sdFirst ' "shipping™: ans..50
Name {"consumer": {

"firstName": "..." }}
sdLast | "shipping™: ans..50
Name {"consumer":
"lastName": "..." }}
sdCom | "shipping": ans..100
pany {"business": {
"companyLegalName":
"B
sdAddr | "shipping": ans..30
essAdd | {"addressInfo": {
ition "addressLine2": "..." }}
sdStreet "shipping": ans..100
{"addressInfo":
{"addressLinel":
{"street": "..." }}}
sdStree | "shipping™: ans..8
tNr {"addressInfo":
{"addressLinel":
{"streetNumber": "..."
n
sdZip "shipping™: n..5
{"addressInfo": {
"postalCode™: "..." }}
sdCity  "shipping": ans..100
{"addresslInfo": { "city":
R

o

Description

If specified at request, Paygate forwards the
parameter with the payment result to the shop.

CND

o

Merchant’s unique reference number

Description

Unique ID of this activity and all associated
transactions at paydirekt. This ID exists as
soon as a customer hat logged in at the
checkout page.

Unique ID of this acticity at paydirekt

Unique transaction-ID (UUID). The value is
assigned by the paydirekt system.

Categorizes the shopping basket:

LDIGITAL" for shopping baskets with solely
digital goods

PHYSICAL" for shopping baskets with solely
physical goods

,MIXED" for shopping baskets with digital and
physical goods

"ANONYMOUS_DONATION": The sopping
basket solely is an anonymous donation

"AUTHORITIES_PAYMENT": The sopping
basket solely contains payments for authorities

First name in the delivery address. Mandatory,
if ShoppingBasketCategory IS NOT
LAUTHORITIES_PAYMENT* and IS NOT
LANONYMOUS_DONATION*

Surname in the delivery address. Mandatory, if
ShoppingBasketCategory IS NOT
LJAUTHORITIES_PAYMENT" and IS NOT
LANONYMOUS_DONATION*

Company name in the delivery address

Address addition in the delivery address

Street name in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Street number in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Postcode in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Town/city in the delivery address

Mandatory, if ShoppingBasketCategory IS NOT
"DIGITAL" and IS NOT
"AUTHORITIES_PAYMENT" and IS NOT
"ANONYMOUS_DONATION"

Eindeutige Referenznummer des Handlers

Beschreibung

Wenn beim Aufruf angegeben, ibergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Eindeutige Identifikation des Vorgangs und aller
dazugehorigen Transaktionen bei paydirekt. Diese ID
ist vorhanden, sobald sich ein Kunde auf der Checkout-
Seite eingeloggt hat.

Eindeutige ID des Vorgangs bei paydirekt

Eindeutige Transaktions-ID (UUID). Der Wert wird
durch das paydirekt-System vergeben.

Kategorisiert den Warenkorb:

LDIGITAL" fir Warenkdrbe mit ausschlief3lich digitalen
Gltern

LPHYSICAL" fir Warenkorbe mit ausschlie3lich
physischen Gitern

L,MIXED" fir Warenkdrbe mit sowohl digitalen als auch
physischen Gutern

"ANONYMOUS_DONATION": Beim Warenkorb
handelt es sich ausschlieflich um eine anonyme
Spende

"AUTHORITIES_PAYMENT": Beim Warenkorb handelt
es sich ausschlieBlich um Behordenzahlungen

Vorname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT
JAUTHORITIES_PAYMENT" und IST NICHT
LANONYMOUS_DONATION*

Nachname in der Lieferanschrift. Pflicht, wenn
ShoppingBasketCategory IST NICHT
LJAUTHORITIES_PAYMENT" und IST NICHT
LANONYMOUS_DONATION*

Firmenname in der Lieferanschrift

Adresszusatz in der Lieferanschrift

StralRenname in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Hausnummer in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Postleitzahl in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"

Ort in der Lieferanschrift

Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION"
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sdCoun | "shipping": an2 C Country code in the delivery address Léndercode in der Lieferanschrift
tryCode = {"addressInfo": {

"country": { "A2": ".." }}} Mandatory, if ShoppingBasketCategory IS NOT | Pflicht, wenn ShoppingBasketCategory IST NICHT
"DIGITAL" and IS NOT "DIGITAL" und IST NICHT
"AUTHORITIES_PAYMENT" and IS NOT "AUTHORITIES_PAYMENT" und IST NICHT
"ANONYMOUS_DONATION" "ANONYMOUS_DONATION"
sdEMail ' "shipping™: ans..100 C Email address of the receiver E-Mail-Adresse des Empfangers
{"contactInfo": {
"email": ".." }} mandatory, if ShoppingBasketCategory = Pflicht, wenn ShoppingBasketCategory = ,DIGITAL"
LDIGITAL"
AgeAcc a.12 (o] ACCEPTED or NOT ACCEPTED ACCEPTED oder NOT ACCEPTED

epted

Result parameters for URLNotify, URLSuccess and URLFailure in case of paydirekt oneKlick

Capture

Captures are possible via a Server-to-Server connection. To carry out a Capture for paydirekt via a Server-to-Server connection, please use the
following URL:

https://www.computop-paygate.com/capture.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description
Merch | BasicAuth. ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.
antiD Username
PaylD | "paymentld": = an32 M ID assigned by Paygate for the payment to be captured
TransID| "transactionl @ ans..20 M TransactionID which should be unique for each payment. The underscore may not be used.
dnnt
RefNr | "referenceN | ns..30 [¢] Merchant reference number: here a separate reference number, e.g. an invoice number, can be transferred
umber": "..."
Amou | "amount": { n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to
nt "value™: ...} capture amounts <100 (smallest currency unit).
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy "currency":
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

® HMAC Authentication (Request)
® HMAC Authentication (Notify)

Order | "order": ans..768 (o] Description of purchased goods, unit prices etc.
Desc {"description
"L
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
ata [userData]":
Reqgld | "requestld": @ ans..32 (o] To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction

and may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop
Paygate will not carry out the payment or new action, but will just return the status of the original transaction or
action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action
(authentication/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout.
The 3-D Secure Timeout status does not count as a completed status in which the ReqID functionality on Paygate
does not take effect. Submissions with identical ReqID for an open status will be processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.
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Vom Paygate vergebene ID fur die zu buchende

TransaktionsID, die fir jede Zahlung eindeutig sein muss. Es

Referenznummer des Handlers: hier kann eine separate
Referenznummer wie z.B. Rechnungsnummer tibergeben

Betrag in der kleinsten Wéahrungseinheit (z.B. EUR Cent). Bitte
wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung der gekauften Waren, Einzelpreise

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Compl | "payment": ans..3 O If <YES> is transferred, the possible open order of paydirekt is closed on capture.
eteType {"paydirekt":
{"completeT
ype": ".." }}
Note "payment": ans..37 (o] Text that will we displayed as reason for payment to the customer
{"paydirekt":
{"note"™: "..."
1
Key REST Format CND Description Beschreibung
PaylD | "paymentld": an32 M ID assigned by Paygate for the payment to be
nL captured Zahlung
Key REST Format CND Description Beschreibung
TransID| "transaction = ans..20 M TransactionID which should be unique for each
Id": . payment. The underscore may not be used. darf kein Unterstrich verwendet werden.
RefNr | "referenceN | ns..30 o Merchant reference number: here a separate
umber": ".." reference number, e.g. an invoice number, can be
transferred werden
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent).
nt " Please contact the Computop Helpdesk, if you want to
"value": capture amounts <100 (smallest currency unit).
..}
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD,
cy “"currency": GBP. Please find an overview here: A1l Currency table
Key REST Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
®* HMAC Authentication (Request)
® HMAC Authentication (Notify)
Key REST Format CND Description Beschreibung
OrderDesc = "order": {"description": ans..768 o Description of purchased goods, unit prices
" etc. etc.
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description Beschreibung
Reqld | "requestl | ans..32 [¢] To avoid double payments or actions (e.g. by ETM), enter an

alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
Jauthorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, tUbergeben Sie
einen alphanumerischen Wert, der Ihre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fiihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zuriick.

Bitte beachten Sie, dass das Computop Paygate fir die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate guiltig ist,
danach wird sie vom Paygate geldscht.
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Key REST Format CND Description Beschreibung

Comple | "payment": {"paydirekt": ans..3 (@] If <YES> is transferred, the possible open Wird <YES> ubergeben, wird bei der Buchung die

teType | {"completeType™ ".." }} order of paydirekt is closed on capture. maogliche offene Order von paydirekt geschlossen.

Note "payment": {"paydirekt": ans..37 o Text that will we displayed as reason for Text, der dem Kunden im Verwendungszweck
{"note™: "..." }} payment to the customer angezeigt wird

Parameters for paydirekt captures

The following table describes the result parameters with which the Computop Paygate responds to your system
6 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

@ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key REST Format CND Description
mid "merchantld": "..." ans..30 M MerchantID, assigned by Computop
PayID "paymentld": "..." an32 M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or

credit request.

XID "xid L an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
TransID | "transactionld™: "..." ans..20 M TransactionID which should be unique for each payment
Status "status": "OK" a..50 M OK, CAPTURE_REQUEST or FAILED
"status":
"CAPTURE_REQUEST"
"status": "FAILED"
Descripti | "description™: "..." ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the Code
on parameter for the transaction status analysis!
Code "code": ... n8 M Error code according to Paygate Response Codes (A4 Error codes)
refnr "referenceNumber": "..." | ns..30 o Merchant’s unique reference number
UserData | "metadata[userData]": ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
Transacti ans36 o Unique transaction-ID of this capture (UUID). The value is assigned by the paydirekt system.
onlD
Key REST Format CND Description Beschreibung
PaylD | "paymen | an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
td" L referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xid": an32 M ID for all single transactions (authorisation, Vom Paygate vergebene ID fur alle einzelnen Transaktionen
capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fir eine Zahlung
by Paygate durchgefihrt werden
Key REST Format CND Description Beschreibung
TransID| "transactionld™: "..." ans..20 M TransactionID which should be unique for each = Transaktions-ID, die fur jede Zahlung eindeutig
payment sein muss
Status = “status": "OK" a..50 M OK, CAPTURE_REQUEST or FAILED OK, CAPTURE_REQUEST oder FAILED

"status":
"CAPTURE_REQUEST"

"status": "FAILED"

Key REST Format CND Description Beschreibung
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Descri | "descript | ans..1024 | M Further details in the event that payment is rejected. Nahere Beschreibung bei Ablehnung der Zahlung. Bitte

ption jon": "..." Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Key REST Format CND Description Beschreibung
Code "code": n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode geméaR Paygate Antwort-Codes (A4
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
refnr "referenceNumber": "..." | ns..30 (0] Merchant’s unique reference number = Eindeutige Referenznummer des Handlers
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Ubergibt das Paygate die
ata [userData]": parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
Transac ans36 (0] Unique transaction-ID of this capture (UUID). The Eindeutige Transaktions-ID dieser Buchung (UUID). Der Wert
tionID value is assigned by the paydirekt system. wird durch das paydirekt-System vergeben.

Result parameters for paydirekt captures

Credit with reference

Credits (refunds) are possible via a Server-to-Server connection. Credits are possible up to 200% of the captured amount, if this is configured by Comp
utop Helpdesk for the merchant and that payment method. To carry out a credit with a reference transaction, please use the following URL:

https://www.computop-paygate.com/credit.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description
Merch | BasicAuth ' ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.
antiD
Username
PaylD | "paymentl @ an32 M ID assigned by Paygate for the payment to be credited
dnrt
TransID| "transacti = ans..20 M TransactionID which should be unique for each payment. The underscore may not be used.
onld": "..."
RefNr | "reference ' ns..30 (0] Reference number (e.g. invoice number) which must be unique for each return shipment
Number":
Amou | "amount": | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture
nt {"value": amounts <100 (smallest currency unit).
.}
Curren | "amount”: | a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy {
"currency"
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MAC ané4 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
Order | "order": ans..768 (0] Description of purchased goods, unit prices etc.
Desc {"descripti
on":".."}
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
ata [userData
I
Reqgld | "requestld ' ans..32 (0] To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and
L may be assigned only once. If the transaction or action is submitted again with the same ReqlD, Computop Paygate will
not carry out the payment or new action, but will just return the status of the original transaction or action.
Please note that the Computop Paygate must have a finalized transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which the ReqID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be processed regularly.
Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.
Note "payment" = ans..37 o Text that will we displayed as reason for payment to the customer
{"paydirek
t
{"note":
"L
Key REST Format CND Description Beschreibung
PaylD | "paymentld": an32 M ID assigned by Paygate for the payment to be Vom Paygate vergebene ID fur die gutzuschreibende
v credited Zahlung
Key REST Format CND Description Beschreibung
TransID "transactionld | ans..20 M TransactionID which should be unique for each TransaktionsID, die fir jede Zahlung eindeutig sein muss.
L payment. The underscore may not be used. Es darf kein Unterstrich verwendet werden.
RefNr | "referenceNu | ns..30 (o] Reference number (e.g. invoice number) which must | Referenznummer (z.B. Rechnungsnummer), die fiir jede
mber": "..." be unique for each return shipment Retoure eindeutig sein muss
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wéhrungseinheit (z.B. EUR Cent). Bitte
nt " Please contact the Computop Helpdesk, if you wantto ' wenden Sie sich an den Computop Helpdesk, wenn Sie
"value™: capture amounts <100 (smallest currency unit). Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.
..}
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy "currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
Key REST Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
* HMAC Authentication (Notify) * HMAC-Authentisierung (Notify)
Key REST Format CND Description Beschreibung
OrderDesc | "order": {"description™: ans..768 (o] Description of purchased goods, unit prices Beschreibung der gekauften Waren, Einzelpreise
"L etc. etc.
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Gibergibt das Paygate die
ata [userData]"™: parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
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Key

Reqld

Key

Note

Format CND

ans..32 0]

"payment": {"paydirekt":
{"note™: ".." }}

Description

To avoid double payments or actions (e.g. by ETM), enter an
alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

Format CND Description

ans..37 o
to the customer

Parameters for credits of paydirekt payments

Text that will we displayed as reason for payment

Beschreibung

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, ibergeben Sie
einen alphanumerischen Wert, der lhre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zurtick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate giltig ist,
danach wird sie vom Paygate geldscht.

Beschreibung

Text, der dem Kunden im Verwendungszweck
angezeigt wird

The following table describes the result parameters with which the Computop Paygate responds to your system

6 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

0 the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PaylD

XID
TransID

Status

Description

Code

refnr

UserData

Transacti

onlD

Key

PaylD

Key

XID

Key

"merchantld": "...

"transactionld™: "...

"description™: "..."

"referenceNumber"

"metadata
[userData]": "..."

Format CND

"status": "FAILED"

Format CND

an32 M

Format CND

an32 M

Format

Description

Description

ID assigned by Paygate for the payment, e.g. for

referencing in batch files as well as for capture or credit

request.

Description
ID for all single transactions (authorisation,

capture, credit note) for one payment assigned
by Paygate

CND Description

" ans..30 M MerchantID, assigned by Computop
"paymentld": "..." an32 M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or credit
request.
"xid L an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
" | ans..20 M TransactionID which should be unique for each payment
"status": "OK" a..50 OK (URLSuccess) or FAILED (URLFailure)
ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the Code
parameter for the transaction status analysis!
"code™: ... n8 Error code according to Paygate Response Codes (A4 Error codes)
ns..30 o Merchant’s unique reference number
ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
ans36 (0] Unique transaction-ID (UUID). The value is assigned by the paydirekt system.

Beschreibung

Vom Paygate vergebene ID fur die Zahlung; z.B. zur
Referenzierung in Batch-Dateien sowie im Capture- oder
Credit-Request.

Beschreibung

Vom Paygate vergebene ID fir alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fir eine Zahlung
durchgefihrt werden

Beschreibung
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TransID @ "transactionld": ans..20 M TransactionID which should be unique for each
payment
Key REST Format CND Description
Status | "status": "OK" a..50 M
"status": "FAILED"
Key REST Format CND Description
Descri | "descript | ans..1024 | M Further details in the event that payment is rejected.
ption jon": ".." Please do not use the Description but the Code
parameter for the transaction status analysis!
Key REST Format CND Description
Code "code": n8 M Error code according to Paygate Response Codes (A4 Error
codes)
Key REST Format CND Description
refnr "referenceNumber": "..." | ns..30 o Merchant's unique reference number
Key REST Format CND Description
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description
Transacti ans36 o Unique transaction-ID (UUID). The value is assigned
onlD by the paydirekt system.

Result parameters for credits of paydireckt payments

Reverse

Transaktions-ID, die fiir jede Zahlung eindeutig sein
muss

Beschreibung

OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)

Beschreibung
Nahere Beschreibung bei Ablehnung der Zahlung. Bitte

nutzen Sie nicht den Parameter Description, sondern Code
fur die Auswertung des Transaktionsstatus!

Beschreibung

Fehlercode geméaR Paygate Antwort-Codes (A4
Fehlercodes)

Beschreibung

Eindeutige Referenznummer des Handlers

Beschreibung

Wenn beim Aufruf angegeben, ibergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Eindeutige Transaktions-ID (UUID). Der Wert wird durch das
paydirekt-System vergeben.

Reversals are possible via a Server-to-Server connection. In order to reverse a paydirekt transaction, please use the following URL:

https://www.computop-paygate.com/reverse.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for

each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description

Merch | BasicAut | ans..30 M

antlD h.
Userna
me

PaylD | "paymen | an32 M ID assigned by Paygate for the payment to be reversed
tid™: L

TransID| "transact & ans..20 M

ionld":

MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

TransactionID which should be unique for each payment. The underscore may not be used.
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Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture

Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and
may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop Paygate will
not carry out the payment or new action, but will just return the status of the original transaction or action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action (authentication
lauthorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which the ReqID functionality on Paygate does not take effect.

Beschreibung
Vom Paygate vergebene ID fir die zu stornierende
Zahlung
Beschreibung
TransaktionsID, die fur jede Zahlung eindeutig sein muss.
Es darf kein Unterstrich verwendet werden.
Beschreibung
Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte

wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Amou | "amount | n..10 M
nt " amounts <100 (smallest currency unit).
"value™
..}
Curren | "amount | a3 M
cy "
"currenc
y' )
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
®* HMAC Authentication (Request)
® HMAC Authentication (Notify)
Reqgld | "request @ ans..32 (0]
I
Submissions with identical ReqID for an open status will be processed regularly.
Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.
Key REST Format CND Description
PaylD | "paymentld": an32 M ID assigned by Paygate for the payment to be
L reversed
Key REST Format CND Description
TransID| "transactio | ans..20 M TransactionID which should be unique for each
nid™: ".." payment. The underscore may not be used.
Key REST Format CND Description
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent).
nt " Please contact the Computop Helpdesk, if you want to
"value™: capture amounts <100 (smallest currency unit).
..}
Key REST Format CND Description
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD,
cy “"currency": GBP. Please find an overview here: A1 Currency table
Key REST Format CND Description
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
® HMAC Authentication (Request)
®* HMAC Authentication (Notify)
Key REST Format CND Description
Reqld | "requestl | ans..32 [¢] To avoid double payments or actions (e.g. by ETM), enter an

dmr. alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the

original transaction or action.

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

Parameters for reversals of paydirekt payments

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, ibergeben Sie
einen alphanumerischen Wert, der lhre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zuriick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate giltig ist,
danach wird sie vom Paygate geléscht.
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The following table describes the result parameters with which the Computop Paygate responds to your system
0 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

ﬂ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key REST Format CND Description
mid "merchantld": "..." ans..30 M MerchantID, assigned by Computop
PaylD | "paymentld": "..." an32 M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or credit
request.
XID "xid L an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
TransID = "transactionld": "..." ' ans..20 M TransactionID which should be unique for each payment
Amount | "amount": { n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to
"value": ...} capture amounts <100 (smallest currency unit).
Curren | "amount": { a3 M Currency, three digits DIN / 1SO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy "currency™: "..."}
Status | "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure)
"status": "FAILED"
Descrip | "description": "..." ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the Code
tion parameter for the transaction status analysis!
Code "code": ... n8 M Error code according to Paygate Response Codes (A4 Error codes)
Key REST Format CND Description Beschreibung
PaylD @ "paymen @ an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
thd™: L referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xId": an32 M ID for all single transactions (authorisation, Vom Paygate vergebene ID fur alle einzelnen Transaktionen
capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fur eine Zahlung
by Paygate durchgefihrt werden
Key REST Format CND Description Beschreibung
TransID | "transactionld": ans..20 M TransactionID which should be unique for each Transaktions-ID, die fiir jede Zahlung eindeutig sein
payment muss
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
nt " Please contact the Computop Helpdesk, if you wantto | wenden Sie sich an den Computop Helpdesk, wenn Sie
"value™: capture amounts <100 (smallest currency unit). Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.
o}
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy "currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
Key REST Format CND Description Beschreibung
Status | "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure) | OK (URLSuccess) oder FAILED (URLFailure)

"status": "FAILED"

Key REST Format CND Description Beschreibung
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Descri | "descript | ans..1024 | M Further details in the event that payment is rejected. Nahere Beschreibung bei Ablehnung der Zahlung. Bitte

ption jon": "... Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Key REST Format CND Description Beschreibung
Code "code": n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode geméaR Paygate Antwort-Codes (A4
codes) Fehlercodes)

Result parameters for reversal of paydirekt payments

Batch processing via the interface

Basic information about using Batch files and about their structure can be found in the Batch Manager manual. Within batch processing not alle
functions are available which are usually available for the online interface.

This section describes the parameters which must be transferred within the data set (Record) for executing a paydirekt payment and which
information can be found within the response file about the payment status.

Following table gives an overview of all batch versions that are possible for a specific action and their specialities:

Action Version Description
Capture  1.0/2.0 Standard version without return of parameter Code
1.x/2x with RefNr (valid for all versions other than 1.0)
Credit 1.0/2.0 Standard version without return of parameter Code

1x/2x with RefNr (valid for all versions other than 1.0)

Description of the possible batch versions

The structure for a paydirekt payment within a Batch file to be submitted is the following:

HEAD, <Mer chant | D>, <Dat e>, <Ver si on>

PAYDI REKT, Capt ur e, <Amount >, <Cur r ency>, <Tr ansl| D>, (<Ref Nr >, ) <Pay| D>
PAYDI REKT, Cr edi t, <Anmount >, <Cur r ency>, <Tr ansl D>, (<Ref Nr >, ) <Pay| D>
PAYDI REKT, Rever se, <Anount >, <Cur r ency>, <Tr ansl| D>, (<Ref Nr >, ) <Pay| D>
FOOT, <Count Recor ds>, <SumAnount >

Example for Master MID function:

HEAD, [ Mast er] Mer chant | D, Dat e, 2. x
Type, Action, [ Sl ave] M D, Anmount , Currency, Transl D, Dat a (depends on Action)
FOOT, Count Recor ds, SumAnount

The following table describes the individual fields and values used within the data set (record) in the batch file:

Key Format CND Description

Type a.11 M HEAD for Header, FOOT for Footer, PAYDIRECT for paydirekt
Action | a..20 M The parameter Action defines the type of transaction:

Capture

Credit

Reverse (cancellation)

Amount ' n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture amounts
<100 (smallest currency unit).
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Curren ' a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
cy

TransID | ans..64 M TransactionID provided by you which should be unique for each payment
refnr ns..30 (@] Merchant’s unique reference number
PaylD | an32 M ID assigned by Paygate for this transaction
Key Format CND Description Beschreibung
Amou | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
nt Please contact the Computop Helpdesk, if you want to wenden Sie sich an den Computop Helpdesk, wenn Sie Betrage <
capture amounts <100 (smallest currency unit). 100 (kleinste Wahrungseinheit) buchen méchten.
Key Format CND Description Beschreibung
Curren | a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR, USD, GBP.
cy Please find an overview here: Al Currency table Hier eine Ubersicht: A1 Wahrungstabelle
Key Format CND Description Beschreibung
TransID ' ans..64 M TransactionID provided by you which should be unique for each lhre eigene TransaktionsID, die fur jede Zahlung eindeutig
payment sein muss
Key Format CND Description Beschreibung
refnr ns..30 o Merchant’s unique reference number = Eindeutige Referenznummer des Handlers
Key Format CND Description Beschreibung
PaylD | an32 M ID assigned by Paygate for this transaction = Vom Paygate vergebene ID fiir diese Transaktion

Description of fields within the record for Batch files

The record area within the response file for Batch transactions looks as follows:

HEAD, <Mer chant | D>, <Dat e>, <Ver si on>

PAYDI REKT, Capt ur e, <Amount >, <Cur r ency>, <Tr ansl| D>, ( <Ref Nr >, ) <Payl D>, <St at us>, <Code>
PAYDI REKT, Cr edi t, <Armount >, <Cur r ency>, <Tr ansl D>, (<Ref Nr >, ) <Pay| D>, <St at us>, <Code>
PAYDI REKT, Rever se, <Anmount >, <Cur r ency>, <Tr ansl| D>, (<Ref Nr >, ) <Payl D>, <St at us>, <Code>
FOOT, <Count Recor ds>, <SumAnount >

The following table describes the response parameters which the Batch Manager saves in the Record area for each transaction (standard parameters
not explained here, such as <TransID> or <RefNR> and request parameters are returned unchanged and correspond to the call as specified before):

Key Format CND Description

Action | a..20 M The parameter Action defines the type of transaction:
Capture
Credit
Reverse (cancellation)
PaylD | an32 M ID assigned by Paygate for this transaction
Status | a..50 M OK (URLSuccess) or FAILED (URLFailure)
Code | n8 M Error code according to Paygate Response Codes (A4 Error codes)
Key Format CND Description Beschreibung
PaylD ' an32 M ID assigned by Paygate for this transaction = Vom Paygate vergebene ID fiir diese Transaktion
Key Format CND Description Beschreibung

Status = a..50 M OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)
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Key Format CND Description Beschreibung

Code n8 M Error code according to Paygate Response Codes (A4 Error codes) | Fehlercode geméaR Paygate Antwort-Codes (A4 Fehlercodes)

Description of result parameters within the record for Batch files
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