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Info Apple Pay is a digital wallet for storing payment details, providing an easy and secure way © Calling the |nte_rface
to pay in iOS applications, websites running on Safari browser and contactless POS © Capture / Credit /
terminals. In applications and on websites, users can quickly and securely provide their Reversal o
payment, shipping, and contact information to check out with just one touch using Apple’s © Batch processing via
Touch ID. Apple Pay’s simplicity increases conversion rates and new user adoption that the interface

come with it.

Type | Payments by eWallet

Computop’s Apple Pay solution supports following scenarios:

® |n-application payments (also part of the Computop SDK)
* Web payments

Notice: Regarding the liability shift in case of the card processing, please contact your Acquirer directly.
Because Computop is not a direct contract partner, your Acquirer should specify the liability shift rules for
each card brand.

Notice: For further information about the button solution for Apple Pay, please see https://support.
computop.com/hc/en-gb/articles/4559076653970-Apple-Pay-und-Google-Pay-button-solution-PaySSL-
aspx?source=search.

Web payment

Apple Pay on the Web enables purchases while using Safari web browser. For shopping on iPhone or
iPad, after selecting checkout with Apple Pay, a payment sheet appears, prompting the customer to
confirm payment via Touch ID. For shopping on Mac, customers need to have an iOS device in close
range, and they'll be prompted on that device to authorize the payment, which will then synchronize to
the browser. The latest Mac Book Pro allows customers to authorize payment directly on the Mac Book.

Apple Pay requirements:

® jOS 10. Apple Pay Web payments are supported on all iOS devices with a Secure Element.
® macOS 10.12. Apple Pay Web payments are supported in Safari.
© The user must have an iPhone or Apple Watch that can authorize the payment.
© On the latest Mac Book Pro payments can be authorized directly via Touch 1D
® All pages that incorporate Apple Pay must be served over HTTPS.
® Your website must comply with the Apple Pay guidelines. For more information, see Apple Pay
on the Web Acceptable Use Guidelines
® Server requirements

In-app payment

Apple Pay can be used for payments within the iOS applications. The main advantage of Apple Pay is
that it is frictionless process with no need to re-type credit card data, shipping or billing address, which
can be cumbersome on the smaller iPhone screens. Customer just choose to checkout with Apple Pay
and confirms the payment with Touch ID.

Merchants can also use Computop’s SDK for facilitating the in-app payment integration, making it easier
and faster.

Apple Pay requirements:

* Apple Pay in-app payments are supported on all iOS devices with a Secure Element.
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Process flow chart
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Apple Pay process flow

Presenting the Apple Pay button

Within apps, PassKit provides the API's that your app will use to determine if it is running on a device
with a Secure Element and if the device has been provisioned with payment cards that you support. On
websites, WebKit provides APIs that allow your website to check if the individual has an Apple Pay
capable device and if it is set up.

If the device is Apple Pay enabled you should present the Buy with Apple Pay button using APIs supplied
within PassKit within apps and Webkit within Safari.

Presenting the Payment Sheet

When your user selects goods or services to buy, and selects Apple Pay as the payment method, you
create a payment request and ask PassKit in apps or Webkit on your website to present the payment
sheet to the user. The payment sheet must immediately follow the user tapping the Apple Pay button,
without any interim screens or pop-ups except to prompt for necessary product details, such as size or
quantity.
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Your app specifies the contents of the payment sheet but it does not control the user’s interaction with
the sheet. You must decide if it makes sense to present shipping and billing information, shipping
method, and other line items to the user. You should only request the information necessary to process
the transaction.

Processing Payments

Once authorized by the user with Touch ID (and bank PIN code in China), your app receives a payment
token from PassKit. The payment token encapsulates the information needed to complete a payment
transaction, including the device-specific account number, the amount, and a unique, one-time-use
cryptogram. The encrypted payment bundle will be decrypted by Computop, which then handles the
whole processing of the transaction.

Step by Step Set-Up Guide for Apple Pay

Once you have decided to support Apple Pay, there is a set of steps that need to be completed:

1. Validate if the Acquirer supports Apple Pay
a. Not all Acquirers are supporting Apple Pay for in-app and web payments
b. Computop can provide information about supporting Acquirers

2. Create Merchant ID, unique identifier that represents a merchant for Apple Pay
a. Access your Apple Developer Account and visit the Certificates, Identifiers & Profiles section of the Apple member center. You can
then navigate to Merchant IDs and click add.
b. Set your Merchant ID. The identifier you enter should be a reverse DNS style identifier prefixed with the word "merchant". Please
note that no umlauts or special characters may be included.
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c. Send your Apple Merchant ID to Computop.



3. Create Payment Processing Certificate, used to securely transfer payment data. Apple Pay servers use the payment processing certificate’
s public key to encrypt the payment data.
a. Computop creates Certificate Signing Request (CSR).
i. With your Apple Merchant ID Computop Helpdesk creates the Apple Pay CSR and provides you with this information.
ii. CSR will be needed by Apple to generate actual certificate for signing Payment Token
b. Upload CSR at Apple
i. In Member Center, select Certificates, Identifiers & Profiles. Under Identifiers, select Merchant IDs. Select the merchant ID
from the list, and click Edit.
ii. Click Choose File, select the CSR received from Computop and click Generate.
iii. Download the certificate by clicking Download, and click Done.
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4. Enable Apple Pay for your app in Xcode
a. Open Capabilities pane
b. Select the switch in the Apple Pay row, and then select the merchant IDs you want the app to use.

v 2 Avole Pay (o I
Merchant IDs: ) merchant.com.example

+ G

Steps: ' Add the "Apple Pay” entitiement to your entitlements file
+ Add the "Apple Pay" entitiement to your App ID
v Add the "Apple Pay identifiers” entitiement to your App ID

5. (WEB ONLY) Create Merchant Identity Certificate. A Transport Layer Security (TLS) certificate used to authenticate your merchant
sessions with the Apple Pay servers.

To register and verify your domain, and create your Merchant Identity Certificate:

a. In Member Center, select Certificates, Identifiers and Profiles.
b. Under Identifiers, select Merchant IDs.

c. Select the merchant ID from the list, and click Edit.

d. In the Apple Pay on the Web section, click the Add Domain
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e. Enter your fully qualified domain name, and click Continue.

Discaver Design

Certificates, Identifiers & Profiles

Touse Apple Pay on the web you must register and verify your fully gualified domain
name. To begin enter your domain below,

Enter the domain you wish to register

hitps:// | mystore.example.com
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f. The site creates a file and makes it available to download. Download this file and host it at the provided location.
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g. As soon as the file is available on your server, click the Verify button. If the verification succeeds, the site returns to the iOS
Merchant ID Settings page and shows a green Verified status label.

h. In the Apple Pay on the Web section, click the Create Certificate Follow the instructions to create and download your Merchant
Identity Certificate. Use this certificate when requesting a merchant session during payment validation. For more information, see Me
rchant Validation in ApplePaySession.

6. Integrate Apple Pay at your application or web shop
a. Follow guidelines: https://developer.apple.com/apple-pay

b. Important: When creating PKPaymentRequest, request.merchantCapabilities = PKMerchantCapability3DS. Computop only
supports 3DS types.

Paygate interface

Definitions

Data formats

Format Description

a alphabetical

as alphabetical with special characters
n numeric

an alphanumeric

ans alphanumeric with special characters
ns numeric with special characters

bool boolean expression (true or false)


https://developer.apple.com/reference/applepayjs/applepaysession#2166532
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https://developer.apple.com/apple-pay

3 fixed length with 3 digits/characters

.3 variable length with maximum 3 digits/characters
enum enumeration of allowed values
dttm ISODateTime (YYYY-MM-DDThh:mm:ss)

Abbreviations

Abbreviation Description Comment

CND condition

M mandatory If a parameter is mandatory, then it must be present

(0] optional If a parameter is optional, then it can be present, but it is not required

C conditional If a parameter is conditional, then there is a conditional rule which specifies whether it is mandatory or optional

Notice: Please note that the names of parameters can be returned in upper or lower case.

Calling the interface

Two transactions are created when making a credit card payment via Apple Pay. In the Apple Pay transaction the required credit card data are
determined first and the actual credit card transaction is then carried out automatically. This takes place via a server-to-server connection and
supports all usual credit card transaction options. The difference here, however, is that you don't transmit the credit card information, which you don't
know. Instead, you transmit the PKPaymentToken generated by Apple Pay, which contains the required credit card data in encrypted form.

In order to make a credit card payment with Apple Pay, please use the following URL:

https://www.computop-paygate.com/applepay.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

The table describes just basic parameters. It is also possible to include all credit card payment parameters (without credit card data). More information
about this you can find within Card processing. If you are processing Recurring or stored Credential on File transactions, please make sure to review
all the necessary information in "COF Mandate Integration Guide". If there are any specific parameters that are mandatory for credit card payment,
these parameters are also mandatory for Apple Pay.

Key REST Format CND Description

Merchan ' BasicAuth. = ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

tiD Username

TransID | "transactio ' ans..64 M TransactionID provided by you which should be unique for each payment
g

RefNr "reference  ns..30 C Unique reference number. Mandatory in case that this parameter is mandatory for merchant's card processing.
Number":

Amount | "amount™: | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture amounts <100 (smallest currency unit).
{"value"
2}

Currency  "amount”: | a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
{

"currency"

MAC - ané4 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

® HMAC Authentication (Request)
* HMAC Authentication (Notify)

UserData "metadata = ans..1024 (o] If specified at request, Paygate forwards the parameter with the payment result to the shop.
[userData]

RTF al [e] Establishment of Credential on File Agreement (Cardholder agrees that his card data can be stored for further transactions).

Capture an..6 oM Determines the type and time of capture.


https://www.computop-paygate.com/
https://developer.computop.com/display/EN/Create+an+API+call+and+use+encryption
https://developer.computop.com/display/EN/Card+processing
https://developer.computop.com/display/EN/MerchantID
https://developer.computop.com/display/EN/MerchantID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/TransID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Amount
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
mailto:helpdesk@computop.com
https://developer.computop.com/display/EN/Currency
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/A1+Currency+table+EN
https://developer.computop.com/display/EN/MAC
https://developer.computop.com/pages/viewpage.action?pageId=37193623
https://developer.computop.com/pages/viewpage.action?pageId=37193624
https://developer.computop.com/display/EN/UserData
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Capture

OrderDe
sc

URLNoti
fy

Merchan
tIDExt

TokenExt

“capture":
{"auto":
"Yes"}

“capture":
{"manual":
"Yes'}

“capture”:

“order":
{"descripti
on":".."}

"urls™:
{"notify":

“payment"

{"applePa
v
“merchantl
dentifierOf
PublicKey"
H

"payment"
k“appIePa
v g
“"token":

"L

ans..64

ans..256

ans..128

ans..6000

Capture Mode Description

AUTO Capturing immediately after authorisation (default value).
MANUAL Capturing made by the merchant. Capture is normally initiated at time of delivery.
<Number> Delay in hours until the capture (whole number; 1 to 696).

Description of purchased goods, unit prices etc.

Complete URL which Paygate calls up in order to notify the shop about the payment result. The URL may be called up only via port 443. It may not contain
parameters: Use the UserData parameter instead.

0Common notes:

* We recommend to use parameter “response=encrypt" to get an encrypted response by Paygate
* However, fraudster may just copy the encrypted DATA-element which are sent to URLFailure and send the DATA to URLSuccess/URLNotify. Therefore
ensure to check the "code"-value which indicates success/failure of the action. Only a result of "code=00000000" should be considered successful.

Merchant Identifier of Public Key

Mandatory if more then one Merchant Identifiers are stored with Computop

Apple Pay PKPaymentToken as JSON string in the Base64 format

Example for TokenExt

"paynent Data": {

"data":
"@ Ziyzsl 6r 6l nPYUeceR6i t k2PDyBozl 2Xy77c5u2X8Ze7| 5EasyyHAQ6BoAevr vBf eOFNUNARBEXRy
SLwggnpUHO6Du
/ anZEECRXx| r HH1wFgH40oXr y2CTDRu7Tal | mR+s3i en5J1 8i WW9hoEW hyJOE7QGaS6r f RLCt ADWE
Ug/ t FnW@8t j 3kwKU6i OAAVE467boopMDGBS1f K5Hz GXs4hH
/ 6r +LPRf SOKBi 1L5VWAexs9Bzw3ByyG69i 52doRuFb1xCcMAIbnPg40hap13l j BWsdnj 1phbsqP2i
1 IxvWPV3Ecuqgpul oVZr 5w53w
/1 pPsl 54kmeXNddl j VD5dI hhOKZ8AznD4elL2dbzkp6bi ¢8xScBf 3GBhr KXTRTL7V+KT2S+TQ i HNOSNX
r FuéB6o=",

"signature":
"M AGCSqGSI b3DQEHAGqCAM ACAQEXDz ANBgl ghk gBZQVEAgEFADCABgkghki GOWOBBWEAAKCAM | D4zC
CA4i gAwl BAgl | TDBBSVGAVDYWCgY! KoZIl zj OEAW wej EuMONGALUEAWM QXBwbGUgQXBwhd | YXRpb24
gSWB0ZWly YXRpb24gQOEgL SBHVE EMVCQGAL UECwmwd QXBwb GUgQRVydd maWAhdd vbi BBdXRob3JpdHk
x Ez ARBgNVBAOMCK Fwe Gx| | El uYy4x Cz AJBgNVBAYTAI VTVB4AXDTESMDUx ODAX Mz | 1IN1oXDTI OMDUXN A
xMzl 1NLowXz El MCMGATUEAWWC ZWNj LXNt cCLi cnBr ZXI t c2l nbl 9VQz @ UFJ PRDEUMBI GATUECWwwL_aU9
TI FN5c 3Rl bXMk Ez ARBgNVBAOMCK Fwe G| | El uYy4x Cz AJBgNVBAYTAI VTMFkWEWYHKo0ZI zj 0CAQYI KoZ
| zj 0DAQc DQgAEWhV37evW 71 hj 2j dcJChl Y3HsL1vLCg9hGCV2Ur OpUEbgOl O2BHz QHE DIk 8c VMP36z |
g1rrV1Q Okom PnwPE6EOCAhEWggl NVAWGAL Ud EWEB/ WQCVAAWHWYDVROj BBgwFoAUI
[ JIXE+T508n5sT2KGwW
/ or v9LkswRQYI KwYBBQUHAQEECT A3VDUGCCs GAQUFBz ABhi | odHRWO 8vhb2Nzc C5hcHBsZS5) b20vb2N
zcDAOLWAWe Gxl YW | YTMMV] CCAROGALUdI ASCARQWGGEQM | BDAYJKoZI hvdj ZAUBM H+M HDBggr BgE
FBQcCAj CBt gyBs1Jl bG@ hbnmNl | Qul HRoaXMyY2Vydd maVWWNhdGUgYnkg YWs51 HBhenR51 GFzc 3Vt ZXM
gYWN ZXBOYWBj ZSBvZi B0OaGUgdGhl bi BhcHBsaWAhYnx | | HNOYWsk YXJKI HRI cmlz| GFuZCBj b25kaXR
pb25z1 Bm HVzZSwgY2Vydd maVWhdGUgc PsaVWN51 GFuZCBj ZXJ0aWzZpY2F0aWul HBy YWNOaWNI | HN
0YXR bW/udHMuMDYGCCs GAQUFBW BFi podHRWO 8vd3d3LnFwe Gxl Lmi\vbS9j ZXJ0aWZpY2FOZWF1dGh
venm 0e SSWNAYDVROf BCOWKz ApoCegJ YYj aHROcDovL2NybC5hcHBsZS5) b20v YXBwbGVhaVWNh My 5) cnw
WHQYDVROOBBYEFJRX22/ VdI GG Yl 2L35XhQ¥ nmlgk MAAGA1Ud DWEB
/ WQEAW HgDAPBgk ghki G92Nk BhOEAgUAMA0 GCCq GSMA9BAMCAOK AMEYCI QC+CVef 5x4eclt Vsa+st Mev
60Rf MBhSI scl EAK2Hr 1vVQ hANGLNQpd1t 1us XRgNbEess6Hz6Pnr 2y9g4CIDcgs3apj M | C7j CCAnVg
Awl BAgl | SWOvvzqY2pcwCgYIl KoZl zj 0EAWM wZz EbMBk GA1 UEAWWSQXBwh GUg UmBv d CBDQSAL | Ecz MBYw
JAYDVQQLDB1BcHBsZSBDZXJ0aWZpY2F0aVWul EF1dGhven 0e TETMBEGALUECGWKQXBwh GUgSWEj Lj EL
MAk GA1 UEBhMCVWMaHhc NMTQAMNTA2M MONj MWhc NV kwNTA2M MONj My B6 MS4w AYDVQQDDCVBC HBs
ZSBBcHBsaVWAhdd vbi BJbnR Z3Jhdd vbi BDQSAt | Ecz MSYwJ AYDVQQLDB1Bc HBs ZSBDZXJ0aWZpY2FO0
aVul EF1dGhven 0e TETMBEGALUECGWKQXBwWh GUg SWbj Lj EL MAk GALUEBhMCVWMMWATATBgcghkj OPQ B
Bggghkj OPQVBBWNCAATWFx GEGddkhdUaXi \BB3bogKLv3nuuTeCN EuT4TNWLWZbNa4i 0Jd2DSJCe7o0l
/ XYXzoj Ldrt ncL71 6CnE
/ 1RFo4H3M HOMEYGCCs GAQUFBWEBBDoWODA2 Bggr BgEFBQCWAYYgaHROc DovL29j c3AuYXBwbGUuY29t
L29j c3AWMNCLhcHBsZXJvb3Rj YWz MBOGA1UdDgQUBBQ 8knET5Pk7yf mkPYobD+i u
/ OuSz APBgNVHRVBAf 8EBTADAQH MB8GA1UdI wQYMBaAFLUW3gFYMdi apl qZ3r 6966
/ ayy Sr MDc GAL Ud HwQMVCAWL KAqo Gl GImhOdHAGLY 9j ¢ mwuYXBwbGUu Y29t L2Fwe Gxl cmBvdG\hZzMuY3
JsMAAGAL1UdDWEB
1 WQEAW BBj AQBgoqghki G92NkBgl OBAI FADAKBggqghkj OPQQDAgNNADBKA] A6z 3KDURaZs Yb7Nc NV nK
/ 9Bf t 2Q@1TaKOvvGcgV5Ct 4n4nPebWZ+Y1UEN 53pw4CMVDI t 1UChsKMFd2xd8z g7k 9F3ws| VWWT8Z
yaY!l Sh1T4en0dbncubCYkhYQaZDwrSHQAAMYI Bi z CCAYc CAQEWD YYwej EuMOWGALUEAWMM QXBwbGUg QX
Bwbd j YXRpb24gSWs0ZWly YXRpb24gQOEgL SBHVz EmMVCQGALUECwWvd QXBwb GUg QR Vy dG meWAhdd v bi
BBdXRob3JpdHkx Ez ARBgNVBAOMCK Fwe Gx1 | El uYy4xCz AJBgNVBAYTAI VTAGhMVEFJUZ1UN) ANBgl ghk
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gBZQVEAgEFAKCBI TAYBgkghki GOWOBCQWK OwYJKoZI hve NAQe BMBWGCS(GSI b3DQEJBTEPFWOYM Ay M
Mk MDMy Mz FaMCo GCSq GS| b3DQEJ NDEdMBswWDQYJ Y1 ZI AWUDBAI BBQChCgYI KoZl zj OEAWM WLwYJKoZI hv
cNACQKEMSI El KELTeQBJkyBdJ9Ge0BI nVOTl qU4sV75S
/ aC6sJM HxbMA0GCCqGSMA9BAMCBEYWRAI gCOi KpRgZQE2vMCSczj MRe+4b0aqi O79D2d0+9CKMMASBCI
CnC+e7RBgl PVbA32ZsKOv8e3i TdvnilOaH ABCDEFGHI JKL",
"header": {
"publ i cKeyHash": " Ogi D2gBTWf/ a+LDshFeQcPq6t OmePuOepHpP4ZkNi cc=",
"ephener al Publ i cKey": "MrkwEWYHKo0ZI zj 0CAQYI KoZI zj 0DAQc DQgAEC
/ HxA31 JZr C+BOI Ton®Dl j i +gFdn7i vG pl +f | 2u8n8XByPgBaVK2b44qUvsG goNdOOFLNXo0QO7R2B54

el dS3A==",
"transactionld":

"156632b2aadf 355d4958d9051a42bf 62e07aea5716e72083aa64247944f 6e3el4d"

.

"version": "EC vl"

b,
"paynent Met hod": {

"di spl ayNanme": "MasterCard 0063",

"network": "MasterCard",
"type": "debit"

"transactionldentifier":

"156632B2AAD12F355D4958D9051A42BF62E07AES716E720AA6424794F6E3EL14567D"

Channel “channel”: = a..10 (o] Channel over which the order is processed.
Foypet
. Allowed values are WEBSITE and MOBILE_APP
Key REST Format CND Description

TransID' "transactionld”: = ans..64 M

for each payment

TransactionID provided by you which should be unique

Beschreibung

lhre eigene TransaktionsID, die fur jede Zahlung
eindeutig sein muss

Key REST Format CND Description Beschreibung
RefNr | "referenceN | ns..30 C Unique reference number. Mandatory in case that this Eindeutige Referenznummer. Pflicht, wenn dieser
umber": ".." parameter is mandatory for merchant's card processing. Parameter fir die Kartentransaktion des Handlers Pflicht
ist.
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
nt " Please contact the Computop Helpdesk, if you wantto | wenden Sie sich an den Computop Helpdesk, wenn Sie
"value™: capture amounts <100 (smallest currency unit). Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.
.
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy “"currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
..}
Key REST Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
®* HMAC Authentication (Notify) ® HMAC-Authentisierung (Notify)
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Gibergibt das Paygate die
ata [userData]"™: parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
RTF al (0] Establishment of Credential on File Agreement Einrichtung der Vereinbarung fur hinterlegte Zugangsdaten
(Cardholder agrees that his card data can be (Karteninhaber stimmt zu, dass seine Kartendaten fur weitere
stored for further transactions). Transaktionen gespeichert werden durfen).
Key REST Format CND Description Beschreibung
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Capture| "capture":

{"auto":
"Yes"}

"capture":

{"manual":

"Yes"}

"capture": ...

Key

REST

OrderDesc | "order": {"description™:

Key REST Format
URLNo | "urls™ ans..256
tify {"notify":

Key REST Format
Merchan = “payment"  ans..128
tIDExt

{"applePa
v
"merchantl
dentifierOf
PublicKey"

BN

TokenExt "payment” @ ans..6000

(‘applePa
v
“"token":

"LUh

M

CND

CND

OM Determines the type and time of capture. Bestimmt Art und Zeitpunkt der Buchung (engl. Capture).
Capture Description Buchungsart Beschreibung
Mode
AUTO Buchung sofort nach Autorisierung
AUTO Capturing immediately after (Standardwert).
authorisation (default value).
MANUAL Buchung erfolgt durch den Handler - in der
MANUAL Capturing made by the Regel die Buchung zum Zeitpunkt der
merchant. Capture is Warenauslieferung bzw. Leistungserbringung.
normally initiated at time of
delivery. <Zahl> Verzdgerung in Stunden bis zur Buchung
(ganze Zahl; 1 bis 696).
<Number> | Delay in hours until the
capture (whole number; 1 to
696).
Format CND Description Beschreibung
ans..64 M Description of purchased goods, unit prices Beschreibung der gekauften Waren, Einzelpreise
etc. etc.
Description Beschreibung

Complete URL which Paygate calls up in order to notify the shop
about the payment result. The URL may be called up only via
port 443. It may not contain parameters: Use the UserData param
eter instead.

o Common notes:

* We recommend to use parameter “response=encrypt" to
get an encrypted response by Paygate

* However, fraudster may just copy the encrypted DATA-
element which are sent to URLFailure and send the DATA
to URLSuccess/URLNOotify. Therefore ensure to check the
"code"-value which indicates success/failure of the action.
Only a result of "code=00000000" should be considered
successful.

Description
Merchant Identifier of Public Key

Mandatory if more then one Merchant Identifiers are stored with Computop

Apple Pay PKPaymentToken as JSON string in the Base64 format

Example for TokenExt

{
"paynent Data": {

"data":
"G Ziyzsl 6r 6l nPYUeceR6i t k2PDyBozl 2Xy77c
5u2X8Ze7| 5EasyyHAQ6BoAevr vBf eOFNUNARBEX
Ry SLwggnpUHO6Du
[ anZEECRXx| r HO1wFgH4oXr y2CTDRu7Tal | mR+
s3i en5J1 8i WWIOhoEW hyJOE7QGaS6r f RLCt Q4DW
JEUg
/ t FnV@8t j 3kwKUBi OAAVE467boopMDGBS1f K5Hz
GXs4hH
/ 6r +LPRf SOKBi 1L5VWAexs9Bzw3ByyG69i 52doR
uFb1xCcMAIbnPg40hapl13l j BWednj 1phbsqP2i
1 IxvWPV3Ecuqpul oVZr 5w63w
/1 pPs| 54kmeXNddl j VD5dI hhOKZ8AznD4elL2dbz
kp6bi c8xScBf 3G8hr KXTRTL7V+KT2S+TQ i HNOS
NXr Fu6B6o="',

"signature":
"M AGCSqGSI b3DQEHAqCAM ACAQEXDz ANBgl ghk
gBZQVEAgEFADCABgk ghki GOWOBBWEAAKCAM | D4
zCCA4i gAW BAgl | TDBBSVGAVDYwCgYI KoZl zj OE
Awl wej EuMOWGALUEAWM QXBwbGUgQXBwbd j YXR

Vollstéandige URL, die das Paygate aufruft, um den Shop zu
benachrichtigen. Die URL darf nur Giber Port 443 aufgerufen werden.
Sie darf keine Parameter enthalten: Nutzen Sie stattdessen den
Parameter UserData.

0Allgemeine Hinweise:

* Wir empfehlen, den Parameter "response=encrypt" zu
verwenden, um eine verschlisselte Antwort von Paygate zu
erhalten

Betriiger konnten das verschliisselte DATA-Element kopieren,
welches an URLFailure gesendet wurde, und betriigerisch
dasselbe DATA an URLSuccess/URLNotify senden. Uberpriifen
Sie daher unbedingt den "code"-Wert des DATA-Elements. Nur
eine Antwort mit “"code=00000000" sollte als erfolgreich
angesehen werden.

Beschreibung
Merchant Identifier des Public Keys

Pflicht, wenn mehr als ein Merchant Identifier bei Computop hinterlegt ist.

Apple Pay PKPaymentToken als JSON-String im Base64-Format

Beispiel fiir TokenExt

{
"paynent Data": {

"data":
"Q Ziyzsl 6r 6l nPYUeceR6i t k2PDyBozl 2Xy77¢c
5u2X8Ze7| 5EasyyHAQ6BoAevr vBf eOFNUNARBEX
Ry SLwgqnpUHO6Du
/ anZEECRXx| r HH1wFqH40Xr y2CTDRu7Tal | mR+
s3i en5J1 8i W9OhoEWhy JOE7QGaS6r f RLCt (4DW
JEWg
[t Fn\V@8t j 3kwKU6i OAAVE467boopMDGEBSLf K5Hz
GXs4hH
/ 6r +LPRf SOKBi 1L5VWAexs9Bzw3ByyG69i 52doR
uFb1xCcMAIbnPg40hap13l j BWdnj 1phbsqgP2i
/ IxvWPV3Ecuqpul oVZr 5w563w
/1 pPs| 54knmeXNddl j VD5dl hhOKZ8AznD4elL2dbz
kp6bi c8xScBf 3G8hr KXTRTL7V+KT2S+TQ i HNOS
NXr Fu6B6o=",

"signature":
"M AGCSqGSI b3DQEHAqCAM ACAQEX Dz ANBgl ghk
gBZQVEAgEFADCABgkghki GOWOBBWEAAKCAM | D4
zCCA4i gAW BAgl | TDBBSVGAVDYWCgY! KoZl zj OE
AW wej EuMOWGALUEAWMM QXBwbGUgQXBwbd j YXR
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pb24gSW50ZWly YXRpb24gQOEgL SBHMz EmMMCQGAL
UECwwd QXBwb GUg QR Vy dd maVWhdd vbi BBdXRob
3JpdHkx Ez ARBgNVBAOMCKk Fwe G| | El uYy4xCzAJ
BgNVBAYTAI VTVBAXDTESMDUx ODAX Mz | 1N1oXDTlI

OMDUXN AxMz | 1N1owXz El MCMGALUEAWWC ZWNj LX
Nt cCli cnBr ZXI t c2l nbl 9VQz Q& UFJPRDEUMBI GA
1UEOWLaU9TI FN5c 3Rl b XMk Ez ARBgNVBAOMCK Fw
cGxl | El uYy4xCzAJBgNVBAYTAI VTMFkwEWYHK0Z
| zj 0CAQYI KoZl zj 0ODAQc DQQAEWhV37evWk 71 hj 2
j dcJChl Y3HsL1vLCg9hGCV2Ur 0pUEbgOlI C2BHz Q
H6DMWVk8cVIMP36z1 g1rr V10

/ Okom) PnwPE6 OCAhEwg gl NVAWGAL UdEWEB

[ WQCMAAWHWYDVROj BBgwFoAUI

[ JIXE+T508n5sT2KGwW

/ or v9LkswRQY! KwYBBQUHAQEEOT A3MDUGCCs GAQ
UFBz ABhi | odHRWO 8vb2NzcC5hcHBsZS5j b20vb
2Nz c DAOLWFwe GxI YW j YTMMV] CCAROGALUdI ASC
ARQMIgEQM | BDAYJKoZI hvdj ZAUBM H+M HDBgg
r BgEFBQc CAj CBt gyBs1Jl b@ hbnmNIl | Qul HRoaX
MyY2Vydd maWNhdGUg YnkgYWs51 HBhenR5I GFzc
3Vt ZXMJYWN] ZXBOYWsj ZSBvZi BOaGUgdChl bi Bh
cHBsaWNh Y| | HNOYWsk YXJkI HRI cnilzl GFuZCB
j b25kaXRpb25z1 GOM HVzZSwgY2Vydd maVWNhdG
Ugc@saWnN51 GFuZCBj ZXJ0aWZpY2F0aWdul HByY
WANOaWNI | HNOYXRI bW/ud HMuIMDYGCCs GAQUFBW B
Fi podHRWG 8vd3d3LnFwe Gxl LmvbS9j ZXJ0awWz
pY2F0ZWF1dCGhven 0e SSWMNAYDVROf BCOWKz ApoC
egJYY]j aHROcDovL2NybC5hcHBsZS5) b20v YXBwb
GvhaWNhMy5) ¢ mwwHQYDVROOBBYEFJRX22

/Vvdl GG Yl 2L35XhQF nmlgk VA4GA1Ud DwWEB

1 WQEAW HgDAPBgk ghki G92Nk BhOEAgUAMAOGCCq
GSVA9BAMCAOKANMEYCI QC+Cvcf 5x4eclt Vba+st M
cv60Rf MBhSI scl EAK2Hr 1vVQ hANGLNQpd1t 1us
XRgNbEess6Hz6Pnr 2y9g4CJlDcgs3apj M | C7j CC
AnVgAW BAg! | SWOvvzqY2pcwCgYl KoZl zj OEAWM

WwZz Eb MBk GA1 UEAWWSQXBwh GUg UnBv d CBDQSAE | E
czMsYWJ AYDVQQLDB1Bc HBs ZSBDZXJ0aWZpY2F0a
VWoul EF1dChvenl 0e TETMBEGALUECgWKQXBwb GUg
SW5j Lj ELMAKk GA1UEBhMCVWMMihc NMTQWNTA2M M
ON MWWhcNM KWNTA2M MONj MWY B6 MSAWLAYDVQ
QDDCVBcHBs ZSBBc HBsaWnhd@d@ vbi BJbnRI Z3Jhd
G vbi BDQSAt | Ecz MSYWJ AYDVQQLDB1Bc HBsZSBD
ZXJ0aWZpY2F0aWul EF1dChvcm 0eTETMBEGALU
ECgWKQXBwb GUg SWbj Lj EL MAk GA1UEBh MCVWMWAT
ATBgcghkj OPQ BBggghkj OPQVBBWNCAATWFX GEG
ddkhdUaXi \BB3bogKLv3nuuTeCN

/ EUTATNWLWZbNa4i 0Jd2DSJCe7ol

| XYXzoj Ldrt ntL71 6CE

/ 1RFo4H3M HOMEYGCCs GAQUFBWEBBDoWODA2Bgg
r BgEFBQcwAYYgaHROc DovL29j c3AuYXBwbGUuY2
9t L29j c3AWNCLhcHBsZXJvb3Rj YWz MBOGALUdD
gQBBQ 8knET5Pk7yf mxPYobD+i u

/ OuSz APBgNVHRVBAf 8EBTADACH

/ MB8GALUdI wQYMBaAFLUW3qFYM4i apl qZ3r 6966
/ ayy Sr MDc GALUd HwQMVICAWL KAqoCi G mhOdHAGBL
y9j cmwu YXBwbGUuY29t L2Fwe Gxl cmBvdGNhZz Mu
Y3JsMA4GA1UdDWEB

[ WQEAW BBj AQ@Bgoghki G92NkBgl OBAI FADAKBgg
ghkj OPQQDAgNNADBKA] A6z 3KDURaZsYb7NcNWm
K

/ 9Bf t 2Q@1TaKOvvCcgV5Ct 4n4nPebWZ+Y1UEN] 5
3pw4CMDI t L1UChsKMFd2xd8z g7k &f 9F3ws | WRWI
8ZyaY| Sb1T4en0dbntubCYkhYQaZDwnBSHQAAMYI

Bi zCCAYc CAQEWY YYwej EuMOWGALUEAWMM QXBwb G
UgQXBwbd j YXRpbh24gSWs0ZWly YXRpb24gQOEgL
SBHVz EMMCQGAL UECWwWd QXBwb GUg QR Vy dG maVih
dG vbi BBdXRob3JpdHkx Ez ARBgNVBAo MCk Fwe Gx
I'1 El uYy4xCz AJBgNVBAYTAI VTAGghMVEFJUZ1UN

ANBgl ghkgBZQVEAgEFAKCBI TAYBgkghki G3wWOBC
QW CwYJKoZI hvec NAQe BMBWGCSqGSI b3DQEJBTEP
FwoyM AyM Mk VDMy Mz FaMCoGCSqGSI b3 DQEJ NDE

pb24gSW50ZWly YXRpb24gQOEgL SBHVz EMVCQGAL
UEOWW QXBwb GUgQR Vy dG maVWhdd vbi BBdXRob
3JpdHkx Ez ARBgNVBAOMCKk Fwe GxI | El uYy4xCzAJ
BgNVBAYTAI VTVB4XDTESMDUx ODAX Mz | 1N1oXDTlI

OMDUXNj Ax Mzl 1N1owXz El MCMGATUEAWWC ZWN LX
Nt cCLi cnBr ZXI t c2l nbl 9VQz Q¢ UFJPRDEUNVBI GA
1TUEOMVLaU9TI FN5c 3Rl bXIVk Ez ARBgNVBA0MCKk Fw
cCxl | El uYy4xCz AJBgNVBAYTAI VTMFKWEWYHK0Z
| zj 0CAQYI KoZl zj ODAQc DQQAEWhV37evWk 71 hj 2
j dcJdChl Y3HsL1vLCg9hGCV2Ur OpUEbgOI O2BHz Q
H6DVK8cVIMP36z1 g1rr V10

/ OkomJ PnwPE6 OCAhEwggl NVAWGAL UdEWEB

[ WQCMAAWHWYDVROj BBgwFoAUI

/ JIXE+T508Nn5s T2KGW

/ or v9LkswRQYI KwYBBQUHAQEECOT A3IVDUGCCs GAQ
UFBzABhi | odHRWO 8vb2NzcC5hcHBsZS5j b20vb
2Nz c DAOLWFwe GxI YW j YTMMV] CCAROGALUdI ASC
ARQMIGEQM | BDAYJKoZI hvdj ZAUBM H+M HDBgg
r BgEFBQc CAj CBt gyBs1J1 b@ hbnmNl | Gul HRoaX
MyY2Vydd maWNhdGUg Ynkg YWs51 HBhenR51 GFzc
3Vt ZXMy YWN ZXBOYWbj ZSBvZi B0OaGUgdChl bi Bh
cHBsaWNhYmx! | HNOYWBk YXJkI HRI cnilzl GFuZCB
j b25kaXRpb25z1 M HVzZSwgY2VydGd maVWhdG
Ugc@saWnN51 GFuZCBj ZXJ0aWzZpY2F0aWul HBy Y
WNOaVWNI | HNOYXRI bW/udHVUMDYGCCs GAQUFBW B
Fi podHRWO 8vd3d3LnFwe Gxl Lni\vbS9j ZXJ0awz
pY2FOZWF1dGhvem 0e S8WNAYDVROf BCOWKz ApoC
egJYY]j aHROcDovL2NybC5hcHBsZS5) b20v YXBwb
GvhaWNhMy 5] ¢ mwHQYDVROOBBYEFJRX22

/ vdl GG Yl 2L35XhQ nniLgk MVAAGA1Ud DWEB

/ WQEAW HgDAPBgk ghki G92Nk BhOEAg UAMAOGCCq
GSMH9BAMCAOKAVEYCI QC+CVcf 5x4eclt Vha+st M
cv60Rf MBhSI scl EAK2Hr 1vVQ hANGLNQpd1t 1us
XRgNbEess6Hz6PnT 2y9g4CJlDcgs3apj M | C7j CC
AnVgAW BAgl | SWIvvzqY2pcwCgY! KoZl zj OEAW

wZz EbMBk GA1 UEAWNWSQXBwb GUg UnmBv d CBDQSAL | E
czMsYWJ AYDVQQLDB1Bc HBs ZSBDZXJ0aWZpY2F0a
Woul EF1dGhvem 0e TETMBEGALUECGWKQXBwh GUg
SW5j Lj ELMAK GA1UEBhMCVWMMhc NMTQMNTA2M M
ONf MWhcNM kWNTA2M MON| MWY B6 MS4AWLAYDVQ
QDDCVBc HBs ZSBBc HBsaWnhd@ vbi BJbnRI Z3Jhd
d vbi BDQSAt | Ecz MSYwJ AYDVQQLDB1Bc HBs ZSBD
ZXJ0aWZpY2F0aWul EF1dGhven 0eTETMBEGALU
ECgwKQXBwh GUgSW6j Lj EL MAk GA1UEBh MCVWMWAT
ATBgcghkj OPQ BBggghkj OPQVBBWNCAATWFX CEG
ddkhdUaXi \BB3bogKLv3nuuTeCN

/ EuTATNWLWZbNa4i 0Jd2DSJCe7ol

[ XYXzoj Ldrt ncL71 6CnE

/ 1RFo4H3M HOMEYGCCs GAQUFBWEBBDOWODA2Bgg
r BgEFBQcwAYYqaHROc DovL29j c3AuYXBwbGUuY2
9t L29j c3AWNCLhcHBsZXJvb3Rj YWz MBOGALUdD
gQUBBQ 8knET5Pk7yf mkPYobD+i u

/ OuSz APBgNVHRVBAf 8EBTADACH

/ MB8GALUdI wQYMBaAFLUW3gFYM4i apl qZ3r 6966
/ ayy Sr MDc GAL Ud HWQMVCAWLKAqoCi GI mhOdHAGL
y9j cmw YXBwbGUuY29t L2Fwe Gkl cnBvdG\hZz Mu
Y3Js MA4GA1UdDWEB

/ WQEAW BBj AQBgoghki G92NkBgl OBAI FADAKBgg
ghkj OPQQDAgNNADBK Aj A6z 3KDURaZs Yb7Nc NV m
K

/ 9Bf t 2Q01TaKOvvGecgV5Ct 4n4nPebWZ+Y1UEN 5
3pw4CMDI t 1UChsKMFd2xd8zg7kGF 9F3ws | V2T
8ZyaY! Sb1T4en0dbntubCYkhYQaZDwnBHQAAMYI

Bi zCCAYc CAQEWD YYwej EuMOWGALUEAWWM QXBwb G
UgQXBwbd j YXRpb24gSWs0ZWly YXRpbh24gQOEgL
SBHVz EMMCQGAL UEOWmWd QXBwb GUg Q2 Vy dd maVikh
dd vbi BBdXRob3JpdHkx Ez ARBgNVBAoMCk Fwe Gx
| 1 El uYy4xCz AJBgNVBAYTAI VTAGhMVEFJUZ1UN

ANBgl ghkgBZQVEAgEFAKCBI TAYBgkghki GOWOBC
QWK OWYJKoZI hvc NAQe BMBWGCSqGSI b3DQEJBTEP
FwoyM AyM Mk MDMy Mz FaMCoGCSqGSI b3DQEJNDE



"channel":
{"type"

Channel

a..10 [e]

Parameters for Apple Pay

dMBswDQYJ Y! ZI AWUDBAI BBQChCgY! KoZI zj OEAW
I wLwYJKoZI hveNAQKEMSI El KELTe@BJkyBdJ9Ge
0Bl mVOTI qU4sV75S
/ aC6sJIM HxbMA0GCCqGSMA9BAMCBEYWRAI gCOi K
pPRYZQE2vMCSczj MRe+4b0aqi O79D2d0+9CKMMA8
Cl CnC+e7RBgl PVbA32ZsKOV8e3i TdvniCaH
/ ABCDEFGHI JKL",
"header": {
"publ i cKeyHash": " Ogi D2qBTW¥f
/ a+LDshFeQcPq6t OmePuOepHpP4ZkNi cc=",
"ephener al Publ i cKey":
" MFkWEWYHK0ZI zj 0CAQYI Kozl zj 0DAQc DQAEC
/ HxA31 JZr C+BOI Ton®Dl j i +gFdn7i v& pl +f | 2u8
n8XBy PgBaVK2b44qUvsG goNdOOFLNXoOQO7R2B
54el dS3A==",
"transactionld":
" 156632b2aadf 355d4958d9051a42bf 62e07aea
5716e72083aa64247944f 6e3el4d"
o
"version": "EC v1l"

1,
" payment Met hod": {

"di spl ayNanme": "MasterCard 0063",
"network": "MasterCard",
"type": "debit"

1

"transactionldentifier":
" 156632B2AAD12F355D4958D9051A42BF62E07A
E5716E720AA6424794F6E3E14567D"

}

Channel over which the order is processed.

Allowed values are WEBSITE and MOBILE_APP

dMBswDQYJYI ZI AWUDBAI BBQChCgY! KoZl zj OEAW
I wLwYJKoZI hveNAQKEMSI El KELTe(BJkyBdJ9Ge
0Bl mVOTI qU4sV75S
/ aC6sIM HxbMA0GCCqGSMA9BAMCBEYWRAI gC0i K
pPRgZQE2vMCSczj MRe+4b0aqi O79D2d0+9CKMTA8
Cl CnC+e7RBgl PVbA32ZsKOVv8e3i TdvniCaH
/ ABCDEFGHI JKL",
"header": {
"publ i cKeyHash": " Ogi D2qBTWYf
/ a+LDshFeQcPq6t OnePuOepHpP4ZkNi cc=",
"ephener al Publ i cKey":
" MFkWEWYHKoZI zj 0CAQYI KoZI zj 0DAQc DQAEC
/ HxA3l JZr C+BOI Ton®Dl j i +gFdn7i vG&G pl +f | 2u8
n8XByPgBaVK2b44qUsG goNdOOFLNXo0QO7R2B
54el dS3A==",
"transactionld":
" 156632b2aadf 355d4958d9051a42bf 62e07aea
5716e72083aa64247944f 6e3e14d"
b
"version": "EC v1"

b
" payment Met hod": {

"di spl ayNanme": "MasterCard 0063",
"network": "MasterCard",
"type": "debit"

I

"transactionldentifier":
"156632B2AAD12F355D4958D9051A42BF62E07A
E5716E720AA6424794F6E3E14567D"

}

Kanal, tber den die Bestellung abgewickelt wird.

Erlaubt sind die Werte WEBSITE und MOBILE_APP

The following table describes the result parameters with which the Computop Paygate responds to your system

0 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

ﬂ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PaylD

XID

TransID
refnr
UserData

Status

Description

Code

MAC

REST

"merchantld": "..."

"paymentld": "..."

“xld: Lt

"transactionld": "..."

"referenceNumber": '

"metadatafuserData]": "..."

"status": "OK"
"status": "FAILED"

"description™: "..."

"code": ...

ID assigned by Paygate for the payment, e.g. for referencing in batch files

This ID refers to the credit card transaction unless an error occurs already at the Apple Pay

here:

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Pa

TransactionID provided by you which should be unique for each payment

If specified at request, Paygate forwards the parameter with the payment result to the shop.

Further details in the event that payment is rejected. Please do not use the Description but

Format CND Description
ans..30 MerchantID, assigned by Computop
an32 M
transaction.
an32 M
ygate
ans..64 M
ns..30 (0] Merchant’s unique reference number
ans..1024 O
a..50 M OK (URLSuccess) or FAILED (URLFailure)
ans..1024 M
the Code parameter for the transaction status analysis!
n8 M Error code according to Paygate Response Codes (A4 Error codes)
an64

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found

® HMAC Authentication (Request)

® HMAC Authentication (Notify)


https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/mid
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/XID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/TransID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/refnr
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/UserData
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Status
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/Description
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/A4+Error+codes
https://developer.computop.com/display/EN/MAC
https://developer.computop.com/pages/viewpage.action?pageId=37193623
https://developer.computop.com/pages/viewpage.action?pageId=37193624

Card scheme specific transaction ID required for subsequent credential-on-file payments,

VVom Paygate vergebene ID fir die Zahlung, z.B. zur
Referenzierung in Batch-Dateien.

Diese ID bezieht sich auf die Kreditkarten-Transaktion, es sei
denn, es kommt bereits bei der Apple-Pay-Transaktion zu einem

Vom Paygate vergebene ID fir alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fur eine Zahlung

Beschreibung

lhre eigene TransaktionsID, die fur jede Zahlung
eindeutig sein muss

Eindeutige Referenznummer des Handlers

Beschreibung

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Néahere Beschreibung bei Ablehnung der Zahlung. Bitte

nutzen Sie nicht den Parameter Description, sondern Code

fur die Auswertung des Transaktionsstatus!

Beschreibung

Fehlercode gemaf Paygate Antwort-Codes (A4
Fehlercodes)

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Kartensystemspezifische Transaktions-ID, die fir
nachfolgende Zahlungen mit hinterlegten Daten, verzdgerte

schemeRefer = "payment": {"schemeRefer ' ans..64 C
encelD enceld": "..."} delayed authorizations and resubmssions.
Key REST Format CND Description Beschreibung
PaylD | "paymen | an32 M ID assigned by Paygate for the payment, e.g. for
tid™: L referencing in batch files
This ID refers to the credit card transaction unless
an error occurs already at the Apple Pay
transaction. Fehler.
Key REST Format CND Description Beschreibung
XID "xId": an32 M ID for all single transactions (authorisation,
nL capture, credit note) for one payment assigned
by Paygate durchgefihrt werden
Key REST Format CND Description
TransID' "transactionld”: = ans..64 M TransactionID provided by you which should be unique
v for each payment
Key REST Format CND Description Beschreibung
refnr "referenceNumber": "..." | ns..30 (0] Merchant’s unique reference number
Key REST Format CND Description
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description Beschreibung
Status | "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)
"status": "FAILED"
Key REST Format CND Description
Descri | "descript | ans..1024 M Further details in the event that payment is rejected.
ption jon": ".." Please do not use the Description but the Code
parameter for the transaction status analysis!
Key REST Format CND Description
Code | "code™ n8 M Error code according to Paygate Response Codes (A4 Error
codes)
Key REST Format CND Description
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
Key REST Format CND Description
schem | "payment": {"sc @ ans..64 C Card scheme specific transaction ID required for
eRefer | hemeReferenc subsequent credential-on-file payments, delayed
encelD eld" ".."} authorizations and resubmssions.

Result parameters for Apple Pay

Autorisierungen und Wiedereinreichungen erforderlich ist.


https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/XID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/TransID
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/refnr
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/UserData
https://developer.computop.com/display/EN/UserData
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Status
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/URLSuccess
https://developer.computop.com/display/EN/URLFailure
https://developer.computop.com/display/EN/Description
https://developer.computop.com/display/EN/Description
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://developer.computop.com/display/EN/Code
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://developer.computop.com/display/EN/A4+Error+codes
https://developer.computop.com/display/EN/A4+Error+codes
https://developer.computop.com/display/DE/A4+Fehlercodes
https://developer.computop.com/display/DE/A4+Fehlercodes
https://developer.computop.com/display/EN/MAC
https://developer.computop.com/pages/viewpage.action?pageId=37193623
https://developer.computop.com/pages/viewpage.action?pageId=37193624
https://developer.computop.com/pages/viewpage.action?pageId=38207651
https://developer.computop.com/pages/viewpage.action?pageId=38207650
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API
https://app.swaggerhub.com/apis-docs/Computop/Paygate_REST_API

Capture / Credit / Reversal

Captures, credits and reversals do not refer to the Apple Pay transaction but directly to the credit card transaction. More information about this you can
find within Card processing.

Batch processing via the interface

Captures, credits and reversals via batch do not refer to the Apple Pay transaction but directly to the credit card transaction. More information about
this you can find within the document Card processing.


https://developer.computop.com/display/EN/Card+processing
https://developer.computop.com/display/EN/Card+processing
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