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Riverty offers purchase on account after delivery. Buyers can pay for articles by invoice,
direct debit or installment. There is no risk of fraud or payment default for the merchant.
After a credit check, Riverty assumes the entire end customer payment default risk for each
transaction.

Info

Type | Payments by Invoice and Installments
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Paygate interface

Definitions

Data formats

Format Description

a alphabetical

as alphabetical with special characters

n numeric

an alphanumeric

ans alphanumeric with special characters

ns numeric with special characters

bool boolean expression (true or false)

3 fixed length with 3 digits/characters

.3 variable length with maximum 3 digits/characters
enum enumeration of allowed values

dttm ISODateTime (YYYY-MM-DDThh:mm:ss)

Abbreviations

Abbreviation Description Comment

CND condition

M mandatory If a parameter is mandatory, then it must be present

(0] optional If a parameter is optional, then it can be present, but it is not required

C conditional If a parameter is conditional, then there is a conditional rule which specifies whether it is mandatory or optional

Notice: Please note that the names of parameters can be returned in upper or lower case.

Query about available payment types (two-stage authorisation)

Riverty differentiates between one-stage and two-stage authorisation. One-stage authorisation is designed for merchants who only use the normal
method of payment by invoice in their checkout. Two-stage authorisation permits, for a specific shopping basket, a query of the available payment
types and a request for further information.

In order to process two-stage authorisation with Riverty via server-to-server communication, please use the following URL:

https://www.computop-paygate.com/afterpay.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format CND Description


https://www.computop-paygate.com/
https://developer.computop.com/display/EN/Create+an+API+call+and+use+encryption

Merchant | BasicAuth.Username ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain
ID language too.
TransID “"transactionld": "..." ans..18 C TransactionID which should be unique for each payment.
The parameter is not required for EventToken="Return".
RefNr "referenceNumber": "..." ns..30 C Unique reference number.
The parameter is not required for EventToken="Return".
PayID "paymentld": "..." an32 C ID assigned by Paygate for the payment in scope of which goods were returned.
The parameter is required only for EventToken="Return".
InvoiceNr  “order": {"number": "..."} ans..30 C Invoice number that is displayed within Riverty portal. An order can contain more than one invoice.
The parameter is required only for EventToken="Return".
Amount "amount": { "value™: ...} n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if
you want to capture amounts <100 (smallest currency unit).
Currency | "amount™ { "currency": "..."} | a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1
Currency table
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)
EventTok @ “"payment": {"riverty": a..19 M The two-stage process is triggered by the transfer of "PAYMENTMETHODS".
en {"eventToken": "..." }}
Value "Return" triggers return notification (merchant notifies Riverty that a customer has returned
some goods, and a payment from the customer should not be expected by Riverty).
AddrCou | "billing": {"addresslInfo": { a2 M Country code
ntryCode  “country": {"A2"=".." }}}
,NO*, ,SE*, ,FI*, ,DK*, ,DE", ,AT", “CH", “NL", “BE"
Order "order": JSON ans..1024 M Order information as JSON string in Base64 format.
See JSON object: Order
For EventToken="Return", see JSON object RefundOrder
Key REST Format CND Description Beschreibung
TransID| "transactionl | ans..18 C TransactionID which should be unique for each TransaktionsID, die fiir jede Zahlung eindeutig sein muss.
dnn payment.
Der Parameter wird fur EventToken="Return" nicht benétigt.
The parameter is not required for EventToken="
Return".
RefNr | "referenceNu ' ns..30 C Unique reference number. Eindeutige Referenznummer.
mber”: ".."
The parameter is not required for EventToken=" Der Parameter wird fir EventToken="Return" nicht benétigt.
Return".
PaylD | "paymentld": = an32 C ID assigned by Paygate for the payment in scope of = Vom Paygate vergebene ID fir die Zahlung, in deren
which goods were returned. Rahmen Waren zuriickgegeben wurden.
The parameter is required only for EventToken=" Der Parameter wird nur fiir EventToken="Return" benétigt.
Return”.
Invoic | "order": ans..30 C Invoice number that is displayed within Riverty Rechnungsnummer, die im Riverty-Portal angezeigt wird.
eNr {"number": portal. An order can contain more than one invoice. Eine Bestellung kann mehrere Rechnungen enthalten.
The parameter is required only for EventToken=" Der Parameter wird nur fur EventToken="Return" bendtigt.
Return".
Key REST Format CND Description Beschreibung

Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
nt " Please contact the Computop Helpdesk, if you wantto | wenden Sie sich an den Computop Helpdesk, wenn Sie
"value": capture amounts <100 (smallest currency unit). Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.
..}
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, Waéhrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy "currency™: GBP. Please find an overview here: Al Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
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Key REST Format CND Description
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
®* HMAC Authentication (Request)
® HMAC Authentication (Notify)
Key REST Format CND Description
Event | "payment™ a..19 M The two-stage process is triggered by the transfer of
Token | {"riverty": "PAYMENTMETHODS".

{"eventToken":

"LH Value "Return” triggers return notification (merchant
notifies Riverty that a customer has returned some
goods, and a payment from the customer should not
be expected by Riverty).

AddrC | "billing": a2 M Country code
ountry | {"addressinfo":
Code { "country": .NO*, ,SE*, ,FI*, ,DK" ,DE", ,AT" “CH", “NL", “BE”

{"A2"="_"1}}

Order | "order": JSON ' ans..1024 M Order information as JSON string in Base64 format.

Parameters for payments with Riverty

See JSON object: Order

For EventToken="Return", see JSON object Refund
Order

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Der zweistufige Prozess wird durch die Ubermittiung von
"PAYMENTMETHODS" ausgel6st.

Der Wert ,Return” 16st eine Rucksendebenachrichtigung
aus (Handler teilt Riverty mit, dass ein Kunde Waren
zurlickgesendet hat das eine Zahlung des Kunden von
Riverty nicht erwartet werden sollte).

L&andercode

.NO*, ,SE*, FI*, ,DK*, ,DE", ,AT", “CH", “NL", “BE”

Bestellinformationen als JSON-String im Format Base64.
Siehe JSON-Objekt: Order

Fir EventToken="Return", sieche JSON-Objekt RefundOrder

The following table describes the result parameters with which the Computop Paygate responds to your system

@ pis. be prepared to receive additional parameters at any time and do not check the order of parameters

0 the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PayID

XID

TransID
RefNr

Status

Description

Code

UserData

CodeExt

ErrorText

AllowedPayM
ethods

Key

REST

REST

"merchantld": "...

"paymentld": "...

' [o

"transactionld": "...
"referenceNumber": "..."
"status": "OK"

"status": "AUTHORIZED"
"status": "FAILED"

"description™: "..."

"code": ...

"metadatauserData]":

"externalErrorCode": ...

"payment":
{"rivertyErrorText" "..."}

"payment":
{"paymentMethods": "..."}

Format CND

Format CND Description
ans..30 M MerchantID, assigned by Computop
an32 ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture
or credit request.
an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Pay
gate
ans..18 M TransactionID which should be unique for each payment
ns..30 Unique reference number
a..50 OK or AUTHORIZED (URLSuccess) as well as FAILED (URLFailure)
ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the
Code parameter for the transaction status analysis!
n8 M Error code according to Paygate Response Codes (A4 Error codes)
ans..1024 If specified at request, Paygate forwards the parameter with the payment result to the shop.
n..10 Error code from Riverty, if agreed with Computop Helpdesk
ans..1024 Error text from Riverty, if agreed with Computop Helpdesk
ans..1024 O Permissible payment methods as JSON string in the Base64 format
(see JSON objects: AllowedPayMethods)
Description Beschreibung
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PaylD | "paymen | an32 M
tid": "

Key REST Format CND
XID "xld": an32 M
Key REST Format
TransID "transactionld™: "..." ans..18
RefNr | "referenceNumber": ns..30
Key REST Format
Status | "status": "OK" a..50
"status":
"AUTHORIZED"

"status": "FAILED"

Key REST Format CND

Descri | "descript | ans..1024 | M
ption jon": ".."

Key REST Format CND

ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
Description Beschreibung
ID for all single transactions (authorisation, Vom Paygate vergebene ID fir alle einzelnen Transaktionen
capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fir eine Zahlung
by Paygate durchgefihrt werden
CND Description Beschreibung
M TransactionID which should be unique for each TransaktionsID, die fur jede Zahlung eindeutig sein
payment muss
o Unique reference number Eindeutige Referenznummer
CND Description Beschreibung
M OK or AUTHORIZED (URLSuccess) as well as OK oder AUTHORIZED (URLSuccess) sowie
FAILED (URLFailure) FAILED (URLFailure)
Description Beschreibung
Further details in the event that payment is rejected. Nahere Beschreibung bei Ablehnung der Zahlung. Bitte
Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Description Beschreibung

Code "code": n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode geméaR Paygate Antwort-Codes (A4
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Gibergibt das Paygate die
ata [userData]"™: parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
CodeExt "externalErrorCode": ... n..10 (o] Error code from Riverty, if agreed with Compu = Fehlercode von Riverty, wenn mit Computop
top Helpdesk Helpdesk abgesprochen
ErrorText "payment": ans..1024 O Error text from Riverty, if agreed with Comput | Fehlertext von Riverty, wenn mit Computop
{"rivertyErrorText" "..."} op Helpdesk Helpdesk abgesprochen
AllowedPayM | "payment": ans..1024 O Permissible payment methods as JSON Erlaubte Zahlungsarten als JSON-String im
ethods {"paymentMethods": "..."} string in the Base64 format Format Base64.
(see JSON objects: AllowedPayMethods) (siehe JSON-Objekte: AllowedPayMethods)

Result parameters for Riverty

The second stage involves the transfer of the customer and order data as well as payment type and, if relevant, further information relating to the

payment type.

The second stage is triggered by using the following URL:

https://www.computop-paygate.com/afterpay.aspx
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Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for

each parameter.

The following table describes the encrypted payment request parameters:

Key REST

Mercha | BasicAuth.Username
ntID

PaylD | "paymentld": "..."

TransID = "transactionld™: "...
RefNr "referenceNumber": "..."

Amount | "amount": { "value": ...}

Curren | "amount": { "currency":
cy "L
MAC

PayType "payment": {"riverty":
{"paymentType": ".." }}

bdCom
panyOr
Person

SocialS | "billing": {"consumer":

ecurity  {"socialSecurityNumber":

Number  ".." }}
"billing": {"business":
{"registrationNumber": "..."
1}

LegalF  "billing": {"business":

orm {"companyLegalForm":

)

AddrCo | "billing": {"addressInfo": {
untryC  “country": { "A2":".." } }}
ode

AddrZip |« "billing": {"addressinfo™:
{"postalCode™: "..." }}

AddrStr | "billing": {"addressInfo":
eet {"addressLinel": {
"street”: "..." } }}

AddrStr | "billing": {"addressinfo™:
eetNr {"addressLinel": {
"streetNumber": "..." } }}

AddrStr | "billing™: {"addressInfo": {
eetNr2  "addressLine2™ "..." }}

AddrCity "billing": {"addressInfo": {
city": .. 1}

Format

ans..30

an32

ans..18

ns..30

n..10

a3

ané4

a.19

ans..16

ans..50

ans..10

ans..80

ans..10

ans..100

CND

M

M

Description

MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language
too.

ID assigned by Paygate for the payment, e.qg. for referencing in batch files as well as for capture or
credit request.

TransactionID which should be unique for each payment
Unique reference number

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you
want to capture amounts <100 (smallest currency unit).

Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: Al
Currency table

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
®* HMAC Authentication (Request)
® HMAC Authentication (Notify)

Payment method:

"Invoice" for Invoice

"Account” for flexible payment plan

"Installment” for payment by instalment

"ConsolidatedInvoice" for consolidated invoice

For Direct Debit option parameter PayType has to be set to "Invoice" and parameter IBAN has to be
filled.

Customer category:

,Company*

4Person* (default value)

Required: FI, NO, SE. Optional: AT, BE, CH, DE, DK, NL.

Social security number for a person in Sweden. Registration number in case of a company. This
parameter is linked to the parameter bdCompanyOrPerson.

Legal form of company. This parameter is linked to the parameter bdCompanyOrPerson.
Possible values:

For Germany: AG, AG & Co. KG, eG, EK, e.V., GbR, GmbH, GmbH & Co. KG, KG, OHG, UG
For Austria: AG, AG & Co. KG, eG, EK, e.V., GesbR, GmbH, GmbH & Co. KG, KG, OHG, UG
For Switzerland: AG, eG, e.V.

Country code:

LNO*, ,SE*, FI*, ,DK", ,DE", ,AT", “CH", “NL", “BE”

Postcode

Street name or packstation

Street number or packstation number

Street number addition

City
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careOf

FirstNa
me

LastNa
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Custom
erlD

Salutati
on

bdEmail

bdPho
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bdMobi
leNo

DateOf
Birth

bdCom
pany

VatlD

Custom
erRisk

Langua
ge
Compa

nyOrPe
rson

sdCoun
tryCode

sdZip

sdStre
et

sdStre
etNr

sdStre
etNr2
sdCity

sdcare
of

Shippin

gMethod

sdFirst
Name

"payment": {"riverty":
{"billingCareO": "..." }}

"billing": {"consumer":
{"firstName™: "..." }}

"billing": {"consumer":
{"lastName": "..." }}

"billing": {"consumer":
{"customerld™: "..." }}

"billing": {"consumer":
{"salutation": "..." }}

"billing": {"contactinfo":

{"email": "..." }}
"billing": {"contactinfo™:
{"phone": ... }}

"billing": {"contactinfo":
{"mobilePhone": ... }}

"billing": {"contactinfo":
{"birthdate": "..." }}

"billing": {"business":
{"companyLegalName":

"

"payment": {"riverty":
{"vatld™: ".." }}

"payment”: {"riverty":
{"customerRisk": "..." }}

"language™: "...

"companyOrPerson":
"Company"

"companyOrPerson": "

"shipping": {"addresslInfo":

{"country": { "A2":"..."} }}

"shipping": {"addresslInfo":

{"postalCode™: "..." }}

"shipping": {"addresslInfo":

{"addressLinel": {
"street": "..." } }}

"shipping": {"addresslInfo":

{"addressLinel": {
"streetNumber": "..." } }}

"shipping": {"addressInfo":

{"addressLine2" "..." }}

"shipping": {"addresslInfo":

{"city":".." }}

"payment": {"riverty":
{"shippingCareQ": "..." }}

"payment": {"riverty":

{"shippingMethod": "..." }}

"shipping": {"consumer":
{"firstName™: "..." }}

ans..50

ans..50

ans..50

ans..20

ans..100

ns..20

ns..20

anl0

ans..255

ans..50

ans..1024

a2

a2

ans..10

ans..80

a..50

ans..10

ans..100

ans..50

ans..50

ans..50

Care of.

Intermediary who is responsible for transferring a piece of mail between the postal system and the
final addressee. For example Jane c/o John (“Jane at John's address”). This field has to be used for
company, authority and organization names as well — e. g. "Sportverein Blau-Weil3 e.V."

First name

Last name

Unique customer number

Salutation:
LM

4Mrs*
4Miss*

E-mail address

Telephone number

Mobile number

Date of birth in the format YYYY-MM-DD. Not applicable to companies.

Purchasing company name.

Required if bdCompanyOrPerson is ‘Company'.

VAT registration number, the unique number that identifies a business.

The field is mandatory for processing B2B transactions for Germany.

Risk-relevant data as JSON string in Base64 format (see JSON objects: CustomerRisk)
Merchants can conduct external risk checks and send this information to Riverty.

Language: "NO", "SE", "FI", "DK”, "EN", "DE”, "NL", "FR” permitted

Customer category for delivery address:
,Company*

4Person” (default value)

Requred if any of sd-fields (refer below) is provided.

Country code of the delivery address: ,NO*, ,SE*, ,FI*, ,DK", ,DE", ,AT", “CH", “NL", “BE”

Postcode in the delivery address

Street name or packstation of the delivery address

Street number or packstation number of the delivery address

Street number addition of the delivery address

Town/city of the delivery address

Care of.

Intermediary who is responsible for transferring a piece of mail between the postal system and the
final addressee. For example Jane c/o John (“Jane at John's address”). This field has to be used for
company, authority and organization names as well — e. g. "Sportverein Blau-Weil3 e.V."

Address type.

Possible values: "Standard" (default value), "PickUpPoint", "InStore"

First name in the delivery address
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MAC

Key

"shipping™: {"consumer": ans..50 o Last name in the delivery address
{"lastName": "..." }}
"shipping": {"consumer": a.4 (0] Salutation in the delivery address
{"salutation™: "..." }}
SMre
JMrs*
.Miss*
Valid for AddrCountryCode = ,DE*, ,DK*“NL", ,BE", ,AT" or ,CH"
"shipping": {"contactinfo": = ans..100 (0] E-mail address of the delivery address
{"email": ".." }}
"shipping™: {"contactinfo": ns..50 (@] Phone number in the delivery address
{"phone™: "..." }}
"shipping”: {"contactinfo™: | ns..50 (0] Mobile number of the delivery address
{"mobilePhone": "..." }}
"shipping": {"business": ans..50 C Delivery company name.
{"companyLegalName":
"R Required if CompanyOrPerson is 'Company'. Everything over 50 characters will be truncated.
"payment": {"riverty": { ans..11 o Bank Identifier Code (valid for AddrCountryCode = “DE”")
"account": { "code™: "..." } }}
"payment": {"riverty": { ans..34 C International Bank Account Number (valid for AddrCountryCode = “DE”).
"account": { "number": "..."
I3 Please note, that IBAN is mandatory if PayTape=invoice or PayType=installment.
"payment": {"riverty": n..8 C Profile number
{"profileNumber": ... }}
Obligatory for PayType = "Account" or "Installment”
"order": {"creationDate": anl10 (0] Date of invoice in the format YYYY-MM-DD.
Only for PayType = "ConsolidatedInvoice"
REST Format CND Description Beschreibung
"paymen | an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fiir die Zahlung; z.B. zur
tid™ L referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
REST Format CND Description Beschreibung
“"transactionld": "..." ans..18 M TransactionID which should be unique for each TransaktionsID, die fir jede Zahlung eindeutig sein
payment muss
"referenceNumber": ns..30 (@] Unique reference number Eindeutige Referenznummer
REST Format CND Description Beschreibung
"amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
" Please contact the Computop Helpdesk, if you wantto | wenden Sie sich an den Computop Helpdesk, wenn Sie
"value™: capture amounts <100 (smallest currency unit). Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.
..}
REST Format CND Description Beschreibung
"amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, Waéhrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
"currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
REST Format CND Description Beschreibung
an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
® HMAC Authentication (Notify) ® HMAC-Authentisierung (Notify)
REST Format CND Description Beschreibung
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"payment": a..19 M
{"riverty":
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pe""."}}

"billing": ans..16 C
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Payment method:

"Invoice" for Invoice

"Account” for flexible payment plan
"Installment" for payment by instalment
"ConsolidatedInvoice" for consolidated invoice

For Direct Debit option parameter PayType has to be
set to "Invoice" and parameter IBAN has to be filled.

Customer category:
L~Company"*
JPerson” (default value)

Required: FI, NO, SE. Optional: AT, BE, CH, DE, DK,
NL.

Social security number for a person in Sweden.
Registration number in case of a company. This

parameter is linked to the parameter bdCompanyOrP
erson.

Legal form of company. This parameter is linked to
the parameter bdCompanyOrPerson.

Possible values:

For Germany: AG, AG & Co. KG, eG, EK, e.V., GbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

For Austria: AG, AG & Co. KG, eG, EK, e.V., GeshR,
GmbH, GmbH & Co. KG, KG, OHG, UG

For Switzerland: AG, G, e.V.
Country code:

.NO*, ,SE*, FI*, ,DK*, ,DE", ,AT", “CH", “NL", "“BE”

Postcode

Street name or packstation

Street number or packstation number

Street number addition

City

Care of.

Intermediary who is responsible for transferring a
piece of mail between the postal system and the final
addressee. For example Jane c/o John (“Jane at
John's address”). This field has to be used for
company, authority and organization names as well —
e. g. "Sportverein Blau-Weil3 e.V."

Zahlungsmethode:

LwInvoice" fir Rechnung

LAccount® fir flexibler Zahlungsplan

Jnstallment* fir Ratenzahlungen
,ConsolidatedInvoice* fir konsolidierte Rechnung

Fur Lastschrift muss der Parameter PayType auf "Invoice"
gesetzt und Parameter IBAN angegeben werden.

Kundenkategorie:

,Company" fir Unternehmen

LPerson” fir Personen (Standardwert)

Pflicht: FI, NO, SE. Optional: AT, BE, CH, DE, DK, NL.
Sozialversicherungsnummer bei einer Person in
Schweden. Registrierungsnummer im Falle eines

Unternehmens. Dieser Parameter ist mit dem Parameter b
dCompanyOrPerson verknupft.

Rechtsform des Unternehmens. Dieser Parameter ist mit
dem Parameter bdCompanyOrPerson verknipft.

Mdogliche Werte:

Fir Deutschland: AG, AG & Co. KG, eG, EK, e.V., GbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

Fur Osterreich: AG, AG & Co. KG, eG, EK, e.V., GesbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

Fur die Schweiz: AG, eG, e.V.
Léndercode:

,NO*, ,SE*, FI*, ,DK*, ,DE", ,AT", “CH", “NL", “BE”"

Postleitzahl

Strafle oder Packstation

Haus- oder Packstationsnummer

Hausnummernzusatz

Ort

per Adresse.

Vermittler, der fur die Beférderung einer Postsendung vom
Postsystem zum endgliltigen Empfanger verantwortlich ist.
Zum Beispiel Jane c/o John (“Jane an der Adresse von
John"). Dieses Feld muss auch fiir Firmen-, Behorden-
und Organisationsnamen verwendet werden — z. B.
"Sportverein Blau-Weif3 e.V."
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FirstN
ame

LastN
ame

Custo
merlD

Salutat
ion

bdEm
ail

bdPho
ne

bdMob
ileNo

DateO
fBirth

bdCo
mpany

VatlD

Custo
merRi
sk

Langu
age

Comp
anyOr
Person

sdCou
ntryCo
de

sdZip

"billing":
{"consumer":
{"firstName":

"B

"billing":
"consumer":
{"lastName":

"B

"billing":
{"consumer":
{"customerld"

S

"billing":
{"consumer":
{"salutation":

"B

"billing":
{"contactInfo"
:{"email™

"B

"billing":
{"contactInfo"
:{"phone™ ...

I

"billing":
{"contactinfo"

«-{”mobilePhon

e ...}

"billing":
{"contactInfo"
: {"birthdate":
"L

"billing":
{"business™:
{"companyLe
galName":

"

"payment":
{"riverty":
{"vatld": "..."
B

"payment":
{"riverty":
{"customerRi
sk "B

"language":

"companyOr
Person™:
"Company"

"companyOr

Person":

"shipping":
{"addresslInfo
" { "country":

{"A2":"."}}}

"shipping™:
{"addresslInfo

{'-'postaICode"
D)

ans..50

ans..50

ans..20

ans..100

ns..20

ns..20

anl0

ans..255

ans..50

ans..1024

a2

a2

ans..10

First name

Last name

Unique customer number

Salutation:
JMr¢

LMrs*
.Miss*

E-mail address

Telephone number

Mobile number

Date of birth in the format YYYY-MM-DD. Not
applicable to companies.

Purchasing company name.

Required if bdCompanyOrPerson is '‘Company'.

VAT registration number, the unique number that
identifies a business.

The field is mandatory for processing B2B
transactions for Germany.

Risk-relevant data as JSON string in Base64 format
(see JSON objects: CustomerRisk)

Merchants can conduct external risk checks and send
this information to Riverty.

Language: "NO", "SE", "FI", "DK”, "EN", "DE”, "NL",
"FR” permitted

Customer category for delivery address:
~Company"“

JPerson” (default value)

Requred if any of sd-fields (refer below) is provided.

Country code of the delivery address: ,NO*, ,SE*, ,FI,
_DK*, .DE* AT “CH’, “NL”, “BE”

Postcode in the delivery address

Vorname

Nachname

Eindeutige Kundennummer

Anrede:

LMre fur Herr
LMrs* fur Frau
,Miss* fur Fraulein

E-Mail-Adresse

Telefonnummer

Handynummer

Geburtsdatum im Format JJJJ-MM-TT. Fir Firmen nicht
zutreffend.

Name des kaufenden Unternehmens.

Erforderlich, wenn bdCompanyOrPerson gleich ‘Company’
ist.

Umsatzsteuer-Identifikationsnummer, die eindeutige
Nummer, die ein Unternehmen identifiziert.

Das Feld ist fir die Abwicklung von B2B-Transaktionen fiir
Deutschland obligatorisch.

Risikorelevante Daten als JSON-String im Base64-Format
(siehe JSON-Objekte: CustomerRisk)

Handler kdnnen externe Risikopriifungen durchfiihren und
Riverty diese Informationen zusenden.

Sprache: ,NO*, ,SE¥, ,FI*, ,DK’, “EN’, “DE”, *NL", “FR”
zulassig

Kundenkategorie der Lieferadresse:
»~Company* fur Unternehmen
LPerson” fir Personen (Standardwert)

Erforderlich, falls eines der sd-Felder (siehe unten)
angegeben wird.

Léndercode der Lieferadresse: ,NO*, ,SE*, ,FI*, ,DK", ,DE
“« AT “CH”, “NL”, “BE”

Postleitzahl der Lieferadresse
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sdStre
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sdStre
etNr

sdStre
etNr2

sdCity

sdcare
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Shippi
ngMet
hod

sdFirst

Name

sdLast
Name

sdSalu
tation

Email

Phone

Mobile

sdCo
mpany

BIC

"shipping":
{"addresslInfo
{'-'addressLin
el"{

"street™: ".." }

1

"shipping":
{"addresslInfo

{"addressLin
el"{
"streetNumbe

[ 4

"shipping™:
{"addresslInfo

"addressLine

AR

"shipping":
{"addresslInfo
" { Meity™: L
B

"payment":
{"riverty":
{"shippingCar
eO™ ".."}}

"payment":
{"riverty":
{"shippingMet
hod": ".." }}

"shipping":
{"consumer":
{"firstName":

"

"shipping":
{"consumer":
{"lastName":

B!

"shipping":
{"consumer":
{"salutation":

"L

"shipping™:
{"contactInfo"
:{"email™:

"B

"shipping™:
{"contactInfo"
: {"phone":
"L

"shipping™:
{"contactInfo"

.{"mobiIePhon

e """}

"shipping":
{"business":
{"companyLe
galName":

"L

"payment":
{"riverty": {
"account™: {
"code™: ".."}

1

ans..80

a..50

ans..10

ans..100

ans..50

ans..50

ans..50

ans..50

a.4

ans..100

ns..50

ns..50

ans..50

ans..11

Street name or packstation of the delivery address

Street number or packstation number of the delivery
address

Street number addition of the delivery address

Town/city of the delivery address

Care of.

Intermediary who is responsible for transferring a
piece of mail between the postal system and the final
addressee. For example Jane c/o John (“Jane at
John's address”). This field has to be used for

company, authority and organization names as well —

e. g. "Sportverein Blau-Weil3 e.V."
Address type.

Possible values: "Standard" (default value),
"PickUpPoint", "InStore"

First name in the delivery address

Last name in the delivery address

Salutation in the delivery address
SMre

SMrs*

,Miss*

Valid for AddrCountryCode = ,DE", ,DK",“NL", ,BE",
LJAT* or ,CH*

E-mail address of the delivery address

Phone number in the delivery address

Mobile number of the delivery address

Delivery company name.
Required if CompanyOrPerson is '‘Company’.

Everything over 50 characters will be truncated.

Bank Identifier Code (valid for AddrCountryCode =
“DE")

Strale oder Packstation der Lieferadresse

Haus- oder Packstationsnummer der Lieferadresse

StraBennummernzusatz der Lieferadresse

Ort der Lieferadresse

per Adresse.

Vermittler, der fiir die Beférderung einer Postsendung vom
Postsystem zum endgdltigen Empféanger verantwortlich ist.
Zum Beispiel Jane c/o John (“Jane an der Adresse von
John”). Dieses Feld muss auch fiir Firmen-, Behorden-
und Organisationsnamen verwendet werden — z. B.
"Sportverein Blau-Weif3 e.V."

Adressentyp.

Mdogliche Werte: "Standard" (Standardwert),
"PickUpPoint", "InStore"

Vorname der Lieferadresse

Nachname der Lieferadresse

Anrede der Lieferadresse
Mre fur Herr

LJMrs* fur Frau

4Miss" fir Fraulein

Giiltig bei AddrCountryCode = ,DE*, ,DK*“NL", ,BE*, ,AT“
oder ,CH"

E-Mail-Adresse der Lieferadresse

Telefonnummer der Lieferadresse

Handynummer der Lieferadresse

Name des kaufenden Unternehmens.

Erforderlich, wenn CompanyOrPerson gleich ‘Company’
ist. Alles ab 50 Zeichen wird abgeschnitten.

Bank Identifier Code (giltig bei AddrCountryCode = “DE")
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IBAN "payment": ans..34 C
{"riverty": {
"account™: {
"number":
PR
Produ | "payment": n.8 C
CtNr {"riverty":
{"profileNumb
er': ... }}
Invoic | "order": anl10 [¢]
eDate | {"creationDat

e": "..."}

Parameters for Riverty

International Bank Account Number (valid for
AddrCountryCode = “DE”).

Please note, that IBAN is mandatory if
PayTape=invoice or PayType=installment.

Profile number

Obligatory for PayType = "Account” or "Installment

Date of invoice in the format YYYY-MM-DD.

Only for PayType = "ConsolidatedInvoice"

International Bank Account Number (gliltig bei
AddrCountryCode = “DE”).

Bitte beachten Sie, dass IBAN obligatorisch ist, wenn
PayTape=invoice oder PayType=installment.

Profilnummer

Pflicht bei PayType = "Account" oder "Installment”

Rechnungsdatum im Format JJJJ-MM-TT.

Nur bei PayType = "ConsolidatedInvoice"

The following table describes the result parameters with which the Computop Paygate responds to your system

0 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

ﬂ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key REST
mid "merchantld": "..."
PaylD "paymentld": "..."
XID "xld L
TransID "transactionld": "..."
RefNr "referenceNumber™: "..."
Status "status":
"AUTHORIZE_REQUEST"
"status": "FAILED"
Description | "description™: "..."
Code "code™ ...
UserData "metadatafuserData]": "..."
CodeExt "payment": {"riverty":
{"errorCode™: ... }}
ErrorText "payment": {"riverty":
{"errorText": ... }}
BillingAddr = "payment": {"billing":
ess JSON }
ShippingA | "payment": {"shipping":
ddress JSON }
Key REST Format CND
PaylD | "paymen | an32 M
tid™: "
Key REST Format CND
XID "xld": an32 M
Key REST

Format CND
ans..30 M
an32 M
an32 M
ans..18 M
ns..30 o
a..50
ans..1024 M
n8
ans..1024
n..10
ans..1024 O
ans..1024 O
ans..1024 O

Description

ID assigned by Paygate for the payment, e.g. for
referencing in batch files as well as for capture or credit

request.

Description

ID for all single transactions (authorisation,
capture, credit note) for one payment assigned

by Paygate

Format CND

Description

MerchantID, assigned by Computop

ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture
or credit request.

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Pay
gate

TransactionID which should be unique for each payment
Unique reference number

AUTHORIZE_REQUEST or FAILED

Further details in the event that payment is rejected. Please do not use the Description but the C
ode parameter for the transaction status analysis!

Error code according to Paygate Response Codes (A4 Error codes)
If specified at request, Paygate forwards the parameter with the payment result to the shop.

Error code from Riverty, if agreed with Computop Helpdesk

Error text from Riverty, if agreed with Computop Helpdesk

If necessary corrected billing address as JSON string in the Base64 format
(see JSON objects: Address)
If necessary corrected shipping address as JSON string in the Base64 format

(see JSON objects: Address)

Beschreibung

Vom Paygate vergebene ID fur die Zahlung; z.B. zur
Referenzierung in Batch-Dateien sowie im Capture- oder
Credit-Request.

Beschreibung

Vom Paygate vergebene ID fir alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fur eine Zahlung
durchgefihrt werden

Description Beschreibung
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TransID| "transactionld™: "..."

RefNr | "referenceNumber": "..."

Status = "status":
"AUTHORIZE_REQUEST"
"status": "FAILED"

Key REST Format CND
Descri | "descript | ans..1024 | M
ption jon": "..."

Key REST Format CND
Code | "code™ n8 M

Key REST Format
UserD | "metadata ans..1024
ata [userData]":

Key REST
CodeExt "payment": {"riverty":

{"errorCode": ... }}
ErrorText | "payment": {"riverty":
{"errorText" ... }}
BillingAdd = "payment": {"billing":
ress JSON }
ShippingA | "payment": {"shipping":
ddress JSON }

Result parameters for Riverty

ans..18 M

ns..30

a..50
Description

Further details in the event that payment is rejected.
Please do not use the Description but the Code
parameter for the transaction status analysis!

TransactionID which should be unique for each

payment
Unique reference number

AUTHORIZE_REQUEST or FAILED

TransaktionsID, die fur jede Zahlung eindeutig
sein muss

Eindeutige Referenznummer

AUTHORIZE_REQUEST oder FAILED

Beschreibung

Nahere Beschreibung bei Ablehnung der Zahlung. Bitte
nutzen Sie nicht den Parameter Description, sondern Code
fur die Auswertung des Transaktionsstatus!

Beschreibung

Fehlercode gemaf Paygate Antwort-Codes (A4

Fehlercodes)

Description
Error code according to Paygate Response Codes (A4 Error
codes)
CND Description
(@] If specified at request, Paygate forwards the
parameter with the payment result to the shop.
Format CND Description
n..10 O Error code from Riverty, if agreed with Comput
op Helpdesk
ans..1024 O Error text from Riverty, if agreed with Computo
p Helpdesk
ans..1024 O If necessary corrected billing address as JSON
string in the Base64 format
(see JSON objects: Address)
ans..1024 O If necessary corrected shipping address as

JSON string in the Base64 format

(see JSON objects: Address)

Calling the interface for one-stage authorisation

To process one-stage authorisation with Riverty, please use the following URL:

https://www.computop-paygate.com/afterpay.aspx

Beschreibung

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Fehlercode von Riverty, wenn mit Computop
Helpdesk abgesprochen

Fehlertext von Riverty, wenn mit Computop
Helpdesk abgesprochen

Gegebenenfalls korrigierte Rechnungsadresse als
JSON-String im Base64-Format.

(siehe JSON-Objekte: Address)

Gegebenenfalls korrigierte Lieferadresse als
JSON-String im Base64-Format.

(siehe JSON-Objekte: Address)

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key

Mercha
ntID

TransID
RefNr

Amount

REST Format CND
BasicAuth.Username ans..30 M
"transactionld": "..." ans..18 M
"referenceNumber": "..." ns..30 O
"amount": { "value™ ...} n..10

Description

MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language

too.

TransactionID which should be unique for each payment

Unique reference number

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you
want to capture amounts <100 (smallest currency unit).
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Curren
cy

MAC

PayType

BIC

IBAN

bdCom
panyOr
Person

SocialS
ecurity
Number

LegalF
orm

AddrCo
untryC
ode

AddrZip

AddrStr
eet

AddrStr
eetNr

AddrStr
eetNr2

AddrCity

careOf

FirstNa
me

LastNa
me

Custom
erlD

Salutati
on

"amount": { "currency":

"payment”: {"riverty":
{"paymentType": "..." }}

"payment”: {"riverty": {

"account": { "code™: "..." } }}

"payment": {"riverty": {
"account": { "number": "...

13

"billing": {"consumer":
{"socialSecurityNumber":

)

"billing": {"business":
{"registrationNumber": "...

1
"billing": {"business":
{"companyLegalForm":

)

"billing": {"addressiInfo": {
"country": { "A2": ".." } }}

"billing": {"addressInfo":
{"postalCode™: "..." }}

"billing": {"addressiInfo":
{"addressLinel": {
"street™: ".." } }}

"billing": {"addresslInfo":
{"addressLinel": {
"streetNumber™: "..." } }}

"billing": {"addressInfo": {
"addressLine2": "..." }}

"billing": {"addressInfo": {
"city™: "L B

"payment”: {"riverty":
{"billingCareO™": "..." }}

"billing": {"consumer":
{"firstName™: "..." }}

"billing": {"consumer":
{"lastName™": "..." }}

"billing": {"consumer":
{"customerld": "..." }}

"billing": {"consumer":
{"salutation™: "..." }}

a3

ané4

a.19

ans..

11

ans..34

ans..

ans..

ans..

16

50

10

ans..80

a..50

ans.

ans.

ans.

ans.

ans.

ans.

.10

.100

.50

.50

.50

.20

Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: Al
Currency table

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)

Payment method:

"Invoice" for Invoice

For Direct Debit option parameter PayType has to be set to "Invoice" and parameter IBAN has to be
filled.

Bank Identifier Code (valid for AddrCountryCode = “DE”)

International Bank Account Number (valid for AddrCountryCode = “DE”).

Please note, that IBAN is mandatory if PayTape=invoice or PayType=installment.
Customer category:

,Company*

LPerson” (default value)

Required: FI, NO, SE. Optional: AT, BE, CH, DE, DK, NL.

Social security number for a person in Sweden. Registration number in case of a company. This
parameter is linked to the parameter bdCompanyOrPerson.

Legal form of company. This parameter is linked to the parameter bdCompanyOrPerson.
Possible values:

For Germany: AG, AG & Co. KG, eG, EK, e.V., GbR, GmbH, GmbH & Co. KG, KG, OHG, UG
For Austria: AG, AG & Co. KG, eG, EK, e.V., GesbR, GmbH, GmbH & Co. KG, KG, OHG, UG
For Switzerland: AG, G, e.V.

Country code:

NO*, ,SE*, ,FI* ,DK* ,DE", ,AT “CH", “NL", “BE”

Postcode

Street name or packstation

Street number or packstation number

Street number addition

City

Care of.

Intermediary who is responsible for transferring a piece of mail between the postal system and the
final addressee. For example Jane c/o John (“Jane at John's address”). This field has to be used for
company, authority and organization names as well — e. g. "Sportverein Blau-Weil3 e.V."

First name

Last name

Unique customer number

Salutation:
WMre
Mrs*

,Miss*
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bdEmail

bdPho
ne

bdMobi
leNo

DateOf
Birth

bdCom
pany

VatlD

Custom
erRisk

Langua
ge
Compa

nyOrPe
rson

sdCoun
tryCode

sdZip

sdStre
et

sdStre
etNr

sdStre
etNr2
sdCity

sdcare
of

Shippin
gMethod

sdFirst
Name

sdLast
Name

sdSalut
ation

Email

Phone

Mobile
No

"billing": {"contactinfo": ans..100
{"email™: ".." }}

"billing": {"contactinfo™: ns..20
{"phone™: ... }}

"billing": {"contactinfo™: ns..20
{"mobilePhone": ... }}

"billing": {"contactinfo™: anl0
{"birthdate": "..." }}

"billing": {"business": ans..50
{"companyLegalName":

n )

"payment": {"riverty": ans..50
{"vatld™ ".." }}

"payment”: {"riverty": ans..1024
{"customerRisk": "..." }}

"language™: "..." a2
"companyOrPerson": a.7
"Company"

"companyOrPerson": "

"shipping™: {"addressInfo": | a2
{"country™: { "A2":"..." } }}

"shipping": {"addressinfo": | ans..10
{"postalCode™: "..." }}

"shipping™: {"addressInfo": ' ans..80
{"addressLinel": {
"street™: ".." } }}

"shipping": {"addressInfo": | a..50
{"addressLinel": {

"streetNumber": "..." } }}

"shipping": {"addressInfo": | ans..10
{"addressLine2": "..." }}

"shipping™: {"addressInfo": ' ans..100
{"city":".."}}

"payment": {"riverty": ans..50
{"shippingCareO": "..." }}

"payment": {"riverty": ans..50
{"shippingMethod": "..." }}

"shipping": {"consumer": ans..50
{"firstName™: "..." }}

"shipping": {"consumer": ans..50
{"lastName": "..." }}

"shipping": {"consumer": a.4
{"salutation": "..." }}

"shippin ‘contactinfo™: | ans..100

{email: ".." }}

"shipping": {"contactinfo”: | ns..50
{"phone™: ".." }}

"shipping": {"contactinfo": ns..50
{"mobilePhone": "..." }}

E-mail address

Telephone number

Mobile number

Date of birth in the format YYYY-MM-DD. Not applicable to companies.

Purchasing company name.

Required if bdCompanyOrPerson is ‘Company'. Everything over 50 characters will be truncated.
VAT registration number, the unique number that identifies a business.

The field is mandatory for processing B2B transactions for Germany.

Risk-relevant data as JSON string in Base64 format (see JSON objects: CustomerRisk)
Merchants can conduct external risk checks and send this information to Riverty.

Language: "NO", "SE", "FI", "DK”, "EN”, "DE”, "NL", "FR” permitted

Customer category for delivery address:
,Company"“

JPerson” (default value)

Requred if any of sd-fields (refer below) is provided.

Country code of the delivery address: ,NO*, ,SE*, ,FI*, ,DK*, ,DE*, ,AT*, “CH", “NL", “BE”

Postcode in the delivery address

Street name or packstation of the delivery address

Street number or packstation number of the delivery address

Street number addition of the delivery address

Town/city of the delivery address

Care of.

Intermediary who is responsible for transferring a piece of mail between the postal system and the
final addressee. For example Jane c/o John (“Jane at John's address”). This field has to be used for
company, authority and organization names as well — e. g. "Sportverein Blau-Weil3 e.V."

Address type.

Possible values: "Standard" (default value), "PickUpPoint", "InStore"

First name in the delivery address

Last name in the delivery address

Salutation in the delivery address

LMre

JMrs*

.Miss”

Valid for AddrCountryCode = ,DE*, ,DK*,“NL", ,BE", ,AT" or ,CH"

E-mail address of the delivery address

Phone number in the delivery address

Mobile number of the delivery address
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sdCom
pany

Order

Key

TransID

RefNr

Key

Amou
nt

Key

Curren
cy

Key

MAC

Key

PayTy
pe

BIC

IBAN

bdCo
mpany
OrPer
son

Social
Securit
yNum
ber

Required if CompanyOrPerson is 'Company'. Everything over 50 characters will be truncated.

Beschreibung

TransaktionsID, die fiir jede Zahlung eindeutig sein
muss

Eindeutige Referenznummer

"shipping": {"business™: ans..50 C Delivery company name.
{"companyLegalName":
n )
"order": JSON ans..1024 M Order information as JSON string in Base64 format.
See JSON object: Order
REST Format CND Description
"transactionld": "..." ans..18 M TransactionID which should be unique for each
payment
"referenceNumber": ns..30 (@] Unique reference number
REST Format CND Description Beschreibung
"amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent).

" Please contact the Computop Helpdesk, if you want to

"value": capture amounts <100 (smallest currency unit).
.}
REST Format CND Description
"amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD,
"currency™: GBP. Please find an overview here: Al Currency table
REST Format CND Description
an64 M Hash Message Authentication Code (HMAC) with SHA-256
algorithm. Details can be found here:
®* HMAC Authentication (Request)
® HMAC Authentication (Notify)
REST Format CND Description
"payment": a..19 M Payment method:
{"riverty":
{"paymentTy "Invoice" for Invoice
pe""."}} ] ) ]
For Direct Debit option parameter PayType has to be
set to "Invoice" and parameter IBAN has to be filled.
"payment": ans..11 (@] Bank Identifier Code (valid for AddrCountryCode =
{"riverty": { “DE”)
"account": {
"code": "..." }
1
"payment": ans..34 C International Bank Account Number (valid for
{"riverty": { AddrCountryCode = “DE”).
"account": {
"number": Please note, that IBAN is mandatory if
L E PayTape=invoice or PayType=installment.
a.7 o Customer category:
~Company"“
JPerson* (default value)
"billing": ans..16 C Required: FI, NO, SE. Optional: AT, BE, CH, DE, DK,
{"consumer": NL.
{"socialSecuri
tyNumber": Social security number for a person in Sweden.
LB Registration number in case of a company. This
parameter is linked to the parameter bdCompanyOrP
"billing": erson.
{"business":
{"registration
Number":

"L

Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrage < 100 (kleinste Wahrungseinheit) buchen méchten.

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Zahlungsmethode:
LHInvoice" fir Rechnung

Fur Lastschrift muss der Parameter PayType auf "Invoice"
gesetzt und Parameter IBAN angegeben werden.

Bank Identifier Code (gultig bei AddrCountryCode = “DE”)

International Bank Account Number (gliltig bei
AddrCountryCode = “DE”").

Bitte beachten Sie, dass IBAN obligatorisch ist, wenn
PayTape=invoice oder PayType=installment.

Kundenkategorie:

,Company" fir Unternehmen

LPerson” flr Personen (Standardwert)

Pflicht: FI, NO, SE. Optional: AT, BE, CH, DE, DK, NL.
Sozialversicherungsnummer bei einer Person in
Schweden. Registrierungsnummer im Falle eines

Unternehmens. Dieser Parameter ist mit dem Parameter b
dCompanyOrPerson verknupft.
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"billing":
{"business™:
{"companyLe
galForm™:

!

"billing":
{"addresslInfo
" {"country":

{"A2":"."}}}

"billing":
{"addresslInfo
{'-'postaICOde"
T

"billing":
{"addresslInfo
{;'addressLin
el":{

"street™: "..." }

1

"billing":
{"addresslInfo

{"addressLin
el {
"streetNumbe

[ 31

"billing":
{"addresslInfo

"addressLine

AR

"billing™:
{"addressInfo
" eity™: L
B

"payment":
{"riverty":
{"billingCare
on"."}

"billing":
{"consumer":
{"firstName":

"B

"billing":
{"consumer":
{"lastName":

"B

"billing":
{"consumer":
{"customerld"

L

"billing™:
{"consumer":
{"salutation":

"B

"billing":
{"contactInfo"
:{"email":

"L

ans..50

a2

ans..10

ans..80

a..50

ans..10

ans..100

ans..50

ans..50

ans..50

ans..20

a.4
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Legal form of company. This parameter is linked to
the parameter bdCompanyOrPerson.

Possible values:

For Germany: AG, AG & Co. KG, eG, EK, e.V., GbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

For Austria: AG, AG & Co. KG, eG, EK, e.V., GeshR,
GmbH, GmbH & Co. KG, KG, OHG, UG

For Switzerland: AG, eG, e.V.
Country code:

JNO*, ,SE*, ,FI*, DK, ,DE", ,AT*, “CH", “NL”, “BE"

Postcode

Street name or packstation

Street number or packstation number

Street number addition

City

Care of.

Intermediary who is responsible for transferring a
piece of mail between the postal system and the final
addressee. For example Jane c/o John (“Jane at
John's address”). This field has to be used for
company, authority and organization names as well —
e. g. "Sportverein Blau-Weil3 e.V."

First name

Last name

Unique customer number

Salutation:
WMr

AMrs*
,Miss*

E-mail address

Rechtsform des Unternehmens. Dieser Parameter ist mit
dem Parameter bdCompanyOrPerson verknipft.

Mdogliche Werte:

Fir Deutschland: AG, AG & Co. KG, eG, EK, e.V., GbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

Fur Osterreich: AG, AG & Co. KG, eG, EK, e.V., GesbR,
GmbH, GmbH & Co. KG, KG, OHG, UG

Fir die Schweiz: AG, eG, e.V.
Landercode:

JNO*, ,SE*, ,FI*, ,DK", ,DE", ,AT", “CH", “NL", “BE"

Postleitzahl

StrafRe oder Packstation

Haus- oder Packstationsnummer

Hausnummernzusatz

Ort

per Adresse.

Vermittler, der fur die Beférderung einer Postsendung vom
Postsystem zum endgliltigen Empfanger verantwortlich ist.
Zum Beispiel Jane c/o John (“Jane an der Adresse von
John"). Dieses Feld muss auch fiir Firmen-, Behorden-
und Organisationsnamen verwendet werden — z. B.
"Sportverein Blau-Weif3 e.V."

Vorname

Nachname

Eindeutige Kundennummer

Anrede:

LMre fur Herr
LMrs* fur Frau
,Miss* fur Fraulein

E-Mail-Adresse
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"billing":
{"contactInfo"
:{"phone™ ...

I

"billing":
{"contactinfo"

-{"mobiIePhon

e ...}

"billing":
{"contactInfo"
: {"birthdate":
"L

"billing":
{"business™:
{"companyLe
galName":

"

"payment":
{"riverty":
{"vatld": "..."
B

"payment":
{"riverty":
{"customerRi
sk "B

"language":

"companyOr
Person™:
"Company"

"companyOr

"shipping":
{"addresslInfo
" {"country":

{"A2":"."}}}

"shipping":
{"addresslInfo

{'-'postaICode"
T

"shipping":
{"addresslInfo

{;'addressLin
el":{
"street™: "..." }

B

"shipping":
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ns..20

ns..20

anl0

ans..50

ans..50

ans..1024

a2
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ans..10

ans..80

a..50

ans..10

ans..100

Telephone number

Mobile number

Date of birth in the format YYYY-MM-DD. Not
applicable to companies.

Purchasing company name.

Required if bdCompanyOrPerson is '‘Company'.
Everything over 50 characters will be truncated.
VAT registration number, the unique number that

identifies a business.

The field is mandatory for processing B2B
transactions for Germany.

Risk-relevant data as JSON string in Base64 format
(see JSON objects: CustomerRisk)

Merchants can conduct external risk checks and send
this information to Riverty.

Language: "NO", "SE", "FI", "DK”, "EN", "DE”, "NL",
"FR” permitted

Customer category for delivery address:
~Company"
JPerson” (default value)

Requred if any of sd-fields (refer below) is provided.

Country code of the delivery address: ,NO*, ,SE*, ,FI,
_DK*, .DE* AT “CH’, “NL”, “BE”

Postcode in the delivery address

Street name or packstation of the delivery address

Street number or packstation number of the delivery
address

Street number addition of the delivery address

Town/city of the delivery address

Telefonnummer

Handynummer

Geburtsdatum im Format JJJJ-MM-TT. Fir Firmen nicht
zutreffend.

Name des kaufenden Unternehmens.

Erforderlich, wenn bdCompanyOrPerson gleich ‘Company’
ist. Alles ab 50 Zeichen wird abgeschnitten.
Umsatzsteuer-Identifikationsnummer, die eindeutige

Nummer, die ein Unternehmen identifiziert.

Das Feld ist fir die Abwicklung von B2B-Transaktionen fiir
Deutschland obligatorisch.

Risikorelevante Daten als JSON-String im Base64-Format
(siehe JSON-Objekte: CustomerRisk)

Handler kdnnen externe Risikopriifungen durchfiihren und
Riverty diese Informationen zusenden.

Sprache: ,NO*, ,SE¥, ,FI*, ,DK’, “EN’, “DE”, *NL", “FR”
zulassig

Kundenkategorie der Lieferadresse:
»,Company* fur Unternehmen
LPerson” fir Personen (Standardwert)

Erforderlich, falls eines der sd-Felder (siehe unten)
angegeben wird.

Landercode der Lieferadresse: ,NO*, ,SE*, ,FI*, ,DK", ,DE
“« AT “CH”, “NL”, “BE”

Postleitzahl der Lieferadresse

StralRe oder Packstation der Lieferadresse

Haus- oder Packstationsnummer der Lieferadresse

Stralennummernzusatz der Lieferadresse

Ort der Lieferadresse
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Mobile
No

sdCo
mpany

Order

Parameters for payments with Riverty

"payment":
{"riverty":
{"shippingCar
eO™ """}

"payment":
{"riverty":
{"shippingMet
hod": ".." }}

"shipping":
{"consumer":
{"firstName":

"L

"shipping":
{"consumer":
{"lastName":

B!

"shipping":
{"consumer":
{"salutation":

RS

"shipping™:
{"contactInfo"
:{"email":

"B

"shipping":
{"contactInfo"
:{"phone™:
"

"shipping":
{"contactInfo"

{“mobilePhon

e """}

"shipping™:
{"business™:
{"companyLe
galName":

"B

"order":
JSON

ans..50

ans..50

ans..50

ans..50

ans..100

ns..50

ns..50

ans..50

ans..1024

Care of.

Intermediary who is responsible for transferring a
piece of mail between the postal system and the final
addressee. For example Jane c/o John (“Jane at
John's address”). This field has to be used for
company, authority and organization names as well —
e. g. "Sportverein Blau-Weil3 e.V."

Address type.

Possible values: "Standard" (default value),
"PickUpPoint", "InStore"

First name in the delivery address

Last name in the delivery address

Salutation in the delivery address
Mre

JMrs*

.Miss*

Valid for AddrCountryCode = ,DE*, ,DK“,“NL", ,BE",
LJAT* or ,CH*

E-mail address of the delivery address

Phone number in the delivery address

Mobile number of the delivery address

Delivery company name.

Required if CompanyOrPerson is '‘Company’.
Everything over 50 characters will be truncated.
Order information as JSON string in Base64 format.

See JSON object: Order

per Adresse.

Vermittler, der fiir die Beférderung einer Postsendung vom
Postsystem zum endgltigen Empféanger verantwortlich ist.
Zum Beispiel Jane c/o John (“Jane an der Adresse von
John”). Dieses Feld muss auch fiir Firmen-, Behorden-
und Organisationsnamen verwendet werden — z. B.
"Sportverein Blau-Weif3 e.V."

Adressentyp.

Mdogliche Werte: "Standard" (Standardwert),
"PickUpPoint", "InStore"

Vorname der Lieferadresse

Nachname der Lieferadresse

Anrede der Lieferadresse
Mre fir Herr

LMrs* fur Frau

.Miss" fir Fréaulein

Giiltig bei AddrCountryCode = ,DE*, ,DK*“NL", ,BE*, ,AT*“
oder ,CH"

E-Mail-Adresse der Lieferadresse

Telefonnummer der Lieferadresse

Handynummer der Lieferadresse

Name des kaufenden Unternehmens.

Erforderlich, wenn CompanyOrPerson gleich '‘Company*
ist. Alles ab 50 Zeichen wird abgeschnitten.
Bestellinformationen als JSON-String im Format Base64.

Siehe JSON-Objekt: Order

The following table describes the result parameters with which the Computop Paygate responds to your system

@ pis. be prepared to receive additional parameters at any time and do not check the order of parameters

0 the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PayID

XID

TransID

RefNr

REST

"merchantld": "...

"paymentld": "...

“xld: Lt

"transactionld": "...

"referenceNumber™: "..."

ID assigned by Paygate for the payment, e.qg. for referencing in batch files as well as for capture

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Pay

Format CND Description
ans..30 MerchantID, assigned by Computop
an32
or credit request.
an32 M
gate
ans..18 TransactionID which should be unique for each payment
ns..30 Unique reference number
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Status "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure)
"status": "FAILED"
Description | "description™: "..." ans..1024 M Further details in the event that payment is rejected. Please do not use the Description but the C
ode parameter for the transaction status analysis!
Code "code": ... n8 M Error code according to Paygate Response Codes (A4 Error codes)
UserData "metadatafuserData]": "..." | ans..1024 If specified at request, Paygate forwards the parameter with the payment result to the shop.
CodeExt "payment": {"riverty": n..10 Error code from Riverty, if agreed with Computop Helpdesk
{"errorCode": ... }}
ErrorText "payment": {"riverty": ans..1024 O Error text from Riverty, if agreed with Computop Helpdesk
{"errorText": ... }}
BillingAddr = "payment": {"billing": ans..1024 O If necessary corrected billing address as JSON string in the Base64 format
ess JSON }
(see JSON objects: Address)
ShippingA | "payment": {"shipping": ans..1024 O If necessary corrected shipping address as JSON string in the Base64 format
ddress JSON }
(see JSON objects: Address)
Key REST Format CND Description Beschreibung
PaylD | "paymen | an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
td" referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder
request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xld": an32 M ID for all single transactions (authorisation, Vom Paygate vergebene ID fir alle einzelnen Transaktionen
capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fir eine Zahlung
by Paygate durchgefiihrt werden
Key REST Format CND Description Beschreibung
TransID "transactionld™ "..." ans..18 M TransactionID which should be unique for each TransaktionsID, die fur jede Zahlung eindeutig sein
payment muss
RefNr | "referenceNumber": ns..30 (e] Unique reference number Eindeutige Referenznummer
Key REST Format CND Description Beschreibung
Status | "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure) | OK (URLSuccess) oder FAILED (URLFailure)
"status": "FAILED"
Key REST Format CND Description Beschreibung
Descri | "descript | ans..1024 ' M Further details in the event that payment is rejected. Nahere Beschreibung bei Ablehnung der Zahlung. Bitte
ption jon": ".." Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Key REST Format CND Description Beschreibung
Code "code": n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode geméaR Paygate Antwort-Codes (A4
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, ibergibt das Paygate die
ata [userData]"™: parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
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CodeExt "payment": {"riverty":

{"errorCode": ... }}

ErrorText | "payment": {"riverty":

{"errorText": ... }}

BillingAdd = "payment": {"billing":

ress JSON }

ShippingA | "payment": {"shipping":

ddress JSON }

Result parameters for Riverty

Capture

n..10 O Error code from Riverty, if agreed with Comput
op Helpdesk

ans..1024 O Error text from Riverty, if agreed with Computo
p Helpdesk

ans..1024 O If necessary corrected billing address as JSON

string in the Base64 format
(see JSON objects: Address)

ans..1024 O If necessary corrected shipping address as
JSON string in the Base64 format

(see JSON objects: Address)

Fehlercode von Riverty, wenn mit Computop
Helpdesk abgesprochen

Fehlertext von Riverty, wenn mit Computop
Helpdesk abgesprochen

Gegebenenfalls korrigierte Rechnungsadresse als
JSON-String im Base64-Format.

(siehe JSON-Objekte: Address)

Gegebenenfalls korrigierte Lieferadresse als
JSON-String im Base64-Format.

(siehe JSON-Objekte: Address)

Captures are possible via a Server-to-Server connection. To carry out a Capture for Riverty via a Server-to-Server connection, please use the

following URL:

https://www.computop-paygate.com/capture.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for

each parameter.

The following table describes the encrypted payment request parameters:

Key REST Format

Merch | BasicAut @ ans..30
antiD h.

Userna

me

PaylD | "paymen | an32
tam L

TransID| "transact = ans..18
ionld":

RefNr | "referen | ns..30
ceNumb
err

Amou | "amount | n..10
nt "

"value™:

.}
Curren | "amount | a3
cy "

"currenc

y' )
MAC - an64

Order | "order": ans..768
Desc {"descrip
tion[0]":

CND

M

Description

MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

ID assigned by Paygate for the payment to be captured

TransactionID which should be unique for each payment

Unique reference number

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture

amounts <100 (smallest currency unit).

Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:

® HMAC Authentication (Request)
®* HMAC Authentication (Notify)

Description of purchased goods, unit prices, merchant's comment etc.
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Reqgld | "request @ ans..32 (e)
o R

UserD | "metada @ ans..1024 | O
ata ta
[userDat

al": ...

Order | "order": | ans..1024 C

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and
may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop Paygate will
not carry out the payment or new action, but will just return the status of the original transaction or action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which the ReqgID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.

If specified at request, Paygate forwards the parameter with the payment result to the shop.

Mandatory for partial capture or if order information have changed with the same total amount.

JSON
Order information as JSON string in Base64 format.
See JSON object: Order
Invoic | "order": | ans..30 o Is considered only if Order is also transferred.
eNr {"creatio
nDate": Invoice number that is displayed within Riverty portal. An order can contain more than one invoice.
Shippi | "shippin ' ans..1024 O Is considered only if Order is also transferred.
ngData g™
JSON Shipping information as JSON string in Base64 format.
(see JSON objects: ShippingData)
Key REST Format CND Description Beschreibung
PaylD | "paymentld": an32 M ID assigned by Paygate for the payment to be Vom Paygate vergebene ID fur die zu buchende
captured Zahlung
Key REST Format CND Description Beschreibung
TransID | "transactionld": "..." ans..18 M TransactionID which should be unique for each TransaktionsID, die firr jede Zahlung eindeutig sein
payment muss
RefNr | "referenceNumber": ns..30 (e] Unique reference number Eindeutige Referenznummer
Key REST Format CND Description Beschreibung

Amou | "amount | n..10 M
nt "
"value™:
.}
Key REST Format @
Curren | "amount": { a3 M
cy “currency":

Key REST Format CND

Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
Please contact the Computop Helpdesk, if you wantto ' wenden Sie sich an den Computop Helpdesk, wenn Sie

capture amounts <100 (smallest currency unit). Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.
ND Description Beschreibung
Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
Description Beschreibung

MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
®* HMAC Authentication (Notify) ® HMAC-Authentisierung (Notify)
Key REST Format CND Description Beschreibung
OrderD | "order": {"description ans..768 (e] Description of purchased goods, unit prices, Beschreibung der gekauften Waren, Einzelpreise,
esc [0 ".."y merchant's comment etc. Handlerkommentar etc.
Key REST Format CND Description Beschreibung
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Reqld

Key

UserD
ata

Key

Order

Invoic
eNr

Shippi
ngData

"requestl | ans..32 [¢]
dnt

REST Format
"metadata ans..1024
[userData]":

REST Format
"order": JSON | ans..1024
"order": ans..30
{"creationDate":

"shipping": ans..1024
JSON

Parameters for Riverty captures

To avoid double payments or actions (e.g. by ETM), enter an
alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the
original transaction or action.

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be
processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then
it gets deleted at the Paygate.

Shipping information as JSON string in Base64
format.

(see JSON objects: ShippingData)

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, Ubergeben Sie
einen alphanumerischen Wert, der Ihre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zuriick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate giltig ist,
danach wird sie vom Paygate geldscht.

CND Description Beschreibung
(0] If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, tibergibt das Paygate die
parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
CND Description Beschreibung
C Mandatory for partial capture or if order information = Pflicht bei Teilbuchung oder wenn sich die
have changed with the same total amount. Bestellinformationen bei gleichem Gesamtbetrag gedndert
haben.
Order information as JSON string in Base64 format.
Bestellinformationen als JSON-String im Format Base64.
See JSON object: Order
Siehe JSON-Objekt: Order
o Is considered only if Order is also transferred. Wird nur berticksichtigt, wenn Order ebenfalls gesendet
wird.
Invoice number that is displayed within Riverty
portal. An order can contain more than one invoice. = Rechnungsnummer, die im Riverty-Portal angezeigt wird.
Eine Bestellung kann mehrere Rechnungen enthalten.
o Is considered only if Order is also transferred. Wird nur bertcksichtigt, wenn Order ebenfalls gesendet

wird.
Versandinformationen als JSON-String im Base64-Format.

(siehe JSON-Objekte: ShippingData)

The following table describes the result parameters with which the Computop Paygate responds to your system

6 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

0 the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key REST
mid "merchantld": "..."
PaylD "paymentld": "..."
XID "xld L
TransID "transactionld": "..."
RefNr "referenceNumber": "..."
Status "status": "OK"
"status":
"CAPTURE_REQUEST"
"status": "FAILED"
Description "description™: "..."
Code "code": ...

ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate

Further details in the event that payment is rejected. Please do not use the Description but the Code

Format CND Description
ans..30 M MerchantID, assigned by Computop
an32 M
credit request.
an32 M
ans..18 M TransactionID which should be unique for each payment
ns..30 (0] Unique reference number
a..50 M OK, CAPTURE_REQUEST or FAILED
ans..1024 M
parameter for the transaction status analysis!
n8 M Error code according to Paygate Response Codes (A4 Error codes)
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Vom Paygate vergebene ID fur die Zahlung; z.B. zur
Referenzierung in Batch-Dateien sowie im Capture- oder

Vom Paygate vergebene ID fir alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fir eine Zahlung

Beschreibung

TransaktionsID, die fur jede Zahlung eindeutig

Eindeutige Referenznummer

OK, CAPTURE_REQUEST oder FAILED

Néhere Beschreibung bei Ablehnung der Zahlung. Bitte
nutzen Sie nicht den Parameter Description, sondern Code
fur die Auswertung des Transaktionsstatus!

Fehlercode gemaf Paygate Antwort-Codes (A4

Wenn beim Aufruf angegeben, Ubergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Buchungsnummer: wird vom Handler erzeugt oder falls
nicht verfiigbar von Riverty. Sie ist fur Teilgutschriften

Fehlercode von Riverty, wenn mit Computop Helpdesk abg

Fehlertext von Riverty, wenn mit Computop Helpdesk abge

UserData | "metadatafuserData]": ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.
InvoiceNu | “"order": {"number": "..."} | ans..30 (0] Booking number: generated by merchant or, if not available, by Riverty. Is necessary for partial
mber credits.
CodeExt "externalErrorCode™: ... n..10 Error code from Riverty, if agreed with Computop Helpdesk
ErrorText | "payment'": ans..1024 Error text from Riverty, if agreed with Computop Helpdesk
{"rivertyErrorText" "..."}
Key REST Format CND Description Beschreibung
PaylD | "paymen | an32 M ID assigned by Paygate for the payment, e.g. for
td" L referencing in batch files as well as for capture or credit
request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xId": an32 M ID for all single transactions (authorisation,
capture, credit note) for one payment assigned
by Paygate durchgefiihrt werden
Key REST Format CND Description
TransID| "transactionld™: "..." ans..18 M TransactionID which should be unique for each
payment sein muss
RefNr | "referenceNumber": "..." ns..30 [¢] Unique reference number
Status = "status": "OK" a..50 OK, CAPTURE_REQUEST or FAILED
"status":
"CAPTURE_REQUEST"
"status": "FAILED"
Key REST Format CND Description Beschreibung
Descri | "descript = ans..1024 | M Further details in the event that payment is rejected.
ption jon™: ".." Please do not use the Description but the Code
parameter for the transaction status analysis!
Key REST Format CND Description Beschreibung
Code | "code™ n8 M Error code according to Paygate Response Codes (A4 Error
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the
ata [userData]": parameter with the payment result to the shop.
Key REST Format CND Description Beschreibung
Invoice | “order": ans..30 o Booking number: generated by merchant or, if
Numb | {"number": "..."} not available, by Riverty. Is necessary for partial
er credits. erforderlich.
CodeE  "externalErrorCo | n..10 (0] Error code from Riverty, if agreed with Computop
xt de" ... Helpdesk esprochen
ErrorT | "payment”: ans..1024 O Error text from Riverty, if agreed with Computop
ext {"rivertyErrorText" Helpdesk sprochen
B

Result parameters for Riverty captures
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Credit with reference

Credits (refunds) are possible via a Server-to-Server connection. For a Credit with reference to a capture the amount of the Credit is limited to the
amount of the previous capture. To carry out a credit with a reference transaction, please use the following URL:

https://www.computop-paygate.com/credit.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for
each parameter.

The following table describes the encrypted payment request parameters:

Key
Merch
antlD
PayID

TransID

RefNr

Amou
nt

Curren
cy

MAC

Order
Desc

UserD

ata

Reqld

Order

Invoic
eNr

REST
BasicAuth

Username

"paymentl
Lt

"transacti
onld": "...

"reference
Number":

"amount":
{ "value":

5!

"amount":

{

"currency"

H

"order":
{"descripti
on[0]":

"metadata
[userData

TR

"requestld

"order":
JSON

"order":
{"creation
Date™:

Format

ans..30

an32

ans..18

ns..30

n..10

a3

an64

ans..768

ans..1024

ans..32

ans..1024

ans..30

CND

M

C

Description

MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.

ID assigned by Paygate for the payment to be credited

TransactionID which should be unique for each payment

Reference number (e.g. invoice number) which must be unique for each return shipment

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture
amounts <100 (smallest currency unit).

Currency, three digits DIN / 1SO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
® HMAC Authentication (Request)
® HMAC Authentication (Notify)

Description of purchased goods, unit prices, merchant's comment etc.

If specified at request, Paygate forwards the parameter with the payment result to the shop.

To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and
may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop Paygate will
not carry out the payment or new action, but will just return the status of the original transaction or action.

Please note that the Computop Paygate must have a finalized transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which the ReqID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be processed regularly.

Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.

Mandatory for partial credits

Order information as JSON string in Base64 format.

See JSON object: RefundOrder

Is considered only if Order is also transferred, but then it is mandatory.

Invoice number that is displayed within Riverty portal. An order can contain more than one invoice.
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Refun | "order": enum (e] Type or credit: Possible values are "Refund” and "Return
dType @ {"items

[ir": Is necessary only for a full credit.
{"type":
"Refund”
B
"order":
{"items
[i]":
{"type":
"Return”
B
Key REST Format CND Description Beschreibung
PaylD | "paymentld": an32 M ID assigned by Paygate for the payment to be Vom Paygate vergebene ID fir die gutzuschreibende
credited Zahlung
Key REST Format CND Description Beschreibung
TransID| "transactionld": | ans..18 M TransactionID which should be unique for each payment | TransaktionsID, die fiir jede Zahlung eindeutig sein
muss
RefNr | "referenceNum ' ns..30 (0] Reference number (e.g. invoice number) which must be = Referenznummer (z.B. Rechnungsnummer), die fur
ber": "..." unique for each return shipment jede Retoure eindeutig sein muss
Key REST Format CND Description Beschreibung
Amou | "amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wéahrungseinheit (z.B. EUR Cent). Bitte
nt " Please contact the Computop Helpdesk, if you want to ' wenden Sie sich an den Computop Helpdesk, wenn Sie
"value": capture amounts <100 (smallest currency unit). Betrage < 100 (kleinste W&hrungseinheit) buchen méchten.
..}
Key REST Format CND Description Beschreibung
Curren | "amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
cy "currency": GBP. Please find an overview here: A1 Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
Key REST Format CND Description Beschreibung
MAC an64 M Hash Message Authentication Code (HMAC) with SHA-256 | Hash Message Authentication Code (HMAC) mit SHA-
algorithm. Details can be found here: 256-Algorithmus. Details finden Sie hier:
® HMAC Authentication (Request) ® HMAC-Authentisierung (Anfrage)
® HMAC Authentication (Notify) ®* HMAC-Authentisierung (Notify)
Key REST Format CND Description Beschreibung
OrderD | "order": {"description ' ans..768 o Description of purchased goods, unit prices, Beschreibung der gekauften Waren, Einzelpreise,
esc [or% ...} merchant's comment etc. Héndlerkommentar etc.
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Ubergibt das Paygate die
ata [userData]": parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.

Key REST Format CND Description Beschreibung
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Reqld

Key

Order

Invoic
eNr

Refun
dType

“requestl | ans..32 [¢] To avoid double payments or actions (e.g. by ETM), enter an Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, tUbergeben Sie
dnr alphanumeric value which identifies your transaction and may be  einen alphanumerischen Wert, der Ihre Transaktion oder Aktion
assigned only once. If the transaction or action is submitted identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
again with the same ReqID, Computop Paygate will not carry out = oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
the payment or new action, but will just return the status of the putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
original transaction or action. den Status der urspriinglichen Transaktion oder Aktion zuriick.
Please note that the Computop Paygate must have a finalized Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
transaction status for the first initial action (authentication Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
/authorisation). This does not apply to 3-D Secure Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure = Authentifizierungen, die durch einem Timeout beendet werden. Der
Timeout status does not count as a completed status in which Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
the ReqlID functionality on Paygate does not take effect. dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
Submissions with identical ReqID for an open status will be identischer ReqID auf einen offenen Status werden regulér verarbeitet.
processed regularly.
Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate giltig ist,
Notice: Please note that a ReqID is only valid for 12 month, then ' danach wird sie vom Paygate geldscht.
it gets deleted at the Paygate.
REST Format CND Description Beschreibung
"order": JSON ans..1024 C Mandatory for partial credits Pflicht bei Teilgutschriften
Order information as JSON string in Base64 Bestellinformationen als JSON-String im Format Base64.
format.
Siehe JSON-Objekt: RefundOrder
See JSON object: RefundOrder
"order": ans..30 C Is considered only if Order is also transferred, but = Wird nur berticksichtigt, wenn Order ebenfalls gesendet
{"creationDate": then it is mandatory. wird, ist dann allerdings Pflicht.
Invoice number that is displayed within Riverty Rechnungsnummer, die im Riverty-Portal angezeigt
portal. An order can contain more than one wird. Eine Bestellung kann mehrere Rechnungen
invoice. enthalten.
"order": {"items[i]": enum o Type or credit: Possible values are "Refund“and = Art der Gutschrift: Mogliche Werte sind ,Refund” und

{"type": "Refund" }}

"order": {"items[i]":
{"type": "Return" }}

"Return”

Is necessary only for a full credit.

Parameters for credits of Riverty payments

,Return*

Wird nur bei einer kompletten Gutschrift benétigt.

The following table describes the result parameters with which the Computop Paygate responds to your system

@ p's. be prepared to receive additional parameters at any time and do not check the order of parameters

@ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PayID

XID

TransID
RefNr

Status

Descrip
tion

Code

UserDa
ta

CodeE
xt

ErrorT
ext

REST

"merchantld™: "...

"paymentld

Lo

"transactionld": "...
"referenceNumber": "..."
"status": "OK"

"status": "FAILED"

"description

"code": ...
"metadatauserData]": ".
"payment": {"riverty":
{"errorCode": ... }}

"payment": {"riverty":
{"errorText": ... }}

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate

Further details in the event that payment is rejected. Please do not use the Description but the Code

Format CND Description

ans..30 MerchantID, assigned by Computop

an32 M ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or
credit request.

an32 M

ans..18 TransactionID which should be unique for each payment

ns..30 Merchant's unique reference number

a..50 OK (URLSuccess) or FAILED (URLFailure)

ans..1024 M
parameter for the transaction status analysis!

n8 Error code according to Paygate Response Codes (A4 Error codes)

ans..1024 O If specified at request, Paygate forwards the parameter with the payment result to the shop.

n..10 (o] Error code from Riverty, if agreed with Computop Helpdesk

ans..1024 O Error text from Riverty, if agreed with Computop Helpdesk
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Key REST Format CND Description Beschreibung
PaylD | "paymen | an32 M ID assigned by Paygate for the payment, e.g. for Vom Paygate vergebene ID fur die Zahlung; z.B. zur
tid™: L referencing in batch files as well as for capture or credit = Referenzierung in Batch-Dateien sowie im Capture- oder

request. Credit-Request.
Key REST Format CND Description Beschreibung
XID "xId": an32 M ID for all single transactions (authorisation, Vom Paygate vergebene ID fur alle einzelnen Transaktionen
nL capture, credit note) for one payment assigned (Autorisierung, Buchung, Gutschrift), die fur eine Zahlung
by Paygate durchgefihrt werden
Key REST Format CND Description Beschreibung
TransID "transactionld™: "..." ans..18 M TransactionID which should be unique for each TransaktionsID, die fir jede Zahlung eindeutig sein
payment muss
RefNr | "referenceNumber": ns..30 o Merchant’s unique reference number Eindeutige Referenznummer des Handlers
Key REST Format CND Description Beschreibung
Status | "status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure) | OK (URLSuccess) oder FAILED (URLFailure)
"status": "FAILED"
Key REST Format CND Description Beschreibung
Descri | "descript = ans..1024 | M Further details in the event that payment is rejected. Néhere Beschreibung bei Ablehnung der Zahlung. Bitte
ption jon": ".." Please do not use the Description but the Code nutzen Sie nicht den Parameter Description, sondern Code
parameter for the transaction status analysis! fur die Auswertung des Transaktionsstatus!
Key REST Format CND Description Beschreibung

Code | "code™ n8 M Error code according to Paygate Response Codes (A4 Error Fehlercode gemaf Paygate Antwort-Codes (A4
codes) Fehlercodes)
Key REST Format CND Description Beschreibung
UserD | "metadata ans..1024 O If specified at request, Paygate forwards the Wenn beim Aufruf angegeben, Ubergibt das Paygate die
ata [userData]": parameter with the payment result to the shop. Parameter mit dem Zahlungsergebnis an den Shop.
Key REST Format CND Description Beschreibung
CodeE | "payment": {"riverty": n..10 O Error code from Riverty, if agreed with Comp = Fehlercode von Riverty, wenn mit Computop
xt {"errorCode": ... }} utop Helpdesk Helpdesk abgesprochen
ErrorT | "payment": {"riverty": ans..1024 O Error text from Riverty, if agreed with Compu = Fehlertext von Riverty, wenn mit Computop
ext {"errorText" ... }} top Helpdesk Helpdesk abgesprochen

Result parameters for credits of Riverty payments

Reverse

Reversals are possible via a Server-to-Server connection. In order to reverse an Riverty transaction, please use the following URL:

https://www.computop-paygate.com/reverse.aspx

Notice: For security reasons, Computop Paygate rejects all payment requests with formatting errors. Therefore, please use the correct data type for

each parameter.

The following table describes the encrypted payment request parameters:
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Format CND

Description

BasicAut = ans..30 M MerchantID, assigned by Computop. Additionally this parameter has to be passed in plain language too.
h.
Userna
me
"paymen | an32 M ID assigned by Paygate for the payment to be reversed
tid™: L
"transact = ans..18 M TransactionID which should be unique for each payment
ionld™:
"amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture
amounts <100 (smallest currency unit).
"value™
..}
"amount | a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table
"y
"currenc
y)
an64 M Hash Message Authentication Code (HMAC) with SHA-256 algorithm. Details can be found here:
®* HMAC Authentication (Request)
®* HMAC Authentication (Notify)
"metada | ans..1024 | O If specified at request, Paygate forwards the parameter with the payment result to the shop.
ta
[userDat
IR
"request | ans..32 o To avoid double payments or actions (e.g. by ETM), enter an alphanumeric value which identifies your transaction and
Id": .. may be assigned only once. If the transaction or action is submitted again with the same ReqID, Computop Paygate will
not carry out the payment or new action, but will just return the status of the original transaction or action.
Please note that the Computop Paygate must have a finalized transaction status for the first initial action (authentication
lauthorisation). This does not apply to 3-D Secure authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which the ReqID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be processed regularly.
Notice: Please note that a ReqID is only valid for 12 month, then it gets deleted at the Paygate.
"order": | ans..1024 | C Mandatory for partial reversals
JSON
Order information as JSON string in Base64 format.
See JSON object: Order
REST Format CND Description Beschreibung
"paymentld": an32 M ID assigned by Paygate for the payment to be Vom Paygate vergebene ID fir die zu stornierende
reversed Zahlung
REST Format CND Description Beschreibung
"transactionld": ans..18 M TransactionID which should be unique for each TransaktionslID, die fur jede Zahlung eindeutig sein
payment muss
REST Format CND Description Beschreibung
"amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
: Please contact the Computop Helpdesk, if you wantto | wenden Sie sich an den Computop Helpdesk, wenn Sie
"value": capture amounts <100 (smallest currency unit). Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.
..}
REST Format CND Description Beschreibung
"amount": { a3 M Currency, three digits DIN / ISO 4217, e.g. EUR, USD, Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
"currency™: GBP. Please find an overview here: Al Currency table USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle
REST Format CND Description Beschreibung
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Hash Message Authentication Code (HMAC) with SHA-256

® HMAC Authentication (Request)

To avoid double payments or actions (e.g. by ETM), enter an
alphanumeric value which identifies your transaction and may be
assigned only once. If the transaction or action is submitted
again with the same ReqID, Computop Paygate will not carry out
the payment or new action, but will just return the status of the

Please note that the Computop Paygate must have a finalized
transaction status for the first initial action (authentication
/authorisation). This does not apply to 3-D Secure
authentications that are terminated by a timeout. The 3-D Secure
Timeout status does not count as a completed status in which
the ReqlID functionality on Paygate does not take effect.
Submissions with identical ReqID for an open status will be

Notice: Please note that a ReqID is only valid for 12 month, then

"order": JSON | ans..1024 C

If specified at request, Paygate forwards the
parameter with the payment result to the shop.

Mandatory for partial reversals
Order information as JSON string in Base64 format.

See JSON object: Order

Parameters for reversals of Riverty payments

Hash Message Authentication Code (HMAC) mit SHA-
256-Algorithmus. Details finden Sie hier:

® HMAC-Authentisierung (Anfrage)
® HMAC-Authentisierung (Notify)

Beschreibung

Wenn beim Aufruf angegeben, ibergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Um Doppelzahlungen (z.B. durch ETM) zu vermeiden, Ubergeben Sie
einen alphanumerischen Wert, der Ihre Transaktion oder Aktion
identifiziert und nur einmal vergeben werden darf. Falls die Transaktion
oder Aktion mit derselben ReqID erneut eingereicht wird, fihrt das Com
putop Paygate keine Zahlung oder weitere Aktion aus, sondern gibt nur
den Status der urspriinglichen Transaktion oder Aktion zuriick.

Bitte beachten Sie, dass das Computop Paygate fur die erste initiale
Aktion (Authentifizierung/Autorisierung) einen abgeschlossenen
Transaktionsstatus haben muss. Dies gilt nicht fiir 3-D Secure
Authentifizierungen, die durch einem Timeout beendet werden. Der
Status 3-D Secure Timeout gilt nicht als abgeschlossener Status, bei
dem ReqID-Funktionalitat am Paygate nicht greift. Einreichungen mit
identischer ReqID auf einen offenen Status werden regulér verarbeitet.

Hinweis: Bitte beachten Sie, dass eine ReqID nur 12 Monate giltig ist,
danach wird sie vom Paygate geldscht.

an64 M
algorithm. Details can be found here:
®* HMAC Authentication (Notify)
REST Format CND Description
"metadata ans..1024 O
[userData]":
REST Format CND Description
"requestl | ans..32 [¢]
dnnt
original transaction or action.
processed regularly.
it gets deleted at the Paygate.
REST Format CND Description

Beschreibung
Pflicht bei Teilstornierungen
Bestellinformationen als JSON-String im Format Base64.

Siehe JSON-Objekt: Order

The following table describes the result parameters with which the Computop Paygate responds to your system

6 pls. be prepared to receive additional parameters at any time and do not check the order of parameters

ﬂ the key (e.g. Merchantld, RefNr) should not be checked case-sentive

Key
mid

PaylD

XID
TransID

Amount

Curren
cy

Status

Descri
ption

Code

UserD
ata

REST

"merchantld™: "...

"paymentld": "...

(o

"transactionld": "...

"amount": { "value": ...}

"amount": { "currency":

"status": "OK"

"status": "FAILED"

"description

"code": ...

"metadata[userData]": "...

Format

ans..30

an32

an32

ans..18

n..10

a3

a..50

ans..1024

ng

ans..1024

CND

Description

MerchantID, assigned by Computop

ID assigned by Paygate for the payment, e.g. for referencing in batch files as well as for capture or
credit request.

ID for all single transactions (authorisation, capture, credit note) for one payment assigned by Paygate
TransactionID which should be unique for each payment

Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you
want to capture amounts <100 (smallest currency unit).

Currency, three digits DIN / 1SO 4217, e.g. EUR, USD, GBP. Please find an overview here: Al
Currency table

OK (URLSuccess) or FAILED (URLFailure)

Further details in the event that payment is rejected. Please do not use the Description but the Code
parameter for the transaction status analysis!

Error code according to Paygate Response Codes (A4 Error codes)

If specified at request, Paygate forwards the parameter with the payment result to the shop.
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Key

PayID

Key

XID

Key

TransID

Key

Amou
nt

Key

Curren
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Key

Descri
ption

Key

Code

Key

UserD
ata

Key

CodeE
xt

ErrorT
ext

Beschreibung
Vom Paygate vergebene ID fur die Zahlung; z.B. zur

Referenzierung in Batch-Dateien sowie im Capture- oder
Credit-Request.

Vom Paygate vergebene ID fir alle einzelnen Transaktionen
(Autorisierung, Buchung, Gutschrift), die fur eine Zahlung

Beschreibung
TransaktionslID, die fir jede Zahlung eindeutig sein
muss
Beschreibung
Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte

wenden Sie sich an den Computop Helpdesk, wenn Sie
Betrége < 100 (kleinste Wahrungseinheit) buchen méchten.

Beschreibung

Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR,
USD, GBP. Hier eine Ubersicht: A1 Wahrungstabelle

Beschreibung
Nahere Beschreibung bei Ablehnung der Zahlung. Bitte

nutzen Sie nicht den Parameter Description, sondern Code
fur die Auswertung des Transaktionsstatus!

Beschreibung

Fehlercode geméaR Paygate Antwort-Codes (A4
Fehlercodes)

Beschreibung

Wenn beim Aufruf angegeben, Gibergibt das Paygate die
Parameter mit dem Zahlungsergebnis an den Shop.

Beschreibung

Fehlercode von Riverty, wenn mit Computop
Helpdesk abgesprochen

Fehlertext von Riverty, wenn mit Computop

"payment": {"riverty": n..10 (e] Error code from Riverty, if agreed with Computop Helpdesk
{"errorCode": ... }}
"payment": {"riverty": ans..1024 O Error text from Riverty, if agreed with Computop Helpdesk
{"errorText": ... }}
REST Format CND Description
"paymen | an32 M ID assigned by Paygate for the payment, e.g. for
td referencing in batch files as well as for capture or credit
request.
REST Format CND Description Beschreibung
"xld": an32 M ID for all single transactions (authorisation,
capture, credit note) for one payment assigned
by Paygate durchgefihrt werden
REST Format CND Description
"transactionld": ans..18 M TransactionID which should be unique for each
payment
REST Format CND Description
"amount | n..10 M Amount in the smallest currency unit (e.g. EUR Cent).
" Please contact the Computop Helpdesk, if you want to
"value™: capture amounts <100 (smallest currency unit).
..}
REST Format CND Description
"amount": { a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD,
"currency": GBP. Please find an overview here: A1 Currency table
REST Format CND Description Beschreibung
"status": "OK" a..50 M OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)
"status": "FAILED"
REST Format CND Description
"descript ' ans..1024 M Further details in the event that payment is rejected.
jon": "..." Please do not use the Description but the Code
parameter for the transaction status analysis!
REST Format CND Description
"code": n8 M Error code according to Paygate Response Codes (A4 Error
codes)
REST Format CND Description
"metadata ans..1024 O If specified at request, Paygate forwards the
[userData]": parameter with the payment result to the shop.
REST Format CND Description
"payment": {"riverty": n..10 (0] Error code from Riverty, if agreed with Comp
{"errorCode": ... }} utop Helpdesk
"payment": {"riverty": ans..1024 O Error text from Riverty, if agreed with Compu

{"errorText" ... }} top Helpdesk

Result parameters for reversals of Riverty payments

Helpdesk abgesprochen
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Batch processing via the interface

Basic information about using Batch files and about their structure can be found in the Batch Manager manual. Within batch processing not alle
functions are available which are usually available for the online interface.

This section describes the parameters which must be transferred within the data set (Record) for executing a Riverty payment and information can be
found within the response file about the payment status.

Notice: Please note that partial captures, partial credits and partial reversals for Riverty are not possible with batch.

Following table gives an overview of all batch versions that are possible for a specific action and their specialities:

Action Version Description
Capture  1.0/2.0 Standard version without return of parameter Code
1.x/2.x with RefNr (valid for all versions other than 1.0)
Credit 1.0/2.0 Standard version without return of parameter Code
1x/2x with RefNr (valid for all versions other than 1.0)
Reverse | 1.0/2.0 Standard version without return of parameter Code

1.x/2x with RefNr (valid for all versions other than 1.0)

Description of the possible batch versions

The structure for a Riverty payment in a Batch file to be submitted is as follows:

HEAD, <Mer chant | D>, <Dat e>, <Ver si on>

AFTERPAY, Capt ur e, <Anount >, <Curr ency>, <Tr ansl D>, ( <Ref Nr >, ) <Pay| D>
AFTERPAY, Cr edi t, <Amount >, <Cur r ency>, <Tr ansl| D>, (<Ref Nr >, ) <Pay| D>
AFTERPAY, Rever se, <Anount >, <Cur r ency>, <Tr ans| D>, (<Ref Nr >, ) <Pay| D>
FOOT, <Count Recor ds>, <SumAnount >

Example for Master MID function:

HEAD, [ Mast er] Mer chant | D, Dat e, 2. x
Type, Action, [ Sl ave] M D, Amount , Currency, Transl D, Dat a (depends on Action)
FOQOT, Count Recor ds, SumAnount

The following table describes the individual fields and values used within the data set (record) in the batch file:

Key Format CND Description

Type a.1ll M HEAD for Header, FOOT for Footer, AFTERPAY for Riverty
Action | a..20 M The parameter Action defines the type of transaction:
Capture
Credit

Reverse (cancellation)

Amount ' n..10 M Amount in the smallest currency unit (e.g. EUR Cent). Please contact the Computop Helpdesk, if you want to capture amounts
<100 (smallest currency unit).

Curren ' a3 M Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Please find an overview here: A1 Currency table

cy

TransID | ans..18 M TransactionID which should be unique for each payment
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RefNr

PaylD

Key

Amou
nt

Key

Curren
cy

Key

ns..30

an32

Format

n..10

Format

a3

Format

TransID | ans..18

RefNr

Key

PayID

ns..30

Format

an32

CND

CND

CND

CND

M

Merchant's unique reference number

ID assigned by Paygate for this transaction

Description Beschreibung
Amount in the smallest currency unit (e.g. EUR Cent). Betrag in der kleinsten Wahrungseinheit (z.B. EUR Cent). Bitte
Please contact the Computop Helpdesk, if you want to wenden Sie sich an den Computop Helpdesk, wenn Sie Betrage <
capture amounts <100 (smallest currency unit). 100 (kleinste Wahrungseinheit) buchen méchten.

Description Beschreibung
Currency, three digits DIN / 1ISO 4217, e.g. EUR, USD, GBP. Wahrung, drei Zeichen DIN / ISO 4217, z.B. EUR, USD, GBP.

Please find an overview here: Al Currency table Hier eine Ubersicht: A1 Wahrungstabelle

Description Beschreibung

TransactionID which should be unique for each payment = TransaktionsID, die fiir jede Zahlung eindeutig sein muss

Merchant’s unique reference number Eindeutige Referenznummer des Handlers

Description Beschreibung

ID assigned by Paygate for this transaction = Vom Paygate vergebene ID fiir diese Transaktion

Description of fields within the record for Batch files

The record area within the response file for Batch transactions looks as follows:

HEAD, <Mer chant | D>, <Dat e>, <Ver si on>

AFTERPAY, Capt ur e, <Anount >, <Curr ency>, <Tr ansl D>, ( <Ref Nr >, ) <Pay| D>, <St at us>, <Code>
AFTERPAY, Cr edi t, <Amount >, <Cur r ency>, <Tr ansl D>, (<Ref Nr >, ) <Pay| D>, <St at us>, <Code>
AFTERPAY, Rever se, <Anount >, <Cur r ency>, <Tr ans| D>, (<Ref Nr >, ) <Pay| D>, <St at us>, <Code>
FOOT, <Count Recor ds>, <SumAnount >

The following table describes the individual fields and values used within the data set (record) in the batch file:

Key

Action

PaylD
Status

Code

Key

PayID

Key

Status

Key

Code

Format

a..20

an32

a..50

n8

Format

an32

Format

a..50

Format

n8

CND

CND

CND

M

CND

M

Description
The parameter Action defines the type of transaction:
Capture
Credit
Reverse (cancellation)
ID assigned by Paygate for this transaction
OK (URLSuccess) or FAILED (URLFailure)

Error code according to Paygate Response Codes (A4 Error codes)

Description Beschreibung

ID assigned by Paygate for this transaction = Vom Paygate vergebene ID fir diese Transaktion

Description Beschreibung

OK (URLSuccess) or FAILED (URLFailure) = OK (URLSuccess) oder FAILED (URLFailure)

Description Beschreibung

Error code according to Paygate Response Codes (A4 Error codes) = Fehlercode gemaR Paygate Antwort-Codes (A4 Fehlercodes)

Description of result parameters within the record for Batch files
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JSON Objects

The JavaScript Object Notation, JSON for short, is a compact data format in an easy-to-read text format for the purpose of exchanging data between
applications. JSON does not depend on the programming language. Parsers exist in practically all widely used languages. You can find more
information about JSON via this link:

https://wiki.selfhtml.org/wiki/JavaScript/JISON

The next section describes JSON objects which are required for requests or returned in the response.

Notice: The JSON string can include special characters and so must also be Base64 encoded. Transfer problems may otherwise occur.

CustomerRisk

Risk-relevant data about the customer. Merchants can conduct external risk checks and send this information to Riverty.

Key

existingCustomer

verifiedCustomerldentif
ication

marketingOptin
customerSince
customerClassification

acquisitionChannel

hasCustomerCard
customerCardSince

customerCardClassific
ation

profileTrackingld
ipAddress
numberOfTransactions

customerIndividualSco
re

userAgent
amountOfTransactions

otherPaymentMethods

Format

bool

bool

bool
dttm
ans..32

enum

bool
dttm

ans..32

ans..64

ans..15

bool

CND

o O o o o o

o O

O O 2 O

o O

Description

Indicates whether the customer is an existing customer of the merchant

Indicates whether the customer has been verified

Indicates whether marketing material is requested
Date in format YYYY-MM-DD since which the customer has existed
Customer classification

Indicates the channel via which the merchant is reached. Possible values: ,NotSet", ,Advertisment*, ,SocialNetwork
“, ,Direct", ,SearchEngine", “Other”

Indicates whether the customer has a loyalty card
Date in format YYYY-MM-DD since which the loyalty card has existed

Indicates the loyalty card level, e.g. "Gold Member"

Unique TrackingID
Customer’s IP address
Number of successful transactions already completed by the customer

Individual score for the customer supplied by the merchant

UserAgent of this specific consumer
Amount of paid orders last 12 months

Other payment method than Ml in wallet

Example CustomerRisk as JSON string


https://wiki.selfhtml.org/wiki/JavaScript/JSON
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"exi stingCustonmer" : true,
"verifiedCustonerldentification" : "true",
"marketingOptln" : "false",

"cust oner Si nce" : "2015-11-20",

"custonerC assification" : "Cassification",

"acqui siti onChannel "

“Sear chEngi ne”,

"hasCust onmer Card" : true,

"cust oner CardSi nce" : "2016-01- 23",

"custoner Cardd assification" : "Gold Menber",

"profileTrackingld" : "Trackingl D123456",

"i pAddress" : "201.18.14.2",

"nunber O Tr ansact i ons” 27,

"custoner | ndi vi dual Score" : 98,

"user Agent" : "",

"amount O Tr ansact i ons” 1,

"ot her Paynent Met hods" true
}

Order
The order information is defined here.
Key Format CND Description
totalGrossAmo = ans..16 M Gross order amount. Must equal the value of all items (grossUnitPrice * quantity).
unt
Please note, that values has to be specified with “.” as decimal separator.
currency enum (0] Currency: Possible values are ,EUR", ,NOK", ,SEK*, ,DKK", ,CHF*
risk ans..1024 O Order risk-relevant data as JSON string in Base64 format (see JSON object: OrderRisk)
items Array M Array of Orderltems (see JSON object: Orderltem)
totalNetAmount = ans..16 M Net order amount
Please note, that values has to be specified with “.” as decimal separator.

imageUr| ans..256 (0] URL for order image. This image can be viewed on the invoice or next to the instal-ment payment in the Riverty portal.

Limited to 100-1280px.

OrderRisk

The order risk information is defined here.

Key Format CND
channelType ans..64 [e]
deliveryType ans..64 O

ticketDeliveryMethod = ans..64 (o]

Orderltem

The order information is defined here.

Key Format | CND

productld ans..64 M

Description
Order channel type. Possible values:
"Internet”, "Catalog", "CallCenter", "Stationary", "Other".
Order delivery type. Possible values:
"Normal", "Express".
Name of the tickets' method. Possible values:

"NotSet", "PickUp", "Email", "Post", "Phone".

Description

Article number
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description ans..128 M Article description
type ans..64 o Order item type. Possible values:
"PhysicalArticle", "DigitalArticle", "GiftCard", "Discount", "ShippingFee", "Surcharge"”, "Info"
quantity n..8 M Article quantity
Decimal values, if agreed with Computop and Riverty.
grossUnitPrice ans..16 M Gross price per article
Please note, that values has to be specified with “.” as decimal separator.
grould ans..64 (o] GrouplD
netUnitPrice ans..16 M Net price per article
Please note, that values has to be specified with “.” as decimal separator.
unitCode ans..16 (o] Unit (e.g. pieces, litres, kilograms, etc.)
vatCategory enum o VAT category
Possible values: "HighCategory", "LowCategory”, "NullCategory”, "NoCategory", "MiddleCategory", "OtherCategory"
vatPercent n..2 M VAT in percent

vatAmount ans..16 M VAT as amount per item

Please note, that values has to be specified with “.” as decimal separator.

imageUr| ans..256 [¢] URL for order image. This image can be viewed on the invoice or next to the instal-ment payment in the Riverty
portal. Limited to 100-1280px.

googleProductCateg  n..16 (o] Google Product Category ID

oryld

googleProductCateg @ ans..64 (@] Google Product Category

ory

merchantProductType ans..64 (o] Merchant category in addition to Google classification

lineNumber n.3 (@] The merchant can specify a line number for each article for sorting purposes

discountAmount ans..16 (@] Discount amount (only for statistical purposes)

Please note, that values has to be specified with “.” as decimal separator.
productUrl ans..256 (o] Article URL

marketPlaceSellerld = ans..64 (o] ID of a specific market place

Example of Order as JSON string



"total G ossAnmount" : 12. 40,
"total Net Anpunt" : 10. 43,

"currency" : "EUR',

"risk" @ {
"channel Type" : "Catal og",
"deliveryType" : "Normal",
"ticketDeliveryMethod" : "NotSet"

}

"items" : [{
"productld" : "1",
"description" : "Tablet Black",
"type" : "Physical Article",

"grossUnitPrice" : 4.10,
"netUnitPrice" : 3.45,
"quantity" : 2.0,

"vat Ampunt" : 0. 65,

"vatPercent" : 19.0

oA
"productld" : "2",
"description" : "MisicPlayer Black",
"type" : "Physical Article",
"grossUnitPrice" : 4.20,
"netUnitPrice" : 3.53,
"quantity" : 1.0,
"vat Anpunt" : 0.67,
"vatPercent" : 19.0

}

]
}
AllowedPayMethods

The information about the allowed payment types is defined here in an array.

PaymentMethod

The article information is defined here.

Key Format CND Description

type ans..32 [e] Available payment method
Possible values: "Invoice", "Account”, "Installment"”, "Consolidatedinvoice"

account AccountProduct Account information (see JSON object: AccountProduct)

directDebit = DirectDebitinfo Direct-Debit information (see JSON object: DirectDebitinfo)

Installment = Installmentinfo

(0]
(]

campaigns = Array (¢] Array of campaign information (see JSON object: Campaigninfo)
(¢] Instalment payment information (see JSON object: Installmentinfo)
(¢]

legalinfo legalinfo Legal info containing Terms and Conditions, Privacy statement, etc. (see JSON object: Legallnfo)

AccountProduct

The AccountProduct information is defined here.

Key Format CND Description

profileNo | n..32 M Account profile number

DirectDebitinfo

The DirectDebitInfo information is defined here.
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https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonDirectDebitInfo
https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonCampaignInfo
https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonInstallmentInfo
https://developer.computop.com/display/ENWORK/.Riverty+%28AfterPay%29+vDocumentation#id-.Riverty(AfterPay)vDocumentation-LegalInfo

Key Format CND Description

Available | bool (o] Indicates whether DirectDebit is available

Campaigninfo

The Campaigninfo information is defined here.

Key Format CND Description
campaignNo | n..32 o Campaign number
description ans..128 (e} Campaign description

Installmentinfo

The Installmentinfo information is defined here.

Key Format
basketAmount enum o
numberOfinstaliments n..2
installmentAmount ans..16
firstinstallmentAmount ans..16 (0]
lastinstallmentAmount ans..16 (e)
interestRate ans..16 o
effectivelnterestRate ans..16 o
effectiveAnnualPercentageRate = ans..16 (@]
totallnterestAmount ans..16 (0]
startupFee ans..16 (@]
monthlyFee ans..16 O
totalAmount ans..16 O
installmentProfileNumber ans..16 O
readMore ans..128 o

Legalinfo
The Legallnfo information is defined here.
Key Format CND

requiresCustomerConsent | bool

termsAndConditionsUrl ans..250
privacyStatementUrl ans..250
bgbh507Url ans..250
text ans..2500

CND Description

Available payment method

Possible values: "Invoice", "Account", "Installment”, "Consolidatedinvoice"
Please note, that values has to be specified with “.” as decimal separator.
Number of installments

Installment amount for each month

Please note, that values has to be specified with “.” as decimal separator.
First installment amount

Please note, that values has to be specified with “.” as decimal separator.
Final installment amount

Please note, that values has to be specified with “.” as decimal separator.
Interest rate

Effective interest rate

Effective annual percentage

Total interest rate

Please note, that values has to be specified with “.” as decimal separator.
Starting fee

Monthly fee

Total amount

Installment profile number

Further information about the installment process

Description
"true", if customer consent is required
URL to Terms and Conditions
URL to Privacy Statement
URL to § 507 BGB

Legal text



Example of AllowedPaymentMethods as JSON string

"paynent Met hods": [{
"type": "string",
"title": "string",
"tag": "string",
"consuner FeeAnount": 1. 00,

"l ogo": "string",

"account": { ... } ,

"directDebit": {"available": true},
"canpaigns": { ... },

"installment": {
"basket Amount": 1. 00,
"nunber &I nstal |l nents": 1,
"instal | nent Amount": 1. 00,
"firstlnstal |l ment Amount": 1.00,
"lastlnstal | nent Anount": 1. 00,
"interestRate": 1.00,
"ef fectivelnterestRate": 1.00,
"ef fecti veAnnual Percent ageRate": 1. 00,
"total I nterest Anount": 1.00,
"startupFee": 1.00,
"mont hl yFee": 1.00,
"total Amount": 1.00,
"instal |l ment Profil eNunber": 1,
"readMVore": "string"

}

"legal Info": {
"requi resCust omrer Consent": true,

"ternmsAndCondi tionsUrl": "string",
"privacyStatementUrl": "string",
"bgb507Url": "string",
"text": "string"
b
H
Address

The information about corrected billing address data is defined here in an array if necessary.

Key Format CND Description

countryCode enum M Country code

Possible values: "NO*, ,SE*, ,FI*, ,DK", ,DE*, ,AT", ,CH", ,NL*, ,BE"

postalCode ans..10 M Postal code

postalPlace ans..100 M City

Street ans..100 M Street or packstation

streetNumber ans..10 M Street number or packstation number
streetNumberAdditional | ans..10 o Street number addition

careOf ans..50 O Responsible person for dispatch of shipment

Example of Address as JSON string



[{
"count r yCode" " DE",
" post al Code" "10405",
"street" "Prenzl auer Allee",
"street Nunber" 20
"street Nunber Addi ti onal " "3. Stock",
"post al Pl ace" "Berlin",
"addr essType" nul I,
"careOr " nul |

}

]
}
OrderSummary

The OrderSummary information is defined here.

Key Format
totalGrossAmount ans..16
currency enum
items Array
totalNetAmount ans..16
imageUr| ans..256
googleAnalyticsUse = ans..64
rid
googleAnalyticsClie = ans..64
ntld
discountAmount ans..16

CND

o

Description

Gross order amount. Must equal the value of all items (grossUnitPrice * quantity).

Please note, that values has to be specified with “.” as decimal separator.

Currency. Possible values are ,EUR", ,NOK", ,SEK*, ,DKK", ,CHF*

Array of Orderltems (see JSON object: Orderltem)

Net order amount

Please note, that values has to be specified with “.” as decimal separator.

URL for order image. This image can be viewed on the invoice or next to the instal-ment payment in the Riverty portal.
Limited to 100-1280px.

Google Analytics UserID

Google Analytics ClientID

Discount amount (only for statistical purposes)

Please note, that values has to be specified with

Example of OrderSummary as JSON string

"t otal G ossAmount "
"currency"

"itens"

8. 30,
"EUR',
[{
"product | d"
"description"
"grossUnitPrice"
"quantity" 1.0

wyn
"Tabl et Bl ack",
4. 10,

"product | d"

"description"
"grossUnitPrice"
"quantity" 1.0

won
"Musi cPl ayer Bl ack",
4. 20,

ShippingData

“.” as decimal separator.


https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonOrderItem

The information about dispatch is defined here in an array.

Key Format CND Description

shippingDetails | Array M Array of shipping information (see JSON object: ShippingDetails)

ShippingDetails

The ShippingDetails information is defined here.

Key Format CND Description
type enum M Dispatch type: Possible values are "Shipment", "Return”
shippingCompany ' ans..64 M Shipping company
trackingld ans..64 M Unique TrackinglD

Example of ShippingData as JSON string

{
"shi ppi ngDetai |l s" : [{
"type" : "Shipnment",
"shi ppi ngConpany" : "DHL",
"trackingld" : "234324234"
oA
"type" : "Shipment",
"shi ppi ngConpany" : "Hermes",
"trackingld" : "687654"
}
]
}
RefundOrder

The information about the articles to be credited is defined here.

Key Format CND Description

orderltems = Array M Array of articles to be credited (see JSON object: RefundOrderltem)

RefundOrderltem

The RefundOrderltem information is defined here.

Key Format CND Description
refundType ans..32 C Credit type: Possible values are "Refund", "Return”

The parameter is not required for EventToken="Return".

productld ans..64 M Article number
description ans..128 M Article description
quantity n.8 M Article quantity

Decimal values, if agreed with Computop and Riverty.
grossUnitPrice ans..16 M Gross price per article
Please note, that values has to be specified with “.” as decimal separator.

groupld ans..64 (o] GrouplD


https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonShippingDetails
https://developer.computop.com/pages/viewpage.action?pageId=26247243#Riverty(AfterPay)-JsonRefundOrderItem

netUnitPrice

unitCode

vatCategory

vatPercent

vatAmount

imageUrl
googleProductCateg
oryld

googleProductCateg
ory

merchantProductType
lineNumber

discountAmount

productUrl

marketPlaceSellerld

ans..16 M
ans..16
ans..32

n..2

ans..16
ans..256 O
n..16 o
ans..64 (@]
ans..64 o
n.3

ans..16
ans..256 o
ans..64 o

Net price per article

Please note, that values has to be specified with “.” as decimal separator.

Unit (e.g. pieces, litres, kilograms, etc.)

VAT category

Possible values: "HighCategory", "LowCategory", "NullCategory”, "NoCategory", "MiddleCategory", "OtherCategory"
VAT in percent

VAT as amount per item

Please note, that values has to be specified with “.” as decimal separator.

URL for order image. This image can be viewed on the invoice or next to the instal-ment payment in the Riverty
portal. Limited to 100-1280px.

Google Product Category ID

Google Product Category

Merchant category in addition to Google classification

The merchant can specify a line number for each article for sorting purposes
Discount amount (only for statistical purposes)

Please note, that values has to be specified with “.” as decimal separator.
Article URL

ID of a specific market place

Example of RefundOrder as JSON string

"refundType"
"product | d"
"description"
"quantity"
"grossUni tPri

"netUnitPrice"

"vat Percent"
"vat Anount "

"refundType"
"product | d"
"description”
"quantity"
"grossUni tPri

"netUnitPrice"

"vat Percent"
"vat Anount "

"Return",
“yn
"Tabl et Bl ack",

1.0,
ce" 4. 10,
3. 45,

19. 0,
0. 65

"Return",
won
"Musi cPl ayer
1.0,
ce"

Bl ack",

4. 20,
3. 53,

19.0,
0.67
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